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ABSTRACT 


Enabling  technologies  available  today  can  be  integrated  to  provide  the  necessary 
bandwidth,  access,  and  computational  power  to  support  advanced  global  command  and 
control  architectures,  but  humans  wiU  ultimately  use  these  architectures  to  select  courses 
of  action.  People  will  continue  to  make  decisions.  The  interface  between  the  human 
operator  and  information  collected,  processed,  fused,  and  disseminated  by  these  advanced 
architectures  is  the  element  that  injects  greatest  potential  risk  of  failure  within  these 
systems.  This  thesis  examines  that  interface. 

The  technical  and  doctrinal  aspects  of  advanced  command  and  control  architectures 
are  discussed.  The  concept  of  “information  pull”  is  examined.  The  role  information 
fusitm  plays  in  human  situation  assessment  of  the  battlespace  is  delineated.  Computer 
assisted  inductive  reasoning  which  exploits  human  intuitive  powers  is  introduced  as  a 
potential  design  feature  in  the  user  interface.  Recommendations  for  its  inclusion  in  future 
command  and  control  architectures  ate  made. 
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1.  INTRODUCTION 


Perfection  of  means 
and  confusion  of  goals 
seem,  in  my  opinion, 
to  characterize  our  age. 

—  ALBERT  EINSTEIN 

In  the  next  decade,  the  United  States'  military  will  undergo  a  period  of  significant 
transition.  As  evidenced  by  recent  world  events,  political  policy  will  have  a  greater 
impact  on  military  strategy  (necessity  to  achieve  UN  mandate  in  support  of  coalition 
warfare),  the  new  world  order  will  usher  in  a  new  force  structure  (collapse  of  the  Soviet 
Union),  and  technology  will  influence  tactics  (access  to  information  and  related 
processing/computing  power).  These  changes  will  be  accompanied  by  a  shift  in  the 
infrastructure  and  methods  by  which  the  armed  forces  of  the  United  States  determine  and 
implement  optimal  courses  of  action,  allocate  assets  subject  to  environmental  constraints, 
and  direct  forces  against  threats  to  complete  a  mission  or  fulfill  an  objective.  These 
acticHis,  in  the  collective  sense,  are  called  command  and  control  (C!^).  The  fiamewoiic 
upon  which  effective  is  implemented  is  much  more  than  simply  making  decisions  and 
giving  orders.  This  chapter  serves  to  introduce  and  the  concept  of  a  supporting 
architecture  of  systems,  procedure  and  personnel.  Additionally,  it  provides  a  perspective 
on  infOTmation  and  its  value  and  limitations  to  the  warrior.  Finally,  this  chapter  focuses 
the  reader  cm  the  impact  of  technology  and  how  the  user  or  warrior  will  interact  with 
infonnation. 

A.  BACKGROUND 

The  method  by  which  is  exercised  is  steeped  in  tradition,  defined  by  doctrine, 
and  dependent  upon  technology.  Arguably,  tradition  and  doctrine  are  the  foundation 
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upon  which  effective  is  accomplished.  For,  without  the  validity  of  tradition  and  the 
focus  of  doctrine,  success  on  the  battleHeld  would  be  fleeting.  However,  no  less 
important  is  the  framework  that  instantiates  this  process,  namely  technology.  In  the  last 
SO  years,  the  art  of  command  and  control  has  added  three  additional  dimensions  — 
communications,  computers,  and  intelligence.  These  new  dimensions  are  directly 
attributable  to  the  influence  of  technology  in  the  conduct  of  modem  warfare. 

The  new  world  order  may  dictate  a  smaller,  highly  trained  military  force.  Political 
policy  may  mandate  the  consolidation  of  assets  into  Joint  Task  Forces  (JTFs)  oriented 
toward  Contingency  and  Limited  Objective  Warfare  (CALOW)  missions,  regional 
conflicts,  and  specific  crisis-action  scenarios.  However,  the  impact  of  technology  will  be 
felt  throughout  the  spectrum  of  weapons,  missions,  and  forces.  The  structure  upon  which 
forces  employ  weapons  in  support  of  missions  will  continue  to  be  built  on  the  architecture 
of  command,  control,  communications,  computers,  and  intelligence  (C^I). 

B.  COMMAND  AND  CONTROL  =  INFORMATION  +/•  CHAOS 

Information  may  be  considered  as  knowledge  communicated  concerning  a 
particular  fact  or  circumstance.  Similarly,  chaos  may  be  considered  as  the  state  of  utter 
confusion  or  disorder.  In  terms  of  the  battlespace,  the  commander  strives  to  obtain  all 
relevant  information  concerning  his^  combat  environment  while  chaos  serves  to  disrupt, 
disable,  and  contradict  these  efforts.  Undoubtedly,  the  world  is  mote  dynamic  today  than 
in  the  past  Relative  to  the  military,  but  no  less  attributable  to  business,  the  scope  of  the 
tom  "situational  awareness"  continues  to  expand.  Situational  awareness  is  the  human 
cognitive  battle  that  represents  the  conflict  between  chaos  and  information.  While  Ltnd 


^Thnoghoui  (Ms  report,  die  maKuline  fonn  of  die  penoiul  pronoun  hu  been  used  without  exception.  No  specific 
fmder  requirement  or  bias  is  to  be  infemd  from  diii;  the  tnore  cumbersone  oomtnnation  forms  such  u  “he/the’’  have 
been  avoiM  for  die  sake  of  readability.  The  systematic  alteration  of  gender  was  avoided  as  having  even  worse 
impUeatioa  of  bias  than  die  use  of  a  single  form  throughouL 
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Nelson  had  to  worry  about  the  wind,  the  battle  line  and  little  else,  current  commanders 
must  concern  themselves  with  the  political  and  economic  impacts  of  their  decisions. 
Indeed,  "Who  did  what  to  whom?"  is  compounded  by  "With  what?"  and  "How  many?", 
and  a  host  of  other  questions. 

Given  that  complexity,  uncertainty,  and  adversity  are  all  components  of  chaos,  in 
this  age  of  information  and  new  geopolitical  realities,  chaos  reigns  supreme.  The  rate, 
complexity,  uncertainty,  and  dimensionality  of  the  commander's  battlespace  and  the 
information  he  judges  it  by,  are  rapidly  increasing.  The  military  commander,  in  turn, 
must  be  flexible  and  have  a  high  tolerance  for  ambiguity.  He  must  be  able  to  develop  an 
information  advantage  in  order  to  increase  his  enemy’s  level  of  chaos  and  defeat  his 
enemy’s  command  and  control. 

In  an  age  where  information  is  paramount,  the  initiative  is  underway  to  design  a 
C^I  architecture  that  enables  a  commander  to  command  and  control  his  forces  more 
eiffiectively.  This  is  supported  by  communications  systems  that  transmit  the 
information  processed  and  stored  by  computer  systems  that  has  been  derived  from 
intelligence  systems. 

Historically,  command  and  control  architectures  have  been  predicated  with  a  focus 
(Ml  the  hardware  within  the  system.  New  C^I  architectures,  represented  by  the  Navy's 
Copernicus  and  the  Joint  Chiefs'  of  Staff  "C4I  For  The  Warrior,”  have  evolved  from  an 
architecture  driven  exclusively  by  hardware  to  one  frxrused  on  die  operator  and  the 
operatot's  ability  to  achieve  mission  success.  Today's  C^I  architectures  are  characterized 
by  the  concept  of  "producer  push."  Systems  literally  push  volumes  of  indiscriminate, 
undifferentiated  information  (Mito  users;  information  that  is  typically  unusable  because 
much  of  it  is  irrelevant  and  untimely.  Commanders  spend  too  much  time  sifting  through, 
then  discarding,  messages  instead  of  using  the  infrumation  they  contain  to  develop  and 
implement  a  war  plan. 
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The  new  C^I  architectures  intend  u>  shift  from  a  "producer  push"  to  an 
"information  pull"  mode  of  operation.  Information  pull  refers  to  a  concept  which 
provides  for  on-site  commanders  to  get  the  information  they  request  The  architectures  of 
these  globally  distributed  C^I  systems  will  be  designed  to  provide  automatically  fused 
information  to  an  on-site  commander  from  a  broad  array  of  sensors.  This  information 
will  be  provided  by  a  system  characterized  as  seamless  and  supported  by  secure 
connectivity  through  multiple,  highly  flexible  nodes  to  all  operational  elements  and 
databases  for  any  assigned  mission. 

C.  HUMAN  INTERFACE 

Ultimately,  command  and  control  is  a  human  decision  making  and  problem  solving 
process  grounded  in  sound  situational  assessment.  A  person’s  decision  is  based  upon 
deductive  and  inductive  cognitive  information  processing.  systems  of  the  future,  in 
order  to  meet  the  informational  needs  of  the  battlefield,  will  require  computer  assisted 
information  processing  technology.  Additionally,  the  human  decision  making  process 
will  continue  to  be  the  dominant  factor  in  the  success  or  failure  of  command  and  control 
on  the  battlefield.  Therefore,  the  user-technology  interface  will  become  a  key  issue  in  the 
development  of  future  command  and  control  systems. 

This  thesis  will  explore  the  "user  interface"  of  future  C^I  architectures.  These 
architectures  have  a  specific  design  goal  with  respect  to  their  human  operators.  They  will 
be  "user  driven."  They  will  be  designed  to  empower  the  user  to  "pull"  idiosyncratic 
information  from  a  global  netwoik  to  enable  that  commander  to  develop  an  accurate, 
timely,  and  comprehensive  awareness  of  any  given  tactical  situation.  This  resource  will 
be  available  anyplace,  anytime,  for  any  mission. 

The  important  point  about  "information  pull,"  and  by  extension,  these  new  C^I 
architectures,  is  the  focus  on  the  "value"  of  information  attributed  to  it  by  a  user.  The 
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ability  to  "get"  information  to  the  user  unquestionably  affects  the  success  or  failure  of 
these  new  C^I  architectures.  However,  the  operator’s  cognitive  ability  to  receive,  process, 
analyze,  and  evaluate  this  information  is  the  limiting  factor  upon  which  the  outcome  of 
future  battles  will  be  based.  The  C^I  architecture  must  provide  an  operator  with 
information.  The  operator,  in  turn,  must  be  able  to  fuse  that  information  to  generate  an 
accurate  assessment  of  the  tactical  situation  and  then  select  an  appropriate  course  of 
action.  The  role  of  the  user>technology  interfatx  will  be  a  key  factor  in  the  success  of 
these  advanced  architecture  initiatives. 

D.  SCOPE 

Advanced  C^I  architectures  will  produce  endless  streams  of  information,  but  their 
ultimate  performance  potential  is  dependent  upon  the  ability  of  people  to  use  this 
information.  Given  that  the  linchpin  of  an  operator’s  effectiveness  is  their  cognitive 
ability,  the  effective  use  of  these  architectures  depends  upon  the  design  of  user- 
technology  interfaces  and  the  ability  to  fuse  data  into  readily  comprehensible  information 
that  supports  sound,  timely,  and  accurate  situation  assessments.  Figure  I-l  provides  a 
syiKrptic  view  of  the  thesis  and  will  be  used  throughout  to  provide  the  reader  focus  on  the 
relevant  issues. 
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This  thesis  will  examine  the  concept  of  sensor  or  information  fusion  co  determine 
how  it  can  support  rapid,  accurate,  and  reliable  situation  assessment  of  the  “battle  space" 
by  human  operators  performing  various  command  functions  in  an  infoimation  dense 
environment  As  this  volume  of  infonnation  rapidly  increases,  people  will  need  to 
process  orders  of  magnitude  of  infonnation  more  than  they  currently  do.  The 
requirement  for  operators  to  assimilate  huge  amounts  of  data  highlights  the  need  for 
technology  assisted  pre — processing. 

Computer  assisted  pre — processing  is  the  subject  of  extensive  research  ranging 
finmi  expert  systems  (ESs)  to  knowledge-based  decision  support  systems  (KBDSS)  to 
artificial  intelligence  (AI).  One  thrust  receiving  limited  attention  focuses  on  develq)ing  a 
software  interface  that  permits  limited  inductive  processing  by  machines.  Computer 
assisted  inductive  processing  can  aid  the  human  operator  in  two  ways.  First,  it  helps  the 
human  operator  fuse  information.  Second,  it  apprises  the  same  operator  of  the  tactical 
rituation  by  assessing  what  the  threat  is  and  what  the  best  response  should  be  or  even  can 
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be  given  real  world  constraints.  This  notion  of  “intuition”  is  what  sets  a  relatively  new 
inductive  system,  the  Knowledgeable  Observation  Analysis-Linked  Advismy  System 
(KOALAS),  apart  from  other  sensor  fusion  and  situation  assessment  models. 

As  indicated  by  Figure  I-l,  this  thesis  will  be  organized  in  the  following  manner. 
Qiapter  n  will  provide  an  overview  of  the  Copernicus  and  C4IFTW  architectures. 
Chapter  ni  will  discuss  the  notion  of  “information  pull”  and  current  advanced 
information  technologies.  Chapter  IV  will  address  the  concept  of  sensor  or  information 
fusion.  Chapter  V  will  analyze  the  idea  of  situation  assessment  with  a  view  towards 
human  cognitive  limits.  Chapter  VI  will  discuss  the  speciHc  initiatives  for  sensor  fusion 
and  situation  assessment  contained  within  the  KOALAS  framework.  Chapter  VII  will 
explore  potential  future  applications  and  recommendations  to  integrate  KOALAS  within 
the  Copemicus/C4IFTW  architectures.  Finally,  Chapter  VUI  will  provide  summary  and 
conclusions.  Because  this  thesis  integrates  several,  nearly-disjoint  areas  of  inquiry,  a 
glossary  of  terms  is  provided  as  Appendix  A.  In  most  cases,  only  a  quick  definition  or 
explanation  is  given  with  a  more  detailed  discussion  contained  in  the  relevant  chapter(s) 
of  the  text. 
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II.  ADVANCED  C4I  ARCHITECTURE  INITIATIVES 


No  servitude  is  more  hopeless 
than  that  of  unintelligent  submission 
to  an  idea  formally  correct,  yet  incomplete. 

It  has  all  the  vicious  misleading  of  a  half-truth 
unqualified  by  appreciation  of  modifying  conditions. 

—  ALFRED  THAYER  MAHAN 


As  indicated  by  Figure  11- 1,  below,  this  chapter  will  discuss  several  broad  issues 
c(Mx:eming  the  advanced  C^I  architecture  inidadves  that  are  cuirendy  under  consideradon. 


Figure  II-l:  Advanced  C4I  Architecture 


The  advanced  architectures  represented  so  simply  in  the  above  figure  will  achieve  a 
level  o[  interpperabiliQ^,  synchronizadon,  data-transfer,  and  synergism  heretofore 
unimaginable.  Fot  die  puiposes  of  this  thesis,  however,  it  is  more  impmtant  to  view  these 
initiatives  not  in  trnms  of  fiincdonality,  but  as  "enablers"  to  allow  the  human  operator  to 
"dunk”  bettm’.  It  is  iqiprc^mate  to  present  the  environment,  informadon  needs,  and  die 


goals  that  constitute  these  initiatives  to  better  focus  on  the  underlying  theme  of  this  thesis. 
While  these  architectures  will  provide  access  to  virtually  unlimited  quantities  of  data  and 
information,  the  real  crux  of  the  matter  centers  on  providing  the  operator  access  to  his 
virtually  unlimited  capacity  to  think  intuitively. 

A.  THE  NEED  ...  SOLVING  TODAY’S  PROBLEMS 

It  is  important  to  understand  the  impetus  for  change,  particularly  when  the  enactment 
of  that  change  represents  huge  expenditures  of  capital  investment  as  well  as  a  near  complete 
overhaul  in  organizational  infrastructure  and  procedures.  Current  0*1  initiatives  are  a 
response  to  perceived  limitations  endemic  to  the  defense  organization  and  the  systems  it 
uses  to  command  and  ctxitrol  forces  in  an  equally  dynamic  environment  in  which  these 
forces  will  be  employed. 

1 .  Organizational  and  System  Limitations 

Typically,  problems  that  occur  or  arise  within  an  organization  can  be  traced  to 
two  fundamental  parameters:  the  way  they  do  business  and  the  tools  they  use.  The  Navy 
and  the  Department  of  Defense  are  no  exceptirais.  While  there  many  personnel,  physical, 
and  fiscal  limitations  are  beyond  the  control  of  the  Navy  and  DOD  and  serve  to  midgate 
operadonal  effecdveness,  inefficiencies  within  the  structure  itself  serve  only  to  amplify 
these  limitadcms,  particularly  within  the  framework  of  a  C^I  architecture. 

In  simple  terms,  is  accomplished  in  today's  environment  by  a  collection 
and  combination  of  sensors,  computers,  communication  equipment  and  facilities,  and 
procedures.  The  stovepipe  nature  of  system*  acquisition,  development  and  employment  is 
the  major  problem  area.  Loescher  (1992)  provides  several  generalized  problem  areas. 

First,  there  is  a  huge  number  of  sensors  in  the  current  arsenal  inventory.  Second,  each  of 


*Systeia  is  takea  to  mean  sensors,  computers,  communication  equipment  and  facilities,  etc. 
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these  multitude  of  sensors  requires  a  different  operating  system  and  produces  different 
report  formats.  Third,  often  times  these  sensors  are  governed  by  wholly  different 
operating  and  control  protocols.  Fourth,  theire  systems  have  an  equally  diverse  number  of 
organizational  sponsors.  Fifth,  these  systems  are  viewed  in  part  and  parcel,  with  little  or 
no  regard  for  the  whole.  Finally,  each  of  these  systems  possess  diverse,  uncoordinated, 
uncohesive  and  conflicting  qreradonal  goals.  In  short,  we  can  not  optimally  operate  within 
the  battlespace  because  we  are  unable  to  manage  and  coordinate  our  own  C^I  systems  — 
we've  done  it  to  ourselves. 

Additionally,  according  to  the  Copernicus  Project  Team  (1992),  "four  knots 
that  bind  the  potential  power  of  Naval  C^I"  exist  and  are  discussed  as  follows.  First,  an 
inability  to  decant  or  separate  operational  from  administrative  traffic  exists.  Current 
systems  provide  no  capability  to  achieve  this  aim  other  than  "turning  the  radios  off."  The 
tradeoff  here  boils  down  to  the  lack  of  technology  to  manage  the  traffic  flow,  content,  and 
make-up  at  any  point  in  the  C^I  architecture  versus  the  originating  organizations  lack  of 
discipline  to  self-govem  the  output  or  service  drey  produce.  This  becomes  an  important 
point  relative  to  "user  pull"  and  will  be  discussed  further  in  Chapter  m,  Informaticm  Pull 
and  Technology. 

Second,  cmce  a  "manual"  separation  of  critical  operational  traffic  has  been 
achieved,  it  is  often  “in  the  wrong  format ...  and  in  the  wrong  form The  wrong 
format  means  many  unique  and  independent  formats  from  structured  alphanumeric  database 
to  free-form  analyst  narrative.  The  wmng  form  means  that  the  information  is  provided  via 
hard  copy  rather  than  in  a  more  easily  manageable  and  manipulatable  digital  context  These 
two  factors  serve  to  complicate  the  data  or  information  fusion  process.  The  translitoation 
between  forms  and  formats  complicates  the  already  difficult  process  of  gleaning  useful 
information  fipcmi  a  multitude  of  sources. 


10 


1101(1,  no  cohesive  ot  organized  management  and  oversight  of  the  C^I 
architecture  exists.  Essentially,  there  is  no  governing  body  which  controls  the  use  of  the 
vast  resources  available  to  the  tactical  or  JTF  commander.  In  fact,  one  of  the  most  difficult 
and  time  intensive  chores  a  battle  staff  will  undergo  is  determining  what  is  available  and 
who  they  have  to  ask  to  request  support.  The  current  C^I  architecture  is  a  hodgepodge  of 
unitary  sensors  and  complex  systems  controlled  by  competing  agencies  with  uncoordinated 
and  largely  isolated  agendas  and  goals  which  do  not  achieve  the  interdisciplinary  cohesion 
necessary  to  meet  die  informadtm  requirements  of  future  conflicts. 

Hnally,  the  military  finds  itself  trying  to  function  within  a  sphere  of 
unfocused  operational  perspective.  This  condition  may  be  likened  to  a  Fortune  500™ 
corporatiixi  losing  sight  of  the  "bottom  line"  or  "profit  motive."  This  is  attributable  in  large 
part  to  the  changing  dynamic  of  the  world  situation,  social  upheaval,  economic  hardship,  or 
ineffectual  government  Moreover,  a  common  thread  to  these  four  problems  and  those 
genenlized  in  the  preceding  paragraph  is  the  technological  underpinning  which 
characterizes  the  development  and  use  of  the  current  C^I  architecture.  The  case  may  be 
made  that  the  United  States  military  has  lost  sight  of  the  process  of  command  and  control 
by  being  more  ctxicerned  with  the  tools  with  which  they  conduct  command  and  control. 

2.  The  Changing  Environment 

Future  military  actions  will  be  conducted  in  completely  different  regions,  in 
varying  degrees  of  sc(^  and  scale,  and  for  different  objectives.  Indeed,  the  spectrum  of 
conflict  has  not  changed.  In  view  of  recent  social,  political,  and  economic  upheavals 
around  the  world,  tiie  likelihood  of  global  thermcmuclear  war  and  even  theater-level  nuclear 
conflict  is  substantially  reduced.  Military  strategy  is  perceived  to  have  shifted  from 
containment  to  stability.  Military  action  will  no  longo'  be  between  forces  representing  the 
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political,  diplomatic,  and  economic  aims  of  superpower  nations.  It  has  begun  and  will 
continue  to  be  much  more  complicated  than  that. 

The  objective  focus  of  military  action  is  no  longer  on  one  nation  geared  for 
total  domination,  but  on  parity  in  conflict  achieved  through  incremental  and  systematic 
confirontatimi.  Conventional  wisdom  holds  that  conflict  will  not  be  between  heavy 
mechanized  infantry,  armor,  artillery  and  air  forces  on  tlw  plains  of  Central  Europe.  Nor 
will  it  be  between  opposing  blue-water  naval  fleets  on  the  high  seas.  Rather,  it  will  be  in 
localized  regions  where  military  action  will  be  waged  in  unconventional  fashion  as  a  means 
of  achieving  economic  parity,  political  freedom,  and  ideological  liberty.  Ccmflict  will  not 
occur  in  isolatitm.  Conflict  will  happen  on  many  fronts  —  in  type,  location,  and 
environment  —  simultaneously. 

Additionally,  the  enemy  will  become  enemies;  transitioning  from  a  singular 
entity  to  plural  entities.  These  enemies  will  be  much  more  opaque;  less  clearly  defined, 
more  unclear,  obscure,  impenetrable  and  blurred.  These  enemies  will  exist  to  achieve 
objectives  with  which  conventitmal  ideology  will  be  unfamiliar.  These  enemies  will  be 
less  structured,  but  equally  impassioned  fcx*  their  cause.  In  short,  tomorrow’s  enemies  are 
fraught  with  uncertainty  and  represent  the  unknown.  Informatitm  •  definition,  collection, 
storage,  transmission,  manipulation,  and  presentation  -  reduces  uncertainty  and  diminishes 
the  unknown.  Information  will  be  the  avenue  of  discovering  the  enemy.  Ir^ormation  will 
become  the  commodity  upon  which  battlespace  is  defied.  Irtformation  technology  will  be 
the  weapon  with  which  the  battle  is  fought  Information  management  will  become  a 
foundaticKi  of  future  command  and  control.  Advantage  in  war  and  subsequent  victory  is 
achieved  through  the  integration  of  weapons,  techrology,  and  man  into  a  coherent  and 
concentrated  force.  Situation  assessment  predicated  on  information  fusion  is  die  key  to  this 
integration. 
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Today’s  systems  and  architectures  cannot  acccunmodate  the  expanding 
demand  or  supply  of  information.  Nor  can  it  provide  the  requisite  information  handling 
capability.  Nor  does  it  enable  the  operator  to  make  a  decision,  much  less  framulate 
alternative  course  of  action.  Nor  does  it  perform  adequately  in  the  new  warfare 
enviroiunents  which  will  be  encountered  in  the  future.  The  war  fighter  does  not  suffer 
from  a  lack  of  information;  but  rather,  he  suffers  from  the  lack  of  knowledge  because  he 
caimot  assimilate  and  fuse  the  avalanche  of  information  transmitted  to  him.  The  current  C^I 
architecture  does  not  empower  the  operator  to  think.  This  notion  of  "thinking"  will  be 
developed  in  Chapter  m.  Technology  and  User  PuU,  as  well  as  in  Chapter  V,  Situation 
Assessment  The  time  has  come  for  change;  not  by  evolution,  but  by  revolution. 

B .  ADVANCED  ARCHITECTURE  OVERVIEW 

The  Navy's  Copernicus  and  the  JCS*  C4IFTW  architectures  represent  the  military's 
resptmse  to  the  demands  of  change.  These  architectures  will  strive  not  to  solve  the 
problems  briefly  discussed  above,  but  rather,  eliminate  them.  These  architectures  will 
establish  the  military  as  the  leader  of  information.  Not  in  management,  but  in  the  command 
of  information.  Not  in  frameworit,  but  in  horizon.  Not  in  technology,  but  in  the  use  of 
technology.  Not  in  information  collection  and  storage,  but  in  information  fusion  and 
knowledge  generation.  Key  items  of  the  Copernicus  and  C4IFTW  architectures  are  briefly 
introduced  below. 

1 .  Information  Needs 

Future  warriors  will  possess  even  mtxe  capable,  deadly,  and  sophisticated 
weapons  systems  and  methods  for  using  them.  By  extension,  future  enemies  will  possess 
similar  capabilities.  Consequently,  achieving  real-time  cognizance  and  situation  assessment 
oi  the  battlespace  and  enemy  capabilities  will  be  the  primary  concern  of  the  modem 
wairior.  As  outlined  in  the  C4IFTW  Objective  Concept  Coordination  Draft,  the  warrior 
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has  several  broad  area  requirements  to  tight  effectively  in  the  future.  These  are  known  as 
"information  needs."  The  following  six  items  are  drawn  directly  from  the  C4IFTW 
Objective  Concept  Coordination  Draft  and  support  the  idea  of  KOALAS  and  interactive 
user-technology  interfaces. 

a.  Risk  Management 

Risk  is  the  volatility  of  potential  outcomes.  Risk  management  is  the 
active  participation  in  the  make-up,  design,  and  employment  of  assets  (personnel, 
equipment,  and  systems)  within  an  unanticipated  and  dynamic  environment  to  achieve 
desired  objectives.  Risk  management  revolves  around  the  spectrum  of  conflict  within 
which  future  military  (^rations  will  be  involved.  The  focus  here  is  on  the  range  of 
corftict  where  the  probability  of  military  involvement  is  high  and  the  consequences  of 
failure  are  signiticant  Conflicts  arising  within  this  range  of  probable  military  involvement 
require  a  highly  responsive  C^I  architecture.  "...C^I  must  also  be  general-purpose,  robust 
enough  to  control  forces  effectively,  adaptable  to  different  circumstances,  and  consistent 
with  tiie  threat  envirorunent"  (C41FTW  Objective  Concept  Coordination  Draft,  1992,  p. 
10)  Nomiiuilly,  risk  maiuigement  may  center  on  "what  if’  scenarios  and  the  selection  of 
optimum  courses  of  action.^  Ultimately,  those  who  best  define  arxi  manage  risk  will  find 
and  maintain  a  strategic,  operational,  and  tactical  advantage  over  potential  and  active  foes. 

b.  Adaptive  Planning  and  Training 

Harming  and  training  for  military  operations  will  be  a  continuous  and 
ongdng  process.  Future  architectures  must  allow  the  commander  and  his  staff  to  create 
and  modify  plans  as  the  threat  situation,  tactical  and  strategic  objectives,  enemy, 
environment,  and  own  forces  status  are  continually  monitored  and  automatically  updated. 


^ThcK  aoemriot  may  weO  be  genetaied  within  a  model  of  the  wanior’s  bettlespace.  This  idea  is  expanded 
on  in  Chapter  V,  Situation  Assessment,  and  Chapter  VI,  KOALAS  Overview. 
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Being  "adaptive"  is  particularly  key  in  this  context  because  of  the  necessity  and  desire  to 
respond  to  user-defined  input  criteria  and  operational  requirements.  Thus  the  system  will 
not  (Mily  adapt  to  a  dynamic  and  evolving  situation,  but  equally  important,  to  the  changing 
perceptions  of  the  war  fighter.^ 

c .  Personalized  C4I 

Individuals  possess  different  cognitive  abilities,  leadership  styles,  and 
decision  making  methods.  To  be  truly  effective,  C^I  must  respond  and  appeal  to  all 
warriors  uniquely  and  individually.  This  concept  is  an  extension  of  adaptive  plaiming  and 
training.  Whereas  the  previous  topic  concerns  the  preparation  for  battle,  perstmalized  C^I 
focuses  on  the  individual  warrior  in  battle.  The  idea  of  "personalization"  is  the  prima  facie 
concept  that  defines  the  KOALAS  user  interface.  As  stated  in  the  C4IFTW  Objective 
Concq>t  Coordination  Drafts 

Like  an  elaborate  dog  tag,  each  Watrior^s  style  and  favorite  methods  follow  him  into  each 
new  envircMunent  As  ^e  Warrior  learns,  his  personalized  C4I  learns  with  him.  To 
achieve  this,  the  C^I  wiU  be  adiq)tive  to  each  iridividual  Warrior.  It  will  interpret  each 
Wartiot's  requests  in  light  of  past  experience  with  that  Warrimr.  It  will  translate  between 
different  styles  of  fighting  and  decision-making  to  weld  the  force  into  a  synchroni^ 
machine.  It  will  ciq>ture  the  intent  of  comman^rs  and  decisionmakers  and  disseminate 
this  intent  in  the  most  relevant  manner  to  all  those  who  need  to  understand  it  {C4IFrW 
Objective  Concept  Coordination  Drcft,  1992,  p.  13) 

d.  Battlespace  Representation 

Again,  this  is  an  expansion  from  the  concepts  described  above 
whereby  each  battlefield  view  is  constructed  to  support  the  needs  of  each  individual 
decisionmaker’s  role  in  battle.  The  commander  "sees”  what  he  feels  is  necessary  to  best 
make  his  battlespace  decisions.  This  view  will  be  built  on  available  information  from  a 
variety  and  multitude  of  sensors  and  sources  that  is  updated  automatically  from  existing 
intelligent  databases  via  virtual  communication  netwraks.  The  warrior  and  decisiraimaker 


^Adqxability”  to  die  warrior’s  peiceptkxi  of  the  batUespace  is  a  key  feature  of  KOALAS  acfabessed  in  mote 
detail  ta  Chapter  VI,  KOALAS  Overview,  and  CluqiMBr  vn,  KOALAS  Recommendations. 
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will  interact  with  this  representation  or  picture  in  terms  of  a  situation  assessment  based  on 
fused  information.  The  C^I  architecture  “remembers"  the  past  decision  making  and 
situation  assessment  profile  of  each  warrior  and  ^plies  that  to  future  environments, 
enemies,  objectives,  and  battlespaces.  KOALAS  would  play  a  vital  role  in  this  picture 
construct  by  allowing  the  user  an  avenue  of  feedback  and  control  of  his  battlespace 
representation  in  real-time.  iC4IFTW  Objective  Concept  Coordination  Draft,  1992,  p.  15) 
e.  information  Fusion 

As  envisioned,  the  C^I  architecture  will  provide  the  warrior  all 
infonnation  available  so  that  he  can  prosecute  his  mission.  Using  his  personalized  C^I  and 
battlespace  representation  features,  the  architecture  will  give  the  warrior  knowledge  of  his 
battlespace  in  a  manner  that  is  the  most  meaningful.  This  knowledge  will  be  generated 
from  information  from  all  possible  sources- —  organic  sensors,  non-organic  sensors, 
national  level  assets,  synthesized  intelligence  summaries  and  analysis,  to  cite  a  few.  The 
collection  and  fusion  process  will  be  transparent  and  controlled  by  the  warrior.  His  picture 
will  be  continually  updated  by  infoimadon  that  is  automatically  forwarded  and  integrated 
based  on  the  warrior’s  demands.  This  idea  of  Infonnation  Fusion  is  further  developed  in 
Chapter  IV,  Fusion.  (C4IFTW  Objective  Concept  Coordination  Draft,  1992,  p.  16) 

/.  Environment  Independence 

The  goal  is  to  provide  the  warrior  with  die  capability  to  fight  in  any 
situation  or  environment  from  the  extreme  heat  of  the  Persian  Gulf  to  the  extreme  cold  of 
Antarctica  for  whatever  the  political  or  econtxnic  motivatitxi.  This  will  be  achieved  by 
designing  the  architecture  and  its  supporting  doctrine,  forces,  and  equipment  to  operate  in  a 
modular  format  whereby  they  may  simply  "plug  in"  wherever  and  whenever  required. 

2 .  Goals 

Similar  to  above,  the  C4IFTW  Objective  Concept  Coordination  Draft 
provides  several  C^I  goals  as  a  result  of  the  identification  of  the  warrior’s  infonnation 
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needs.  Satisfying  the  informadtm  needs  of  the  warrior  is  the  premise  behind  these 
advanced  C^I  architectures.  Following  is  a  Imef  summary  of  those  goals  relative  to  the 
necessity  to  accommodate  human  factors  design  criteria  with  regard  to  the  KOALAS  user- 
technology  interface. 

a.  Seamless  Operations 

As  noted  in  the  C4IFTW  Objective  Concept  Coordination  Drcfi, 
seamless  operations  will  be  the  "glue"  that  binds  the  multivaried  and  distributed  elements  of 
the  architecture  into  an  easily  and  readily  usable  system  that  supports  the  warrior. 
Objectively,  the  architecture  provides  the  answers  to  the  warrior’s  questions. 

Operationally,  seamless  means  there  are  no  disconnects  or  delays  in  providing  these 
answers.  Doctrinally,  seamless  means  the  architecture  will  be  an  integrated,  cohesive, 
synchronous,  and  harmonious  information  infrastructure.  Specifically,  "...  the  Warrior’s 
C4I  interface  must  be  simple,  consistent,  and  transparent  to  the  numerous  diverse  elements 
and  networks  that  may  come  to  play  to  service  the  Warrior’s  needs."  iC4IFTW  Objective 
Concept  CoortUnation  Draft,  1992,  p.  27) 

b.  100  Percent  Interoperability 

This  means  the  fiee  exchange  of  information  and  dialogue  and  will  be 
accomplished  via "...  standardized  formats,  definitions,  data,  applications,  procedures,  and 
human  processes."  Ideally,  there  will  be  no  "jnice"  or  "penalty"  in  terms  of  incomplete  or 
inaccessible  information  regardless  of  who  the  warrior  is,  his  environment,  or  his 
equipment  Of  particular  concern,  interoperability  will  support  the  common  representation 
of  the  battlespace,  information  fusion,  and  situation  assessment  {C4IFTW  Objective 
Concept  Coordination  Draft,  1992,  p.  28) 

e.  Common  Operating  Environment 

This  is  an  amplification  and  extension  of  the  interoperability 
requitement  The  goal  here  is  to  provide  a  familiar  and  common  "look,  touch,  sound,  and 
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feel"  of  the  C^I  environment.  A  common  operating  environment "...  supports  the 
warrior’s  needs  for  a  common  representation  of  the  battlespace,  an  effective 
human^nachine  relationship,  and  operational  'independence'  from  the  war  fighting 
environment"  Careful  incoiporation  and  design  of  "commonality"  will  enhance  the  user’s 
cognitive  abilities  to  perfcnm  sound  and  accurate  situation  assessment  (C4IFTW  Objective 
Concept  Coordination  Draft,  1992,  p.  29) 

d.  Over-the-Air  Updating 

The  warrior  will  deploy  with  preplanned  essential  elements  of 
information  (P2E2I).  Over-the-air-updating  automatically  provides  the  latest  updates  to  this 
infonnation  based  upon  the  warriors  needs.  This  goal  supports  adaptive  planning  and 
information  fusion.  {C4IFTW  Objective  Concept  Coordination  Draft,  1992,  p.  32) 

e.  Warrior  Pull  on  Demand 

This  feature  will  be  built  on  the  concepts  of  personalized  C^I, 
battlespace  representation,  information  fusirm,  seamless  and  transparent  operations,  and 
contained  within  a  common  operating  environment  This  is  the  single  most  important  point 
ftom  the  perspective  of  the  warrior.  In  fact  informatitm  pull  saves  to  completely  shift  the 
perspective  away  from  ancillary  and  diverse  organizaticms  to  the  warrior.  Information  pull 
puts  the  warrior  in  a  position  to  interact  with  his  battlespace  and  control  his  environment 
with  the  most  leverage.  Information  pull  empowers  the  warrior  by  enabling  him  to  make 
more  informed  decisions  concerning  his  envirraunent  Information  pull  subordinates  the 
support  functions.  No  Iraiger  will  administrative  requirements  govern  force  structure, 
equipment  allocation,  or  the  configuration  of  operations.  Servicing  the  needs  and  demands 
of  the  warriOT  will  become  the  paramount  objective  of  these  advanced  C^I  architectures. 
Warrior  or  information  pull  will  be  developed  in  Chapter  m.  Information  Pull  and 
Technology.  {C4IFTW  Objective  Concept  Coordination  Draft,  1992,  p.  33) 
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/.  Real-time  Decision  Aiding 

While  information  pull  represents  the  key  objective  concept  of  the 
advanced  C^I  architectures,  the  chief  impact  from  the  view  of  the  warrior  will  be  an 
increase  in  his  ability  to  make  effective  decisitms.  Decision  aiding  involves  the  ability  to 
manipulate  and  display  appropriate  informatitMi  interactively  with  the  user  to  facilitate  sound 
and  accurate  situation  assessment  This  will  be  supported  by  the  information  fusion 
process.  Fusion  will  provide  the  warrior  with  an  information  continuum  —  raw  data, 
synthesized  or  processed  intelligence,  possible  courses  of  action  and  associated  risk 
alternatives,  or  a  single  answer.  This  decision  aiding  feature  is  focused  on  the  warrior’s 
cognitive  abilities  and  will  be  the  essence  of  tire  user-technology  interface  contained  within 
these  advanced  architectures.  Decision  aiding  will  be  further  discussed  in  Chapter  V, 
Situation  Assessment  as  well  as  in  Chapters  VI  and  VII  dealing  with  the  KOALAS 
concept  {C4IFTW  Objective  Concept  Coordination  Drcfi,  1992,  p.  34) 

3.  Conceptual  Summary 

Thus,  as  envisioned  by  the  C^I  Architecture  &  Integration  Division,  J6I,  and 
die  Copernicus  Roject  Team,  these  advanced  command  and  control  architectures  will 
provide  a  distributed,  user-driven  information  rretworir  or  infrastructure.  The  users  (own 
forces)  will  "plug  into"  this  infrastructure  anywhere  and  at  anytime  (environmental 
independoice)  to  execute  any  mission.  The  infrastructure  will  be  managed  via  multiple, 
flexible  secure  nodes.  This  information  infrastructure  will  operate  in  a  seamless  and 
transparent  fashion  (information  pull).  AdditionaUy,  it  will  provide  accurate  and  complete 
pictures  of  the  battlespaoe  and  present  the  clearest  view  of  the  target  set  (information  fusion 
and  user  graphical  interface)  based  upon  the  demands  of  the  individual  warrior 
(persorudized  C^I).  Hnally,  these  architectures  will  empower  the  warrior  to  "think"  better 
by  providing  advanced  technology  decision  aids  (situation  assessment). 
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C.  UNRESOLVED  ISSUES 

The  central  problem  facing  the  United  States'  military  today,  and  into  the  next 
century,  will  be  to  solve  die  nebulous  integration/  interface  structure  between  itself  and  the 
warriors  it  must  support  within  the  advanced  C^I  architecture  proposals.  It  is  incumbent 
upon  the  military  to  seize  the  initiative  in  defining  the  role,  structure,  organization,  and 
capabilities  within  and  in  support  of  these  new  architectures.  As  discussed  above,  diese 
architectures  depend  on  the  free  flow  of  inframation  at  the  demand  of  the  user.  It  is  the 
nature  of  this  information  that  will  enable  tte  warrior  to  "carry  the  day"  in  his  battlespace. 
It  is  the  nature  of  the  user  interface  that  will  provide  the  requisite  command  and  control 
decision  aiding  to  ensure  victory.  Following  are  several  issues  which  need  to  be  explicitly 
addressed  within  future  C^I  architectures. 

1 .  Information  Access 

These  advanced  C^I  architecture  initiatives  center  around  the  warrior  and  his 
access  to  virtually  unlimited,  near-real-time,  and  fused — organic,  non*organic,  national 
level,  and  intelligence — information.  This  information  will  change  the  face  of  today's 
warfare.  The  lines  between  strategic  and  tactical  military  information  will  become  blurred 
as  die  depdi,  breadth  and  volume  of  information  supersedes  the  ability  of  doctrine  to 
distinguish  the  difference.  Simply  stated,  information  horizons  are  expanding  at 
unforeseen  rates;  the  mUitary  community  must  meet  this  pace  and  have  as  its  goal  to  exceed 
it 

2.  Information  Performance 

The  conceptualization  of  infcmnation  within  these  advanced  architectures  is 
easin'  when  tqqiroeched  from  the  perspective  of  "a  means  to  an  end."  As  envisioned,  these 
ardiitectures  will  provide  the  requisite  technological  capability,  organizational 
infirastructure,  and  doctrinal  procedures  to  support  the  armed  forces  completely.  The 
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military  must  work  within  the  information  infirastructuie  to  optimize  its  performance  both 
from  without  and  within. 

a.  Information  Interface 

Fnnn  without,  the  military  cmnmunity  must  fully  understand  these 
advaiKxd  architectures  and  its  simplicity  of  vision.  This  may  be  thought  of  as  the 
"information-interface"  and  will  be  implemented  through  effective  infoimation  pull  and 
fusion  practices.  In  terms  of  information,  data  is  collected  about  the  environment  by 
various  sensors,  assets,  and  organizations  and  transported  within  the  architecture  on 
information  exchange  networks,  the  major  communication  pathways.  This  data  will  be 
transported  to  ccnninand  centers  in  the  operational  theater  or  other  warfare  specific  C^I 
nodes  where  it  will  be  fused  into  information.  From  these  distributed  fusion  nodes,  this 
informatitm  is  forward  to  the  operational  forces  —  a  JTF,  MAGTF,  CVBG,  or  other — 
automatically  upon  demand.  The  opeiatioruil  commander  can  turn  this  information  to 
tactical  advantage  for  two  primary  reasons:  1)  information  connectivity  to  his  chain  of 
command  via  tactical  command  centers  throughout  the  area  of  qrerations  (AO),  and  2)  the 
on-line  deciaon  aiding  features  of  his  information  interface  which  enable  his  increase  in 
own  force  0-  ability  and  decrease  the  enemy's  0  ability. 

b .  Information  Value 

From  within,  the  military  community  must  understand  the  value  and 
nature  of  information  itself.  This  may  be  thought  of  as  the  "cognitive  amplification  or 
concentration"  aspect  of  the  user  and  will  be  achieved  through  sound  situation  assessment 
resulting  from  technological  decision  aiding.  The  process  outlined  in  the  preceding  section 
will  be  transparmt  to  the  user.  The  warrior  will  not  know  where  the  information  or  derived 
batdespace  representation  comes  from,  but  he  may  be  assured  that  it  is  current,  accurate, 
and  precise.  The  technology  is  vital,  but  the  key  lies  in  the  human  element.  Sound  and 
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accurate  situation  assessment  breeds  ccmfidence  in  the  architecture,  die  system,  die 
information,  and  oneself ...  technology  alone  is  a  poor  substitute  for  this  confidence. 

The  human  decision  makers  and  their  individual  cognitive  processes 
and  biases  are  central  to  the  ctmfidence  associated  with  accurate  and  effective  situation 
assessment  Care  must  be  taken  to  consider  how  the  warrior  will  assimilate,  perceive,  and 
interpret  the  information  which  supports  his  situation  assessment  Designing  for  this 
informatitm  valuation  process  is  the  essence  of  cognitive  amplification. 

D.  OBSERVATIONS 

Changes  in  the  world  precipitate  changes  in  the  operational  environment  in  which 
military  forces  will  be  employed.  In  turn,  this  new  envirraiment  stimulates  change  in  the 
manner  and  method  in  which  military  forces  wiU  achieve  their  assigned  objectives.  The 
nature  of  informaticm,  its  composition  and  structure,  as  well  as  its  inherent  value  to  the 
commander  and  war  fighter,  will  be  critical  issues  to  be  faced  by  the  designers  of  advanced 
C^I  architectures. 

When  considering  the  sheer  volumetric  explosion  in  available  information,  its 
modalities  and  media,  it  becomes  critical  to  deliver  the  right  information  to  the  right 
individual(s)  at  the  tight  time.  Information  and  its  derived  C^  value  must  be  focused  at  the 
decision  maker;  it  must  provide  a  sound,  relevant,  and  accurate  unity  of  assessment;  it  must 
be  flexible,  responsive,  and  adaptable  to  the  environment  which  it  represents.  In  shtxt, 
information  must  serve  the  warrior. 

Finally,  the  fiiU  utility  and  value  of  information  potential  will  only  be  achieved  by 
designing  for  the  human-in-the-loop.  Understanding  human  cognitive  strengths  and 
compensating  for  human  cognitive  limitaticxis  and  information  processing  biases  will 
adtieve  gieatrar  qperator  effectiveness.  The  advanced  C^I  architectures  presented  in  the 
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conceptual  overview  given  above  enable  the  warrior  to  perform  to  the  best  of  his  ability  by 
empowering  him  to  get  what  he  wants,  when  he  wants  it,  and  how  he  wants  it 
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III.  INFORMATION  PULL  AND  TECHNOLOGY 


...  'the  hardest  part  of  communication 
is  the  last  four  inches.' 

That's  the  story  in  a  nutshell: 
how  do  we  get  information 
from  the  machine  into  the  head, 
and  how  to  do  we  get  information 
from  the  head  into  the  machine? 

•  FREDERICK  BROOKS 


As  indicated  by  Figure  m-l,  below,  this  chapter  will  discuss  some  of  the  broad 
issues  concerning  the  notion  of  informadon  pull  and  related  technology,  specifically  as  it 
relates  to  “uso*  pull”  and  the  '\iser  inteiface.”  Appendix  A  contains  a  listing  of  critical 
terms. 


Figure  m-l:  Information  Pull  and  the  User  Interface 


One  of  die  most  critical  and  challenging  objectives  of  the  advanced  C^I  architectures 
is  the  necessity  to  oiable  the  warrior  to  pull  die  information  he  needs  to  achieve  his 
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assigned  objective.  As  noted  in  previous  discussicm,  this  is  a  doctrinal  shift  from  previous 
aichitectuies  that  favored  a  "producer  push"  concept  of  operations  whereby  the  operator 
was  subjugated  to  the  inconsistency  and  vagaries  of  agency  produced  information.  Under 
the  new  architectures,  the  operator  will  define  what  is  produced.  This  will  be  achievable 
through  new  and  iiuiovative  technology  applications,  which  will  be  managed  by  new 
warfare  specialties.  Ultimately,  the  essence  of  information  pull  will  be  found  in  the  user- 
information  interface. 

A.  INFORMATION  PULL  IDEOLOGY 

Nominally,  the  information  pull  ideology  is  a  simple  construct  —  what  the  warrior 
wants,  the  warrior  gets.  Instead  of  requesting  information  from  a  multitude  of  agencies 
and  goventing  protocols  and  receiving  informatitm  fiom  a  multiplicity  of  sources  in 
disparate  formats,  the  warrior  will  simply  ask  ftn*,  and  receive,  informaticm  in  near  real 
time. 

1 .  Chairacteristics 

A  few  "key"  operational  characteristics  that  describe  the  concept  of 
information  pull  are  listed  and  briefly  discussed  below.  They  are  by  no  means  all 
inclusive,  but  ate  provided  as  a  baseline. 
a.  Transparent 

As  mentioned  previously,  **transparent’'  simply  means  that  the  user  or 
warrior  is  unaware  of  the  processes  involved  in  supporting  his  information  needs.  He  has 
no  need  to  know.  The  architecture  and  information  pull  provide  the  complete  ease  and 
comfort  of  "familiarity.”  The  warrior  makes  a  request  for  information  and  that  information 
is  presented  to  him  in  the  form  desired.  The  infcHmation  infrastructure  is  responsible  for 
interfacing  his  retpiest  within  die  atchitecnse  to  pro^de  die  answer.  This  may  be  likened 
to  the  human  phenomenon  of  "remembering.”  The  "why’s”  and  "wherefore's”  behind  the 
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human  mind  and  memoiy  are  not  completely  understood,  nor  in  this  application  should 
they  be.  Similarly,  the  notion  of  transparent  information  pull  within  these  advanced 
architectures  may  be  thought  of  as  the  information  infrastructure  equiv  Jem  to  the  mind's 
ability  to  remember. 

b .  Seamless 

Similarly,  seamless  information  pull  also  means  diat  there  are  no 
"burps,  hiccups,  or  disconnects"  in  providing  information  to  the  user.  The  architecture  will 
be  comprised  of  many  organizations,  systems,  databases,  sensors,  equipment,  and 
personnel  The  warrior  interface  will  take  the  information  request  and  "agent"  it  duoughout 
the  network  The  operator  will  be  unconcerned  with  the  politics  of  form  or  procedure;  he 
will  only  be  focused  on  fiincticm  -  making  use  of  the  information  he  demands. 
e .  Real-time 

This  will  be  a  key  feature  ornsidering  the  rapidity  with  which  future 
batties  will  be  fought  Providing  the  pulled  information  to  the  warrior  in  a  timely  fashion 
will  be  an  overriding  concern.  Inconsistencies  and  delays  in  receipt  of  information  will 
adversely  impact  the  ability  of  the  warrior  to  fuse  his  information  thereby  degrading  his 
situation  assessment  and  subsequent  tactical  effectiveness. 

2 .  Infosphere 

The  term  "infosphere"  is  analogous  to  the  earth's  atmosphere.  In  essence, 
everything  that  is  the  earth  is  contained  within  its  atmosphere.  Similarly,  the  infosphere 
will  contain  everything  tiiat  is  known  about  anything.  Much  like  humans  are  cmistrained  to 
live  widiin  earth's  atmosphere,  warriors  will  function  within  the  infosphere.  However, 
while  there  exist  physical  limits  to  earth's  atmosphere,  there  will  be  no  perceptual  or 
cognitive  limits  to  a  warrior's  infosphere.  Additionally,  while  man  remains  subservient  to 
the  atmosphere,  the  infosphere  will  be  controlled  by  the  warrior. 


3.  Global  Grid 

The  global  grid  is  the  ccxnmunicaticms  backlxHie  upon  which  the 
implementaticm  of  infcnnation  pull  will  be  achieved.  It  will  be  comprised  of  informaticm 
highways  with  redundant  surge  capacity.  It  will  feature  high  speed  networking  and  contain 
personal  communications  systems,  local,  wide  and  metropolitan  area  networks.  It  will  use 
advanced  communicatiCHis  and  computer  technology  and  feature  multi-level  security.  In 
short,  the  global  grid  will  provide  world-wide  information  connectivity. 

4.  Interface  Function 

This  is  the  most  important  element  or  a>mponent  within  the  dynamic  of  an 
advanced  C*I  architecture.  In  an  age  where  "information  is  king,"  the  user-information 
interface  provided  by  new  technologies  will  be  the  measure  of  success.  It  is  not  the 
ai^lication  of  technology  that  will  solve  the  issues  of  seamless  and  transparent  operations; 
nor  is  it  the  communicaticMis  backbone  <Mr  structure  of  the  global  grid;  nor  is  it  the  "ether" 
of  the  infosphere.  Rather,  the  role  of  the  user-infomation  interface  will  be  the  human  mind 
— enhaixting  its  ability  to  think  and  miitimizing  its  cognitive  limitations  and  biases.  It  will 
be  at  this  interface  w4iere  force  is  leveraged  against  an  qppment  It  is  the  nature  of  tius 
intoface  tfua  will  ensure  victory. 

5 .  Limitations 

It  is  equally  important  to  understand  current  limitations  that  delay  die 
devekqmient  and  implementation  of  the  information  pull  ideology.  While  tiiese  limitations 
are  diverse,  they  can  be  grouped  into  the  duee  broad  categories  listed  below. 

a.  Technological 

Essentially,  the  technological  "fbces"  necessary  to  implement  an 
information  pull  fiamework  are  available  and  resident  within  industry  today.  There  is 
sufficient  computer  storage  and  processing  capability  to  achieve  many,  but  not  all,  of  the 
reqoirite  diaracteristics. 
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(1)  Over-the-Air-Updadng.  The  goal  is  to  provide  real  time, 
autcHnadc,  and  comprehensive  updates  to  a  war  fighter’s  battlespace  information.  The 
limitation  here  stems  principally  from  available  communicatitm  bandwidth.  New 
technologies  are  making  ever  greater  inroads  into  maximizing  the  throughput  ova  existing 
circuits.  An  essential  feature  on  which  the  wairiOT  will  come  to  rely,  is  the  fact  that  his 
information  will  be  less  time-late  and  of  better  quality  than  his  oppmients.  Current 
technologies  cannot  guarantee  this  requirement 

(2)  Fusion.  Fusionof  a  near  continuous  iitformation  stream 
represents  the  ultimate  challenge  of  any  tactical  decision  aid.  Information  pull  prmnises  the 
continuous  information.  Current  technologies  are  focusing  on  artificial  intelligence  and 
expert  systems  approaches  to  address  the  necessity  to  conduct  timely,  efficient  and 
accurate  information  fusion.  These  advanced  technologies  will  we  discussed  below.  The 
notion  of  fusicm  will  be  discussed  in  detail  in  Chapter  TV,  Fusion. 

(3)  Information  Availability  and  G^s.  This  is  the  kicker. 
Regardless  of  how  well  the  information  pull  ideology  works,  undoubtedly  gaps  will  exist 
in  the  available  infotmatitm.  This  will  not  be  the  fault  of  the  architecture.  Rather,  this  is  a 
functional  limitation  of  current  sensor  suites  and  systems,  their  capabilities,  and  simple 
paucity  of  resources.  Technology  can  compensate  for  limited  resources  by  providing  new 
and  innovative  methods  for  sensing  the  battlespace.  Current  technology  does  not  yet 
acctmiplish  this. 

b .  Doctrinal 

New  doctrine  that  results  from  the  collision  of  technology,  new  geo¬ 
political  realities,  and  a  smaller  force  structure  will  be  the  glue  that  binds  the  advanced 
architecture  and  defines  information  pull.  This  doctrinal  review  is  part  of  new,  equally 
dyiuunic  warfare  area  initiatives  put  forward  by  the  component  services,  for  example,  the 
Navy's  Space  and  Electronic  Warfare,  and  will  be  discussed  further  below.  It  is  important 
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to  note  that  this  doctrine  is  in  its  infancy  and  not  widely  accepted  at  present.  One  example 
of  this  embryonic  policy  is  the  notion  of  preplanned  essential  elements  of  information,  or 
P2E2L  This  concept  was  introduced  in  the  last  chapter  on  advanced  architecture  initiatives. 
The  idea  of  being  always  prepared,  always  ready,  and  world-wide  deployable  is  not  new. 
The  idea  or  doctrinal  element  of  having  pre-existing  country  or  hot-spot  essential  elements 
of  information  is  not  new  either.  However,  ensuring  that  before  arriving  in  theater,  what 
pre-planned  information  the  warrior  has  is  precisely  what  the  warrior  needs  is  extremely 
difficult  to  acctxnplish. 

c.  Human 

Ultimately,  the  human  limitations  derive  or  boil  down  m  the  simple  fact 
that  people  are  not  infallible  —  they  are  extrmiely  prone  to  error,  misjudgment,  and 
incompetence.  On  the  bright  side,  when  it  comes  to  implementing  an  inftxmation  pull 
taxonomy,  a  well  designed  user-information  interface  wiU  mitigate  this  problem. 

However,  not  all  human  failings  can  be  compensated  for  or  even  anticipated.  And  then 
again,  some  failing  may  actually  be  blessings  in  disguise.  A  brief  listing  of  some  human 
limitations  relating  to  information  pull  follows. 

•  Precise  information  is  hard  to  extract.  Generally  speaking,  information  is  generated 
at  the  behi^  or  action  of  an  individual,  hi  terms  of  pull,  it  will  be  difficult  to  ensure 
that  all  waniocs  can  functitxi  much  less  efficiently  interact  with  the  information 
infrastructure.  It  is  difficult  for  people  to  cleariy  and  easily  frame  queries  in  such  a 
manner  as  to  receive  precisely  what  they  "know"  they  want  versus  what  they  "said" 
they  wanted. 

•  The  approach  of  each  person  to  seeking  information  may  be  different,  yet  correct. 
Continuing  fiom  above,  not  cmly  is  it  thfficult  to  frame  a  query,  often  Aere  is  more 
than  one  way  to  do  it.  This  makes  the  design  of  an  interface  particularly  intriguing 
atul  the  training  of  warriors  extremely  rigorous. 

•  It  is  hard  to  abstract  good  information  acquisition  when  a  person  is  under  time 
pressure.  Many  stilus  have  shown  that  time  pressures  serve  to  reduce  human 
performance  in  a  given  task.  In  a  battlespace,  the  warrior  will  be  expected,  nay,  will 
have  to  simultaneously  sedc  information  tm  multiple  subjects  in  order  to  perform  to 
maximum  effectiveness. 
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•  Users  have  natural  cognitive  limits.  People  often  see  only  what  they  are  prepared  to 
see  within  a  narrow  attention  span.  It  is  particularly  easy  for  warriors  to  focus  on  a 
particular  action  or  skinnish  thereby  losing  odentation  a^  situational  awareness  of 
the  batdespace.  It  may  be  that  a  re^y  source  of  information  may  exacerbate  this 
phenomenon  to  the  detriment  of  a  warriors  forces. 

6 .  Summary 

The  issue  of  information  pull  is  simple  in  nature;  it  is  rather  complex  in 
executioiL  Two  key  factors  which  ate  foundations  to  the  success  of  the  information  pull 
ideology  are  (1)  the  technology  applications  which  may  be  used  to  engineer  the  information 
pull  construct,  and  (2)  the  management  of  this  construct.  It  is  vitally  important  for  all 
echelons,  ranging  from  design  to  command,  to  understand  what  the  warrior  must  do.  This 
understanding  will  come  frtxn  a  simple  question;  what  does  the  war  fighter  want  to 
accomplish? 

B .  INFORMATION  PULL  “ENABLING”  TECHNOLOGIES 

As  technology  advances,  particularly  that  related  to  information  collection, 
processing,  management  and  decision  support,  it  will  become  apparent  that  the  weak  link 
of  this  architectural  chain  will  not  be  in  the  communications  pathways,  organizational 
doctrine,  or  decision  aids,  but  rather,  will  be  found  in  the  interaction  of  the  warrior  and  the 
information,  conveniently  termed,  the  “user-information  interface,"  vdiich  will  be  covered 
in  Quarter  V,  Situation  Assessment,  and  Chapters  VI- Vn,  KOALAS.  The  mechanics  or 
techndogy  application  of  the  user-information  interface  will  be  based  upon  concurrent  and 
future  research  and  development  efforts.  Some  of  these  effrats  are  described  in  limited 
resolution  below. 

1 .  Intelligent  Agents 

According  to  the  C4IFTW  Concept  D^niHon  Coordination  Drcfi^  intelligent 
agents  ate  "...software  creations  that  incorporate  artificial  intelligence  concepts."  {C4JFTW 
Concept  Definition  Coordination  Drcfi,  1992,  p.  42)  These  "agents"  will  be  "smart" 
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programs  grounded  in  artificial  intelli^nce  technology  that  will  help  manage  the  infosphere 
and  global  grid  (see  above).  Conceptually,  they  will  maneuver  through  the  information 
infrastructure  to  locate  information  relative  to  a  user's  request  These  agents  will  support 
the  warrior  by  providing  current,  accurate,  and  correct  information  even  as  the  user's 
battlespace,  environment,  and  needs  change. 

2 .  Databases 

Databases  became  vitally  important.  The  architecture  must  be  able  to  store 
and  manipulate  the  data.  Additionally,  this  is  where  the  warrior’s  requests  for  action  will 
be  acted  upon.  Thus,  while  the  warrior's  interface  is  not  here,  the  databases  represent  the 
foundation  up<m  which  the  effectiveness  of  his  interface  will  be  based.  Essentially,  there 
are  four  basic  characteristics  of  these  databases. 

a.  Preplanned 

This  feature  is  mandated  by  the  plan  to  provide  a  continually  updated 
and  accurate  list  of  P2E2Is.  It  is  the  very  nature  of  being  preplaimed  that  ensures  the 
continued  readiness  status  of  the  United  States  military  as  world-wide  deployable  in  short 
order. 

b.  Multimedia 

Modem  databases  will  have  the  cfq>acity  to  store  a  wide  variety  of  data 
and  information  in  a  wide  variety  of  formats.  It  will  be  the  ability  to  draw  on  text,  tables, 
figures,  miq>s,  chans,  graphics,  imagery,  video  and  the  like  which  will  best  enable  the 
warrior  to  not  only  get  the  information  he  needs,  but  view  or  interaa  with  it  in  the  matter  in 
which  he  chooses. 

c.  Expandable,  Reconfigurable 

te  databases  will  be  designed  from  the  ground  up  to  be  expandable  in 
order  to  integral-  yet  unplaimed  information  modalities  and  media.  Additionally,  they 
will  be  dynamic  in  size  allocation  in  order  to  best  fit  size  and  structure  constraints  within 
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environmental  limitatitxis.  Similarly,  these  databases  will  have  the  ability  to  reconfigure 
the  data  internally  firom  one  form  to  another.  This  will  ensure  higher  order  functionality 
and  a  smoother  warrior  interface. 

d.  Intelligent 

In  a  general  sense,  the  databases  will  be  "smart.”  They  will  have  the 
ability  to  perform  self-diagnostics  to  tnirtirruze,  locate,  and  solve  any  potential  problems. 
They  will  have  the  ability  to  commuiucate  across  the  digital  spectrum  ro  verify  content  and 
resolve  conflicts. 

3 .  Synthetic  Environment 

A  synthetic  environment  may  be  thought  of  as  a  simulation  that  is  created 
using  virtual  reality  technologies.  The  "players"  in  this  environment  will  consist  of 
geographically  separate  facilities  linked  together  over  a  world-wide  network.  These 
physically  separated  and  diverse  "players”  will  share  a  common  representation  of  the 
projected  battlespace.  A  synthetic  environment  contains  three  components  —  live, 
constructive,  and  virtual.  The  live  component  is  defined  as  operations  with  real  equipment 
in  tile  field.  The  constructive  component  is  defined  as  war  games,  models,  or  other 
analytical  tools.  The  virtual  component  is  (fefined  as  systems  and  troops  in  simulators 
fighting  on  synthetic  environments.  (Starr,  1993) 

4.  Virtual  Reality 

Virtual  reality  is  not  so  much  a  computer  technology  as  it  is  an  interface 
environment  between  the  user  and  computer.  Virtual  reality  was  born  out  of  an  "...  effort 
to  find  ways  to  couple  human  minds  more  tightly  with  computing  machinery... 
[converging]  with  the  older  effort  to  create  3D  illusions."  (Rheingold,  1991,  p.  60) 

Indeed,  virtual  reality  will  be  a  computer  getwrated  environment  The  user  will  interact 
with  this  environment  by  interfacing  with  a  computer  via  DataGloves™,  "body  suits,"  and 
head  mounted  displays  (HMDs).  Virtual  reality  or  a  virtual  environment  is  a 
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"...  representation  of  a  computer  model  or  database  in  the  form  of  a  system  of  virtual 
images  which  creates  an  interactive  environment  which  can  be  experienced  and/or 
manipulated  by  the  user."  (Furness,  1992)  Virtual  ima^s  are  "Visual,  auditory  and  tactile 
stimuli  which  are  transmitted  to  the  senses  such  that  they  appear  to  originate  fixrni  widiin  a 
three  dimensional  space  surrounding  the  user."  (Furness,  1992)  The  user-technology  or 
user-informati(m  interaction  is  described  in  terms  of  a  "virtual  interface:" 

A  system  of  transducers,  signal  processors,  computer  hardware  and  software  that 
create  an  interactive  medium  through  which: 

1)  informadon  is  transmitted  to  the  senses  in  the  form  of  three  dimensional  virtual 
images; 

2)  psychomotor  and  physiological  behavior  of  the  user  is  monitored  and  used  to 
manipulate  the  virtual  images,  ^umess,  1992) 

The  application  of  virtual  reality  technology  implies  a  completely  different 

view  of  how  the  warrior  will  pull  information  much  less  use  and  interact  with  this 

information.  This  technology  will  allow  the  ctxnputer  to  adapt  to  human  limitations  and 

functionality  instead  of  training  the  warrior  to  operate  under  yet  another  constraint. 

Additionally,  this  technology  promotes  intuitive  cognition  and  behavicr.  Allowing  the 

warrior  to  see,  touch,  and  manipulate  his  information  environment  as  opposed  to  thinking 

about  seeing,  touching,  and  manipulating  tire  iconic  or  symbolic  representation  of  his 

batdespace  will  focus  his  attention  and  his  effectiveness.  As  Bricken  states,  "Visceral 

access  and  intuitive  interaction  evoke  our  full  sensory-cognitive  capacity  to  comprehend." 

(Bricken,  1991,  p.  366) 

5.  Natural  Language  Processing/Translation 

This  is  the  processing  of  natural  language,  for  example,  English  or  Arabic,  by 
a  computer  to  facilitate  communications  with  the  computer.  In  simple  terms,  this  will 
enable  the  operator  to  enter  into  a  useful  and  meaningful  dialogue  with  a  computer  without 
having  to  know  or  program  in  specific  higher  mler  languages,  like  C-h-  or  Ada. 
Additionally,  natural  language  processing  will  allow  for  the  ability  to  translate  betweoi 
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different  languages  or  media.  This  will  be  particulaily  useful  in  a  C^I  architecture  that  not 
only  supports  forces  ftom  separate  service  components,  often  with  their  own  vocabulary, 
but  also  in  coalirinn  warfare  environments  with  forces  from  separate  countries.  (Gevarter, 

1985,  p.  233) 

6 .  Speech  Recognition 

Part  and  parcel  to  natural  language  processing,  speech  recognition  is  the 
process  that  allows  a  user  to  communicate  with  a  computer  by  speaking  to  it 

7 .  Visual  Recognition 

Visual  recognition  is  simply  technology  that  allows  a  computer  to  recognize 
and  understand  what  it  "sees"  through  a  real-time  optical  input  device  or  a  stored  digitized 
image.  In  terms  of  information  pull,  this  technology  would  be  of  great  value  to  a  warrior 
as  he  is  trying  to  make  sense  of  his  battlespace  —  for  example,  overhead  imagery  in  an 
effort  to  conduct  battle  damage  assessment  In  conjunction  with  speech  technology,  this 
would  allow  a  particularly  useful  and  powerful  dialogue  between  a  warriOT  and  a  tactical 
decision. 

8.  Hypertext 

Hypertext  is  an  approach  fw  handling  text  and  graphic  information  by 
allowing  users  to  jump  from  a  given  topic,  as  desired,  to  related  ideas.  In  this  fashion, 
processing  information  becomes  more  controlled  by  the  user.  It  allows  access  to 
infmmation  in  a  nonlinear  fashion  by  following  a  train  of  thought  (inmition).  It  lets  the 
reader  control  the  level  of  details  and  the  type  of  information  displayed  (battlespace 
presentatitxi).  Hypertext  is  a  technology  that  facilitates  the  transfer  of  knowledge. 
(Turban,  1990,  pp.  669-670) 
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9 .  Artificial  Intelligence 

This  is  the  application  of  technology  intended  to  produces  "intelligent" 
ccMnputer  systems.  These  artificially  intelligent  computers  would  be  able  to  imitate  human 
cognitive  processes  achieving  far  more  accurate  results.  AI  is  essentially  about  the 
emulation  of  human  cognitive  behavior — the  extracticm  of  infonnadon  and  the  generatitm 
of  knowledge  and  understanding  about  the  surrounding  environment  (Daniels,  1987,  pp. 
3-12)  AI  will  neither  replace  the  wairior  nor  the  human  in  general.  However,  considering 
the  voluminous  and  overwhelming  information  available  in  a  wanioi^s  battlespace,  some 
AI  technologies  would  serve  to  make  the  warrior  more  deadly  by  allowing  him  to  focus  on 
his  mission  objective. 

10.  Expert  Systems 

An  expert  system  is  designed  to  capture  the  decision  making  and  problem 
solving  processes  which  are  carried  out  by  an  "expert"  well  versed  in  both  the  theory, 
doctrine,  and  practice  of  the  problem  (battlespace)  context  They  can  be  thought  of  as 
computer  programs  that  reach  a  level  of  performance  comparable  to  that  of  a  human  expert 
in  a  specialized  domain.  An  expert  system  is  distinguishable  from  conventional  application 
programs  based  on  the  following  three  characteristics:  1)  it  simulates  human  reasoning 
about  a  problem  domain  rather  than  simulating  the  domain  itself,  2)  it  performs  reasoning 
over  representations  of  human  knowledge  via  a  knowledge  base  and  an  inference  engine, 
and  3)  it  solves  problems  by  heuristic  methods.  (Jackson,  1990,  pp.  4)  Additionally,  an 
expert  system  differs  from  an  artificial  intelligence  program  in  that:  1)  it  deals  with  subject 
matter  of  realistic  complexity  that  normaUy  requires  a  considerable  amount  of  human 
expose,  2)  it  must  exhibit  high  performance  in  terms  of  speed  and  reliability,  and  3)  it 
must  be  capable  of  explaining  and  justifying  solutions  or  recommendations  should  the  user 
require  it.  (Jackson,  1990,  pp.  4-S)  Some  specific,  albeit  not  all  inclusive,  features  of 
expert  systems  are  discussed  below. 
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a.  Connectionism 

ConnecdcMusm  is  an  outgrowth  of  the  notion  of  parallel 
processing.  CtxinecticMiisni  represents  massive  parallel  or  simultaneous  processing  as 
opposed  to  the  traditional  approach  of  sequential  processing.  It  is  commonly  held  that  this 
approach  will  be  the  key  that  ultimately  unlocks  the  mysteries  of  human  cognitive 
processing.  ConnectitMiism  is  an  attempt  to  more  closely  mimic  the  manner  in  which  the 
human  mind  operates.  This  is  an  approach  focused  cm  hardware  contiguration  or 
construction  where  more  conventitmal  expert  systems  focus  on  software  applicatitms.  The 
powo^  of  the  human  brain  surely  is  not  found  in  its  processing  speed  (electro-chemical  in 
nature),  but  rather  in  the  nature  of  the  processing  itself.  Whereas  a  (^RA Y®  super 
computer  may  operate  at  100  billion  calculations  per  second,  it  performs  these  calculations 
in  sequence,  one  after  the  other.  The  human  brain,  on  the  other  hand,  achieves  orders  of 
magnitude  greater  computing  power  by  semantically  encoding  information  and  imposing 
organization  on  huge  chunks  of  data.  Obvimisly,  if  this  type  of  tool  can  be  effectively 
engineered,  then  the  potendal  implications  within  a  battlespace  are  great,  fw  example,  duly 
smart  bombs.  It  is  difficult  to  imagine  the  pt^ntial  benefit  and  power  associated  with  this 
technology  in  terms  of  infarmatitm  processing  and  command  and  control. 

b .  Neural  Networks 

These  are  algorithms  used  for  detecting  patterns  in  large 
amounts  of  data.  Neural  nets  look  at  the  relationship  implicit  in  the  data  and  develop  a 
predictive  model  for  use  with  further  data.  Neural  nets  appear  to  have  very  good  predictive 
and  classification  abilities.  However,  neural  nets  do  not  provide  criteria  equivalent  to 
statistKal  methods  for  evaluating  the  performaiKe  of  the  underlying  model.  In  addition,  the 
development  of  an  effective,  accurate,  and  valid  neural  net  tends  to  be  more  of  an  art  form. 
(Watkins,  1992,  p.  134  and  Sandman,  1992,  p.  4)  Neural  networks  mimic  natural  nerve- 
sets  by  linking  togedier  lots  of  identical  elements,  much  like  the  human  brain.  These 
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elements,  or  nerve>sets,  may  be  computer  chips  or  contained  in  the  software  or  cyberspace 
of  a  computer  program.  These  neural  networks  can  be  taught  to  do  things  by  changing  the 
strengths  of  die  connections  between  its  nerve-sets.  (The  Economist,  May  8th-14th,  1993, 
p.  92)  The  particularly  attractive  point  of  this  technology  lies  in  the  ability  to  discern 
patterns  in  huge  quandti^  of  data.  It  is  much  more  than  a  simple  pattern  recognition 
schema,  however,  because  the  associated  predicdve  model  may  be  useful  in  providing 
additional  insight  to  a  warrior  about  his  batdespace. 

c.  Genetic  Algorithms 

These  algorithms  are  enhancements  to  neural  networks. 
Essentially,  these  algorithms  exploit  the  evolutionary  forces  behind  Darwin's  theory  of 
natural  selection.  The  general  idea  behind  genetic  algorithms  is  to  create  a  starting 
population  of  rules,  find  the  better  performing  rules,  arxl  create  new  rules  by  recombining 
or  mutating  the  components  of  the  "parent"  rules.  They  allow  machine  learning  and  natural 
selection  to  take  place  within  neural  networks  which  facilitates  adtq)tability  of  the  networks 
to  adjust  to  new  situations.  While  somewhat  experimental,  they  appear  to  provide  learning 
potoitial  to  neural  netwtnks  and  other  algoritluns.  This  feature  would  be  of  extreme  value 
when  considering  the  fact  that  the  warriors  battlespace  is  an  extremely  dynamic 
environment  possessing  virtually  innumerable  variables.  In  essence,  the  warrior's 
battlespace  presents  a  continuous  new  situation.  (Watkins,  1992,  p.  134  and  Sandman, 
1992,  pp.  4-5) 

d.  Fuzzy  Logie 

Essentially,  fuzzy  logic  deals  with  situations  where  the 
question  that  is  posed  and  the  relevant  knowledge  possessed  coitain  vague  concepts. 

Fuzzy  logic  is  an  AI  and  expert  system  initiative  that  exploits  the  concept  of  tqrproximate 
reasoning  and  is  ground  in  the  mathematical  theory  of  fuzzy  sets.  It  is  an  attempt  to 
simulate  "normal"  human  reasoning.  A  conscious  denizen  of  less  precisicm  and  less  logic 
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seems  to  be  the  anathema  for  computer  programming.  Indeed,  uncertainty  and 
approximation  are  being  progranuned  in  an  effrat  to  simulate  or  model  the  "gray”  areas  of 
decision  making.  These  computer  programs  will  eventually  make  more  intelligent 
decisions  by  being  able  to  understand  the  qualifying  adverbs  and  adjectives  associated  with 
natural  language  processing.  Fuzzy  logic  or  fazzy  dunking  may  hold  the  advantages  of 
providing  the  warrior  flexibility,  giving  him  options,  Seeing  his  imagination,  be  more 
fengiving,  and  allow  for  observation.  (Turban,  1990,  pp.  524-525) 
e .  Case-Based  Reasoning 

This  is  based  on  the  notion  that  past  experiences  can  often 
provide  insights  into  future  decisions  or  problem  solving.  A  case  is  any  set  of  features  or 
attributes  that  are  related  in  some  manner  and  to  which  a  comparison  can  be  made  of  a 
current  situation.  The  basis  for  comparison  is  similarity  —  to  what  extent  is  the  current 
situation  similar  to  or  analogous  to  prior  cases.  (Tase-based  reasoiung  can  provide  some 
adaptiveness  to  new  situatirxis  and  modify  the  case-histories  based  on  new  infmmation. 
This  feature  would  be  valuable  to  the  warrior  in  terms  of  "the  lessons  of  history."  The 
military  develops  huge  databases  of  lessons  learned  firom  armed  conflict  and  traiiting 
exercises.  C^ase-based  reasoning  may  prove  an  excellent  tool  in  tapping  this  resource. 
Besides,  it  sure  would  be  nice  to  "know"  what  Napoleon,  Patton  or  Nelson  would  do 
under  similar  circumstances.  (Watkins,  1992,  p.  134) 

/.  Inductive  Expert  System 

This  system  is  developed  using  an  induction  algorithm, 
discussed  below,  on  a  set  of  data  obtained  fnxn  past  experiences.  Induction  algorithms 
attempt  to  acquire  expert  knowledge  without  the  direct  involvement  of  human  users.  This 
is  for  two  primary  reasons:  1)  human  experts  are  often  scarce  and  expensive,  and  2) 
experts  often  find  it  difficult  to  articulate  their  knowledge.  This  Qq)e  of  expert  system  may 
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be  of  immense  value  to  a  warrior  because  of  the  availability  of  "expert"  tactical  knowledge 
without  the  associated  C2  oveiliead.  (Dos  Santos,  1992,  p.  36) 

g.  Inductive  Support  System 

An  inductive  supptvt  system  is  an  interactive  computer  system 
designed  to  assist  a  decision  maker  based  on  classificatim  rules  derived  frcnn  a  training  set 
of  examples.  An  ISS  incorporates  decision  aids  intended  to  assist  in  the  process  of 
decision  channeling.  Decision  channeling  is  tire  general  property  of  an  interface 
architecture  that  serves  to  support  and  shift  the  decision  process.  ISS  have  been  recognized 
as  a  useful  approach  for  converting  data  to  information  or  knowledge.  This  system  would 
be  particularly  useful  in  determining  what  additional  or  amplifying  information  the  user  or 
warrior  should  be  considering  asking  for  based  on  his  current  assessment  of  the 
battlespace.  Additionally,  an  ISS  may  be  useful  in  anticipating  these  information  demands 
thereby  reducing  the  cogrutive  load  on  the  warrior.  (Sandman,  1992,  p.  7) 

h.  Induction  Algorithm 

This  algorithm  represents  an  attempt  to  develt^  a  procedure  by 
which  the  class  of  an  object  can  be  determined  fircnn  the  values  of  its  attributes  (inputs). 

The  develqred  procedure  is  represented  as  a  decision  tree.  Induction  algorithms  develop 
trees  which  continue  to  test  inputs  until  the  untested  inputs  provide  no  further  information 
value.  This  notion  is  readily  applicable  to  the  warrior  as  he  conducts  situation  assessment 
throughout  his  battlespace.  This  may  be  an  aid  in  determining  things  such  as  "hostile 
intent"  based  on  available,  known  and  requested  kinematic  attributes  or  information  inputs. 
(Dos  Santos,  1992,  p.  37) 

It  is  valuable  to  understand  the  broad  capabilities  that  these  advanced  technologies 
may  provide.  The  most  important  feature  that  these  technologies  will  promote  is  in  the 
efficacy  of  the  warrior  himself.  Warriors  and  leaders  forget,  they  are  inconsistent,  and  they 
allow  emotional  factors  to  ctmtrol  their  decisions  and  actions.  Warriors  have  difficulty  in 
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dealing  with  and  evaluating  large  amounts  of  data,  complex  informatitm  and  different  kinds 
and  levels  of  knowledge.  Technologies  which  enable  the  advanced  C^I  architectures  will 
not  prevent  a  faulty  memory  or  emotional  and  inconsistent  conclusions.  Nor  will  they 
guarantee  perfect  situatitm  assessment  based  on  synthesizing  data,  information,  and 
knowledge ...  but  they  will  ensure  that  right  information  is  available  to  the  right  warrior  at 
the  right  time  to  optimize  the  likelihood  of  making  a  right  decision. 

C.  INFORMATION  PULL  WARFARE 

The  instantiation  of  these  new,  advanced  architectures  represent  more  than  just  a 
shift  or  transition  in  the  mechaiucs  of  command  and  control.  It  is  a  clear,  fundamental 
d^arcation  that  stands  at  the  turning  point  of  two  epochs  in  military  art  Quality  is  fast 
becoming  the  watchword  and  replacement  fc^  quantity.  The  era  of  high  technology  war  is 
upon  us  and  will  be  fought  on  the  sea  and  land,  and  in  the  air,  space,  and  ether.  As 
introduced  in  Chapter  n,  Advaitced  Architecture  Initiatives,  these  architectures  will  act  as 
"enablers"  that  function  to  transcend  conventional  limits  of  current  C^I  systems. 

1.  Electronic  Fire 

Of  interest  is  the  fact  that  the  United  States  military  is  not  the  only 
organization  bright  enough  to  understand  the  implications  of  information  and  its  impact  cm 
<?.  Htzgerald  (1993)  presents  several  warfare  trends  based  on  recent  and  current  Soviet- 
Russian  military  writings  that  are  discussed  in  part  below.  First,  the  capability  to  conduct 
simultaneous  combat  q)erations  throughout  tiie  entire  breadth  and  depth  of  the  zone  of 
operatioits  will  be  achieved.  Second,  as  evidenced  by  operations  during  Desert  Storm, 
simultaneous  destruction  of  targets  will  be  doctrinal.  Third,  target  sets  will  be  expanded  to 
q)ecifically  include  technology,  scientific,  financial,  or  other  general  military-economic 
engines.  Fourth,  an  increase  in  combat  actions  of  a  combined-arms  scope,  where 
combined-arms  is  taken  to  mean  sea,  land,  air,  and  space,  or  a  notional  JTF.  Fifth, 
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military  action  will  be  based  on  a  focused  leveraging  of  force  across  all  spheres  of  omibat 
resulting  in  not  only  synergistic  advantages  but  ctxnposite  vulnerabilities  to  an  enemy's 
counterforce.  Hnally,  points  one  through  five  are  completely  dependent  upon  die 
architecture's  ability  to  manage  the  explosion  of  information  necessary  to  visualize  and 
comprehend  a  dynamic  and  multivaried  batdespace.  What  the  Russian's  term  "electrcmic- 
fire"  in  reference  to  the  above  is  translated  as  Space  and  Elecmmic  Warfare  (SEW)  in 
current  naval  jargon.  (Fitzgerald,  1993,  p.  26) 

2 .  Space  and  Electronic  Warfare  (SEW) 

There  have  been  many  articles  and  books  published  recendy  which  make  use 
of  a  relatively  new  term  —  information  war.  The  SEW  commander  will  be  the  Navy's 
information  manager  or  network  administrator  for  its  batde  groups  and  be  responsible  for 
waging  this  "war."  Similar  conceptual  developments  are  underway  within  all  service 
components  of  the  Department  of  Defense.  Below  is  a  brief  summary  of  the  relatively  new 
naval  warfare  known  as  Space  and  Electronic  Warfare, 
a.  Strategic  Objective 

As  stated  by  Loescher,  "The  strategic  objective  of  SEW  is  to  separate 
die  enemy  fiom  his  faces,  to  render  the  leader  remote  fiom  his  people  (to  take  command  of 
his  forces  in  effect),  and  control  his  use  of  dw  electromagnetic  spectra."  (Loescher,  1992, 
p.  1)  The  implications  of  this  objective  cut  deep  and  have  a  broad  swath.  Historically,  the 
decapitation  of  an  enemy's  leadership  has  never  been  a  principal  focal  objective  of  any 
singular  warfare  area.  Degradations  in  an  enemy's  have  always  been  coisidered  an 
ancillary  or  si^  benefit  resulting  fiom  well  orchestrated,  force  on  force  conflicts.  This 
warfare  area  will  leverage  assets  direcdy  against  an  enemy's  command  and  coitrol 
architecture.  The  success  of  this  strategic  objective  is  contingent  upon  the  capability  to 
receive  real-time,  accurate,  fused,  and  complete  infimnation  about  an  enemy. 
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b .  Target  Set 


Warfare  areas  must  have  identifiable  and  recognizable  targets. 


Loescher  continues: 

The  target  set  consists  of  those  systems,  which  when  destroyed,  yield  the  strategic 
objective.  For  SEW,  the  target  set  consists  of  the  enemy  leadership  at  its  hi^st  levels 
as  well  as  at  the  battlefield  level,  its  communicatirms  systems,  surveillance  and  targeting 
systems,  information  processing,  ^cision  and  display  systems,  electronic  warfare 
systems,  and  weapons  guidance  systems.  An  attack  on  this  tar^t  set  is  die  epitome  of 
power  projection,  the  ultimate  penetration  of  the  enemy.  (Loescher,  1992,  pp.  2-3) 

Without  question  this  target  set  is  clearly  and  direcdy  focused  at  the  enemy's  command  and 

control  ability  (information  resources  and  infrastructure).  The  cmnmodity  that  will  be  most 

sought  after  is  informatitxi,  both  by  and  about  the  enemy.  Information  is  the  lifeblood  of 

the  enemy's  ctanmunications  and  weapons  directions  systems;  information  is  the  heart  of 

an  enemy’s  surveillance  and  intelligence  systems;  information  is  the  mind  of  the  enemy's 

leadership  and  decisionmakers;  information  is  the  soul  of  the  enemy's  command  and 

control.  Control  of  information  is  control  of  the  battlespace. 

c.  SEW  Defined 

Like  all  warfare  areas,  SEW  is  conducted  in  terms  of  warfare  and  suppmt 
functions.  Loescher  continues: 

...SEW  is  the  destruction  or  neutralization  of  enemy  targets  and  the  enhancement  of 
friendly  force  battle  management  through  the  integrated  employment  and  exploitation  of 
the  electromagnetic  spectra  and  the  medium  of  space.  It  encompasses  measures  that  are 
employed  to: 

•  Coordinate,  correlate,  fuse,  and  employ  active  and  passive  systems  to  optitiuze 
individual  and  aggregate  communication,  surveillance,  reccnmaissance,  data  correlation, 
classification,  targeting  and  electromagnetic  attack  capabilities; 

•  Deny,  degrade,  confuse,  or  deceive  the  erwmy's  capabilities  to  communicate, 
sense,  leconnoiter,  classify,  target,  and  attack;  and 

•  Direct  and  control  the  employment  of  friendly  forces  and  the  information  necessary 
to  provide  for  the  administraticm  and  supptm  of  those  forces.  (Loescher,  1992,  p.  2) 


d,  SEW  Disciplines 

The  warfare  support  disciplines  are  operational  security  (OPSEC), 
surveillance,  C^I,  and  signals  management  The  warfare  disciplines  are  operational 
deception  (OPDEC),  counter-surveillance,  counter-C^I,  and  electronic  combat. 

e.  SEW  Grid 

SEW  is  composed  of  the  surveillance  grid,  communications  grid,  and 
the  SEW  grid,  much  like  the  global  grid  introduced  above. 

/.  SEW  Commander 

The  SEW  commander  will  be  expected  to  manage  the  three  grids 
described  above.  This  overall  concept  will  be  the  overarching  doctrine  governing  the 
following  spheres  of  influence. 

•  Force  Sensor  Management  -  this  includes  sensor  management  collection 
management  and  surveillance  coordination.  This  will  be  a  subordinate  functional 
area  to  information  management.  The  warrior  in  this  role  must  possess  an 
operational  and  technological  understanding  of  all  sensors  that  can  impact  the 
battlespace. 

•  Electmiic  Combat  -  this  includes  the  maintenance  and  employment  of  force-wide 
electrcxiic  defensive  capabilities  and  assets.  The  warrior  assi^ed  this  role  must  have 
an  operadmal  and  technological  understanding  of  all  electronic  systems  that  can 
impact  the  battlespace. 

•  Battle  Space  Management  -  this  includes  track  and  target  coordination  throughout  the 
battlespace.  This  factional  area  will  be  highly  dependent  upcm  the  fusion  process 
described  in  Chapter  IV,  Fusion.  The  warrior  assigned  this  role  must  understand 
weaponry  and  surveillance  assets,  employment,  tactics,  and  doctrine. 

•  Information  Management  -  this  includes  managing  the  communication  grid,  the 
virtual  networks  tlut  ride  over  it,  and  the  ovorall  advanced  C^I  architecture.  The 
warrior  assigned  this  role  must  understand  communication.  More  importantly,  he 
must  understand  the  value  of  information,  how  and  where  it  is  deriv^,  and  its 
impact  Information  will  be  the  warrior's  weapon.  He  must  understand  the  potential 
of  information  gridlock  as  a  result  of  own  or  enemy  actions. 

As  Loescher  states,  "The  issue  is  not  whether  SEW  is  needed;  it  is  here.  This  issue  is  how 

best  to  conduct  it,  exploit  it,  and  manage  it”  (Loescher,  1992,  p.  4) 
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Infonnati(»i  and  its  use  is  the  key  to  the  successful  prosecution  of  the  SEW  mission. 
How  the  user  interfaces  with  this  information  in  terms  of  getting  it,  comprehending  it, 
using  it,  and  ctHitrolling  it  will  be  the  operational  "weak  link."  The  implementation  of 
infomation  pull  outlined  in  the  first  section  of  this  chapter  will  be  a  milestone  in  the 
attainment  of  this  objective.  This  wiU  be  achieved  by  employing  the  technologies  described 
in  the  second  section  of  this  chapter.  The  establishment  of  the  new  warfare  area,  SEW,  or 
as  the  Russians  term  it,  "electronic  fire,"  serves  to  validate  the  implementation  of  these 
advanced  C^I  architectures.  Up  to  this  point,  the  ideas  of  getting  the  information  (pull), 
and  controlling  the  information  (SEW)  have  been  addressed.  Chapters  FV  and  V  discuss 
how  the  warrior  will  comprehend  and  use  his  information. 
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IV.  FUSION 


y/e  are  in  great  haste  to  construct 
a  magnetic  telegraph  from  Maine  to  Texas; 
but  Maine  and  Texas,  it  may  be, 
have  nothing  important  to  communicate. 

-  HENRY  DAVm  THOREAU 


As  indicated  by  Figure  IV-1,  the  focus  of  this  chapter  is  on  sensor  or  infomiatitm 
fusion. 


Figure  IV-1:  Location  Within  the  Thesis 


Next-generation  tactical  missions  will  rely  on  integrated,  multi-sensor  approaches 
for  engagement  information  extraction.  No  longer  can  JTFs,  let  alone  independent  service 
components,  rely  on  isolated,  sparse,  or  incomplete  information  to  wage  war.  Adequate 
information  fusion  is  the  key  to  the  required  positive  and  unambiguous  situadmi  and  target 
assessment.  In  this  context,  information  is  treated  as  an  ouq)ut  from  a  sensor  as  well  as 
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data  fircxn  other  sources  such  as  processed  or  "finished”  intelligence.  Future  military 
operations  will  rely  on  the  use  of  multiple  sensors  and  infonnatitm  sources  to  increase  the 
capabilities  of  intelligent  machines,  systems,  and  operators.  The  complexity,  speed,  and 
scope  of  modem  warfare  has  increased.  Consequently,  the  large  numbers  of  diverse 
sensors  in  use  today  and  the  multiple  sources  of  information  concerning  a  mission  objective 
has  resulted  in  a  peaked  interest  in  the  area  of  sensor  and  informatitm  fusion. 

A.  GENERAL  FUSION  METHODOLOGY 

For  purposes  of  simplification,  the  terms  fusion,  sensor  fusion,  multi-sensor  fusion, 
data  fusion,  and  information  fusion  are  used  synonymously.  Fusion  will  be  taken  to  mean 
the  bringing  together  of  infonnation  into  a  coherent  picture.  This  will  include  information 
fixnn  not  only  organic  sensors,  but  non-organic  and  national  level  sensors  and  assets  as 
well.  Additionally,  this  means  information  fiom  other  than  simply  electromagnetic,  q>tical, 
and  acoustic  sources  -  for  example,  open  source  literature  review  and  analysis  as  well  as 
intelligeiice  organizations. 

1 .  Basic  Areas  of  Sensor  and  Information  Fusion 

Even  here,  there  is  not  a  universal  consensus  concerning  the  fundamental 
elements  that  involve  the  fusion  process.  The  fiisitm  process  involves  four  states:  detection 
validation,  correlation,  collation,  and  inference.  (Naylor,  1987,  p.  95)  The  first  module, 
detection  validation,  is  used  to  control  the  integrity  of  the  information  within  the  database. 
This  function  may  be  performed  by  sensor  pre-processing,  existing  database  algorithms  or 
human  deliberation.  Cknrelation  is  the  process  of  searching  a  database  fm*  infnmaticm  that 
is  similar  to  particular  informaticm  of  interest  Collation  typically  involves  human  judgment 
about  the  veracity  of  a  report.  Finally,  the  inference  function  is  viewed  as  not  being 
supported  by  software  or  hardware;  the  human  is  left  to  form  hypotheses  and  draw 
conclusions.  This  is  an  elemental  difference  between  conventional  fusion  algorithms  and 
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systems  and  that  proposed  by  KOALAS.  This  will  be  discussed  in  further  detail  in 
Chapters  VI  and  Vn . 

However,  according  to  Woolsey,  the  four  fusion  elements  are:  sense,  classify 
and  track,  identify  and  analyze,  and  report.  (Woolsey,  1987,  p.  85)  The  sense  element 
provides  all  raw  source  data.  The  classify  and  track  element  operates  (xi  the  data  sets  to 
make  the  most  of  the  raw  information  received  finom  the  sensors.  The  third  element 
identifies  and  analyzes  the  information  from  the  sets  of  sensors  and  combines  the 
information  to  obtain  an  aggregate  of  the  infoimatitm.  The  final  element  here  is  to  report 
fused  information  from  the  system. 

Similarly,  Comparato  has  devolved  fusion  into  the  following  functions  as 
well:  associate,  correlate,  track,  estimate,  and  classify.  (Comparato,  1988,  pp.  3-4)  This 
particular  fimctional  decomposition  is  addressed  later  in  this  chapter.  Ultimately,  sensor  or 
infarmation  fusion  is  grounded  in  the  following  four  fundamental  areas.^ 
a.  Sensor  Operations 

Operation  of  sensors  deals  with  sensor  or  source  control  and  tasking 
based  on  system  feedback  or  operator  inputs.  This  may  be  as  simple  as  using  one  sensor 
to  cue  another  sensor  or  based  on  an  assessment  of  the  situation,  the  operator  directing  a 
sensor  to  perform  in  a  specified  manner.  Recent  and  continuing  work  in  this  field  is 
researching  tire  adaptive  control  and  direction  of  multi-sensor  systems  in  a  high  density 
tar^t  environment  Ideally,  adaptive  control  would  be  sensitive  to  target  densities  and 
dynamics,  sensor  oyrabilities,  and  overall  situation  and  mission  objectives.  (Blackman, 
1988,  p.  SO)  The  issue  of  sensor  operation  is  included  in  the  KOALAS  taxonomy  under 
the  guise  of  "intelligent  control"  and  will  be  discussed  in  Chapters  VI- Vn. 

^The  tpaaiie  ftnctional  elementt  lined  above  are  at  varioui  points  part  and  parcel  to  the  whole. 
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b .  Track  Formation 

Track  formation  deals  with  detection  and  representation  of  kinematic 
information  about  objects  of  interest  within  the  commander’s  battle  space  and  environment 
This  information  might  be  course,  speed,  altiuide,  and  position  to  name  a  few.  An  example 
of  this  would  be  the  genesis  of  an  unknown  air  track  in  the  early  stages  of  the  USS 
Vincennes-hanian  Airbus  incident  Another  would  be  the  formation  of  an  unknown  air 
track  in  the  USS  Staik-Iraqi  Mirage/Exocet  incident  during  Operation  Earnest  Will  in  the 
Arabian  Gulf. 

c .  Quantity  Estimation 

Quantity  estimation  deals  with  the  grouping  ot  configuratirai  of  specific 
ctmtacts  or  tracks  in  the  context  of  the  surrounding  environment  -  for  example,  a  pair  of 
aircrafit  (the  "lead"  and  his  wingman)  or  a  "raid"  of  nineteen  attack  aircraft.  FoUowing  the 
preceding  example,  in  both  instances  these  aircraft  were  determined  to  be  operating  alone 
so  the  quantity  estimation  was  ruled  as  a  single  aircraft 

d.  Higher  Order  Inferences 

Making  higher  order  inferences  deals  with  attempting  to  discern  target 
identity,  intent,  or  enemy  order  of  battle  by  forming  hypotheses  and  drawing  conclusicms 
from  available  information,  dhnrent  initiatives  are  investigating  the  use  of  Artificial 
Intelligence  (AI)  applications  to  assist  human  operators  in  this  endeavor.  This  notion  was 
introduced  in  Chapter  m.  Information  Poll  and  Technology.  Following  the  existing 
examples,  in  the  case  of  the  Iranian  Airbus,  that  track  was  incorrectly  inferred  to  not  cmly 
be  an  Iranian  F-14  tactical  aircraft,  but  to  be  on  an  attack  profile  (an  inference  drawn  firom 
the  kinematic  and  quantity  data  of  single  aircraft,  inbound  vector  heading,  descending 
altitude  and  the  fact  tiiat  the  aircraft  did  not  respond  to  verbal  warnings  issued  over 
established  communication  guard  circuits).  In  the  case  of  the  Iraqi  Mirage,  that  aircraft  was 
correctly  inferred  to  be  of  Iraqi  nationality  (based  on  flight  profile  and  electronic  emissions) 
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but  was  inconectly  inferred  to  be  non-hostile,  or  at  least  non-threatening.  Interestingly,  this 
was  primarily  a  result  of  preconceived  notions  (bias)  on  the  watch  teams;  attention  was 
focused  on  the  Iranians  at  the  time.  The  Iraqi’s  had  very  willingly  coq)erated  with 
established  de-confliction  procedures.  The  results  of  inference  error  can  be  disastrous. 

2.  Fusion  •  An  Imperative 

Given  that  what  Clausewitz  termed  the  "fog  of  war"  is  always  present 
regardless  of  how  well  prepared,  trained,  equipped  or  notified  a  military  force  is,  what 
value  can  there  be  in  investing  resources  and  time  to  develop  what  may  be  potentially  barely 
adequate  infoimaticm  schema?  This  is  a  difficult  question  to  answer  in  detail.  However, 
according  to  Qausewitz  again,  it  is  a  simple  problem  to  frame:  reduce  the  inherent 
"fiicticm"  that  amtribute  to  this  fog.  Qausewitz  believed  that  a  reduction  of  friction 
occurred  only  through  the  actual  experience  of  combat,  armed  conflict,  or  war.  However, 
prudent  military  forces  will  take  advantage  of  any  and  all  technologies  that  will  gain  them 
even  die  slightest  advantage  in  war.  Thus,  while  the  vagaries,  ineptitude,  and 
incompetence  of  individuals  will  always  remain,  sensor  fusion  technologies  in  support  of 
situational  awareness  may  minimize  diese  detractors. 

Suffice  it  to  say  that  infrxmation  fusion  is  difficult  for  a  variety  of  reasons. 

I  akin  and  Miles  have  presented  an  eloquent  discussicm  on  some  problems  associated  with 
infrmnation  gleaned  from  within  and  widiout  the  battlespace.  They  list  14  teastms  to 
substantiate  the  need  for  fusion  which  are  briefly  summarized  below.  (Lakin  and  Miles, 
1985,  pp.  234-235). 

a.  Incomplete  Information 

For  a  particular  object  in  the  battle  space,  each  infoimaticm  source 
provides  data  on  a  subset  of  that  object's  properties.  There  is  no  single  sensor  which  gives 
all  die  details  to  the  accuracy  (in  the  age  of  precision  guided  weapons,  ground  truth)  and 
timeliness  (given  the  rapidity  with  which  the  tactical  scenario  changes,  real  time  or  as  near 
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real  time  as  can  be  had)  required.  Therefoe,  it  becomes  important  to  combine  infonnatim 
firom  a  number  of  different  sources. 

b .  Uncertain  Information 

It  it  is  certain  that  mfcxmadon  from  different  sources  refers  to  the  same 
object,  then  it  becomes  simple  to  combine  this  information.  However,  this  certainty  does 
not  exist  and  it  is  certainly  impossible  to  remove  all  uncertainty  from  the  battle  space.^ 
Hence,  the  need  arises  to  correlate  information  from  different  sources  to  reduce  uncertainty. 

Unquestionably,  in  a  perfect  worid  there  would  exist  perfect  sensors, 
pofect  information  sources,  and  perfect  information.  In  the  real  world,  however,  this  is 
simply  not  the  case.  Thus,  many  problems  associated  with  developing  adequate  sensor 
fusum  technologies  and  methodologies  arise  from  the  nature  in  which  uncertainty  is 
handled. 

(1)  Source  Configuration.  Systems  and  sensors  are  generally 
designed  to  operate  in  a  perfect  environment  that  has  been  gracefully  degraded  by  the 
system  designer  or  engineer.  Often,  the  vagaries  of  nature  or  human  design  are 
inadequately  compensated  for  in  this  interaction.  One  has  only  to  look  at  the  self- 
propagating  electromagnetic  interference  (EMI)  envirmunent  that  Navy  ships  qpetate  in  to 
visualize  die  potential  for  induced  uncertainty  diat  exists  within  these  organic  information 
sources. 

(2)  Informatitm  Handling.  Many  of  the  mathematical  and 
statistical  algorithms  associated  with  data  handling  are  specified  to  only  a  certain  degree  of 
accuracy.  Additionally,  there  is  a  need  to  mathematically  transform  information  from  one 
sensor  so  that  it  approximates  or  mirrors  the  fmm  of  another.  Typically,  this  involves 


^Afatn,  this  iquefcnta  Clautewitz*  notion  of  "friction”  and  "fog”  in  war. 
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assumptions  of  statistical  independence  or  simplifying  assumptions  ctmceming  the  nature 
of  the  uncertainties,  for  example,  uncertainty  caus^  by  white  noise. 

e .  Ambiguous  Information 

The  kinematic  properties  of  an  object  often  represent  the  focal  decision 
criteria  about  how  to  respond  to  perceived  threats  (wimess  the  perception  of  an  inbound 
and  descending  air  contact  in  the  USS  Vincennes  and  Iranian  Airbus  incident).  However, 
some  sensors  may  provide  poor  positional  information  but  good  identity  information,  thus 
giving  rise  to  considerable  ambiguity.  Data  which  stimulates  perceptions  of  the  battlespace 
is  indeterminate,  misleading,  and  potentially  deceptive  —  the  justification  to  combine 
infmmation  fiom  a  variety  of  sources  is  clearly  evident 

d.  Error 

People  make  errors  —  in  judgment,  calculation,  and  execution. 
Machines,  sensors,  orgaiuzations,  and  procedures  that  handle  information  are  constructs  of 
the  human  mind,  hence  these  constructs  to  detect,  collea,  and  process  information  contain 
sources  of  error.  Thus,  while  the  nature  of  these  systems  contain  sources  of  error,  one 
way  to  reduce  that  error  is  to  view  information  from  the  breadth  and  depth  of  a  focused  or 
fused  perspective. 

e .  Battlespace  Complexity 

The  battlespace  confronting  the  warriors  of  today  and  tomonow  is 
e}q)anding  dimensionally  and  contextually  at  ever  increasing  rates.  The  warrior  is  no 
longo*  anchored  in  warfare  areas  that  are  linked  to  static  dimensitms.  Objects  within  the 
battlespace  are  more  intelligent,  more  accurate,  move  faster  and  possess  greater  lethality. 
Tte  comfortable  bipolarity  of  world  affairs  are  days  of  a  bygone  era,  replaced  with  uneasy 
tensions  about  enemies  that  are  as  yet  unrecognized,  unrectmnoiteied,  and  wholly 
unfamiliar.  In  sum,  the  volume  of  the  battlespace  is  increasing,  the  dimensions  of  the 
battlespace  are  dynamic,  the  weapons  of  the  battlespace  are  deadlier,  and  the  participants  in 
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the  battlespace  are  unknown.  Technology  and  computers  provide  the  capacity  to  collect, 
process,  and  disseminate  the  information  that  will  be  necessary  to  fight  the  war.  The 
human-technology  interface  will  be  the  engine  of  this  complex  environment  Man  will 
provide  the  motive  force  that  will  engineer  victory. 

/.  Spectral  Diversity 

InfoimaticMi  is  derived  from  a  wide  range  of  disparate  sources;  for 
example,  organic  (radar,  electroiuc  suppcnt  measures  (ESM),  acoustic),  non-organic 
(datalinks,  etc.),  national  (electronic  and  human  intelligence),  and  so  forth.  Each  of  these 
sources  possesses  some  or  all  of  the  organizational  procedures,  operational  guidelines, 
equipment  inaccuracies  and  failures,  and  personnel  cognitive  limits  and  biases  that 
oxttribute  to  a  wide  ranging  and  varied  list  of  possible  information  degradations.  The  great 
paradox  is  that  it  is  in  this  very  multitude  of  information  sources  that  lies  not  only  the 
problem  of  fusion,  but  the  essence  of  the  solution  —  borrowing  from  a  tenant  of  CSestalt 
psychology,  the  whole  is  greater  than  the  sum  of  the  parts. 

g .  Geographic  Diversity 

The  sources  of  the  infOTmation  are  geographically  separate, 
contributing  to  resolution  aixl  precision  inaccuracies.  It  becomes  problematic  to  resolve 
manners  and  modes  of  measurements  to  a  “correct”  ground  truth. 

h .  Human  Factors 

Petrie  are  limited  in  their  cognitive  ability.  People  exhibit  error  and 
biases  in  judgment  and  decision  making  tasks.  These  limitations  occur  at  all  levels  of 
interaction  with  other  people  and/or  machines.  These  limitations,  then,  would  carry  over 
into  the  realm  of  managing  a  multitude  of  independent  sensors  or  other  sources  of 
infcmnation  about  the  battlespace.  Information  fusion  is  one  solution  which  minimizes 
these  particular  impacts  since  human  cogniti^  limitations  would  not  be  applied  to  separate 
and  distina  information  which  compound  error. 
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i.  Temporal  Diversity 

Regarding  the  shon  time  intervals  placed  on  the  value  of  informatitm  in 
a  tactical  situation,  it  is  critical  that  information  be  correctly  "time-tagged"  for  further 
correlation,  virtually  impossible  with  current  separate,  ccmvoluted  systems. 

J.  Error  -  System  Error 

System  error  arises  from  design  faults,  system  failure  or  iniq)propriate 
applicatiai.  In  addititxi,  system  error  may  ari%  from  the  system  simply  being  uncalibrated 
or  inaccurately  calibrated.  Enors  may  arise  from  the  attempted  integration  of  incompatible 
systems.  These  are  but  a  few.  Information  fusion  may  minimize  the  degradations  felt  by 
system  errors. 

k .  Communication 

The  issue  here  stems  finom  the  necessity  to  communicate  between 
sources,  sensors,  controlling  agencies,  supervising  authority,  and  the  warrior.  A  limited 
bandwidth  exists  in  which  to  execute  effective  command  and  control.  The  tradeoff  seems 
to  be  between  the  communications  capacity  that  ensures  command  with  the  control  of 
sensors,  sources  and  forces.  Information  fusion  may  "free  up"  precious  bandwidth, 
guaranteeing  effective  command  and  control,  without  lessening  the  access  to  this 
information. 

f.  Sensor  Control,  or  Survivability 

An  often  overlooked  aspect  of  information  fusitm  is  the  survivability  of 
the  infocmation  sources  themselves.  It  is  desirable  that  sensor  systems  have  the  ability  to 
operate  somewhat  autontnnously;  that  is,  without  constant  and  ubiquitous  oversight  by  a 
human  supervisor  or  maintainer.  However,  this  implies  that  a  sensor  will  be  able  to 
determine  from  available  information  in  a  decidedly  unstable  information  environment,  how 
to  best  operate  and  manage  itself  from  as  a  minimum,  locally  available  information.  In  an 
information  and  C^I  architecture  envisioned  within  the  Copernicus/C4IFTW  initiatives,  this 
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will  be  easily  achievable  since  local  information  is  global  information  and  global 
information  becomes  local  information. 

JR.  Track  (information)  Maintenance 

This  may  be  viewed  as  synonymous  with  information  quality.  The 
question  here  is  a  determination  of  whether  or  not  information  should  be  maintained  at  all 
tactical  ccmunands  and  above  or  should  tactical  commands  maintain  mly  the  information 
requisite  for  fulfillment  of  their  mission.  This  issue  is  particularly  pertinent  within  die 
scqie  of  a  JTP  where  the  transition  from  one  tactical  force  to  another  is  particularly  opaque. 
Problems  arise  in  the  allocation  of  assets  to  meet  multiple  demands  in  a  constrained 
envirrmment  Given  that  adequate  physical  asset  distribution  can  be  accomplished,  the 
fusion  aspect  then  becomes  focused  on  the  reconciliatimi  or  cohesion  of  separate 
information  databases  into  a  composite  and  accurate  picture  for  the  batdespace  warrior. 

This  is  simply  a  microcosm  of  the  broader  issue  of  information  fusion  recumbent  as  an 
integral  piece  of  the  tactical  force.  In  odier  words,  at  this  level,  information  fusitm  is  not 
part  of  the  architecture,  it  is  die  architecture. 

n .  Sensor  Allocation 

When  dealing  with  a  multitude  of  varied  sources  of  information,  the 
issue  of  allocation  of  resources  becomes  critical.  The  commander  must  give  attention  to 
managing,  operating,  maintaining  and  evaluating  the  performance  of  his  many  assets  on  a 
case  by  case  basis.  A  sensor  or  infnmation  fusion  schema  would  reduce  this  management 
effort  as  well  as  make  information  gaps^  transparent  to  the  commander  since  the  fusion 
schema  would  support  redundancy  and  overlapping  sources. 


^Racall  ditcauion  in  Chafta  ni;  legndleu  of  how  of  how  well  the  infoimation  pull  ideology  works,  gspe  will 
exist  in  the  evailaUe  infomialion.  'niis  is  s  functions]  limiudon  of  current  systems  and  a  paucity  of  resources. 
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Generally  speaking,  the  information  regarding  a  particular  battle  space 
environment  can  be  expected  to  be  incomplete,  inaccurate,  ambiguous,  conflicting  and 
subject  to  deliberate  deception  and  interference  from  the  enemy.  Thus,  as  discussed  above, 
sensor  and  information  fusion  represent  a  solution  to  aid  the  commander  to  obtain  die 
maximum  amount  of  value  from  the  available  information  concerning  his  battlespace. 

B.  INFORMATION  FUSION 

For  pedagogical  purposes,  the  notion  of  fusion  is  more  easily  understandable  in  the 
context  of  a  system.  Thus,  the  development  of  die  basics  of  the  fusion  process  will  be 
illustrated  with  several  diagrams  and  ensuing  explanations.  In  the  overarching  sense, 
fusion  may  be  thought  of  as  a  process  with  outputs  derived  as  a  function  of  the  inputs. 
Figure  IV-2  is  representative  of  this  notion,  (from  Byme,  et  al.,  1987,  p.  105)  Here,  it  is 
easy  to  visualize  a  functitm  termed  data-  or  information-fusion.  As  indicated,  the  inputs 
may  be,  but  are  not  limited  to  radar,  IFF*,  ESM^,  intelligence,  acoustic  or  data  link 
infrnmation.  Additionally,  this  information  has  relevance  derived  from  other  inputs  such  as 
the  environment,  plans  or  policy,  or  other  discriminating  events. 

Ultimately,  this  information  is  fused  and  viewed  by  the  decision  maker  or 
commander  as  an  output  of  this  process.  The  additional  outputs  labeled  within  parentheses 
indicate  ancillary  factors  which  may  be  of  importance  to  a  commander.  Specifically, 
"interpretation"  represents  an  AI  or  ES  output  that  may  provide  scxne  insight  into  the 
information  of  a  synergistic  nature.  This  will  be  amplified,  later  in  this  chapter,  but  more 
eiqilicitly  in  Chapters  VI  and  Vn  relative  to  KOALAS  and  its  ability  to  provide  interpretive 
feedback  to  tiie  operator  or  commander  regarding  the  value  of  informatitm  and  an 

^Ucntilication  Friend  or  Foe 
^Electronic  Siqjport  Meeturee 
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inteipretadon  of  the  tactical  situation  (situation  assessment).  Additionally,  as  mentioned  in 
Chapter  m,  Technology  and  User  Pull,  often  times  a  key  attribute  which  defines  the  user 
acceptance  of  a  decision  aid,  whether  an  ES,  KBDSS,  or  other  AI  application,  is  the  ability 
of  the  decision  aid  to  provide  its  decision  logic  or  "explanation"  of  how  and  why  it  arrived 


Hgure  rV-2:  Simplified  Fusion  Schema  (after  Byrne,  et  ai,  1987) 

at  its  conclusions.  Again,  this  notion  will  be  addressed  in  Chapters  VI  and  VII.  It  is 
important  to  note  that  this  process  is  not  viewed  as  being  controllable  or  necessarily 
influenced  by  the  commander  directly.  This  point  will  become  of  primary  concern  in  later 
chapten  as  the  discussion  surrounding  the  human-technology  interface  is  developed.  AU  in 
all,  fusion  appears  to  be  a  rather  simple  function  to  describe,  but  it  is  usually  not  as  easy  to 
perform,  model,  or  analyze. 
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A  representative  fusion  system  and  pertinent  functionality  is  displayed  in  Hgure 
IV-3  (Comparato,  1988,  p.  3).  The  system  contains  a  variety  of  radio  fiequency  (RF), 
infrared  (IR),  and  electro-optical  (EO)  sensors  for  threat  warning  (TW),  search  and  track 
(ST),  aiKl  fire  control.  It  is  important  to  note  that  these  are  but  a  small  sample  of  sensors 
and  information  sources  available  to  a  commander.  Additionally,  while  a  sensor  may  be 
configured  to  perform  a  certain  function  such  as  search  or  fire  control,  it  is  the  ampilation 
or  fiisitm  of  their  respective  information  contributions  that  contribute  to  situation 
assessment  and  human  cognitive  performance.  Not  indicated  in  this  diagram  but  easily 
configurable  would  be  the  addition  of  sensor  pre-processors.  This  would  allow  many 
functions  associated  with  sensor  operation  tt)  be  accomplished  at  the  sensor  level. 


Figure  IV-3:  Multi-sensor  System  Functions  (after  Comparato,  1988) 
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This  would  have  advantages  such  as  minimum  time-latency  and  easier  configuration  for 
fault  tolerance.  The  fusion  processor  combines  the  raw  information  from  different  sensors 
to  enhance  the  target  classification  and  state  estimation.  While  this  figure  is  representative 
of  a  sensor  suite  whose  utility  is  limited  to  a  small  part  of  a  battle  space  environment,  at  the 
functional  level  it  is  ctmipletely  representative.  The  fusion  fimcticms  result  in  highly 
accurate  and  confident  identificadon  in  order  to  properly  select  responses  to  the  assessed 
situation  and  allocate  resources  such  as  sensors  and  countermeasures.  Not  indicated  in  this 
figure,  but  to  be  discussed  later  in  Chapter  V,  Situation  Assessment,  will  be  the  notion  of 
"intent"  and  one  initiative  that  presupposes  to  help  solve  the  determinatitm  of  this  factor. 
Measurement  data  is  provided  by  each  sensor  independently.  Tracking  is  performed 
autonomously  when  gains  in  target  state  estimation  or  threat  identification  can  be  realized. 

Comparato  (1988)  envisions  a  system  where  the  fusion  function  operates  in  one  of 
two  modes  depending  on  the  threat  envircmment;  surveillance  ot  threat  warning.^  In  the 
surveillance  mode,  the  system  is  in  a  low  stress  situation,  probably  in  passive  operation. 
The  fusion  function  is  receiving  data  from  all  cmboard  (organic)  and  off-board  (non- 
Ofganic)  sensors  and  is  performing  the  functions  of  coordinate  alignment,  time 
propagation,  association,  correlation,  and  track  update.  Qassification  of  the  threat 
informaticHi  is  attempted  on  a  sensor  basis  where  possible,  and  is  refined  in  fusion  using  all 
of  the  available  sensor  data.  Some  sensors  can  provide  good  classification  autonomously 
while  other  sensors  provide  accurate  angle  or  range  data  but  no  classification.  The  fusion 
of  the  data  will  combine  the  attributes  of  each  sensor  in  one  master  frle.  The  updated 
master  track  file  is  then  transmitted  to  the  situation  assessment  fiincticm,  the  integrated 
display  subsystem  and  the  fire  control  subsystem.  In  the  threat  warning  mode,  the  system 


HhKiCT  the  KOALAS  concept  Ihii  is  more  than  just  a  '‘binary  twitch.”  KOALAS  may  permit  a  finer  gradation  of 
environment  or  threat  determinatioiu  which  can  further  optimize  tensor  performance  aiKl  situation  assessment. 
This  wiQ  be  diacutaed  in  Chapter  VI,  KOALAS. 
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is  under  stress  due  to  the  identification  of  an  impending  threat  As  envisioned  by 
Comparato  (1988),  the  two  modes  are  non-exclusive.  The  surveillance  mode  q)aates 
continuously  and  the  threat  warning  operates  on  a  demand  basis. 

Figure  rV-4,  again,  adapted  from  Comparato  (1988),  details  the  decomposition  of 


fusion  into  subfunctions.  This  model  assumes  each  sensor  works  autonomously  and 
asynchronously  in  time  and  space.  Additionally,  absent  in  either  Hgure  IV-3  or  IV-4, 
cotresponding  to  each  sensor  would  be  detection  and  track  level  preprocessors.  Hence, 
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Hgure  IV-4:  Specific  Fusion  Functions  (after  (Comparato,  1988) 


individually  formed  target  tracks  ate  provided  by  each  sensor  to  the  fusion  function  in  each 
sensor's  own  coordinate  system.  The  fusion  processor  then  performs  the  following  six 
subfunctions: 
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•  time  propagation  -  track  files  which  have  state  vectors  will  be  "time  propagated”  to 
the  fhsion  update  time. 

•  coordinate  alignment  -  the  sensor  data  need  to  be  referenced  to  a  common  origin  and 
compensation  provided  to  sensor  misalignment 

•  association  •  the  tracks,  reports,  and  informatitm  fiom  different  sensors/sources  need 
to  be  compared  to  determine  candidates  for  "fusion;"  attribute  tests,  kinematic  tests, 
and  probabilistic  tests  are  utilized.  KOALAS  may  provide  an  additional  "intuition” 
test 

•  correlation  -  the  results  of  the  association  are  then  processed  to  determine  the  track 
pairs  which  will  be  fused. 

•  track  update  -  the  tracks  which  "best  correlate”  are  used  to  update  the  corresprxiding 
state  vector,  the  output  is  an  updated  c(»nposite  track  file. 

•  classification  -  the  tracks  are  examined  and  an  assessment  is  made  in  an  attempt  to 
determine  die  target  type,  lethality,  and  threat  priority. 

The  fiisitm  fimctitxi  extends  fit»n  the  measurement  data  to  the  master  track  file  and  until 

threat  warning  indications  have  been  developed.  For  each  sensor,  signal  processing  is 

necessary. 

The  next  step  is  track  processing,  which  is  adapted  to  each  sensor  in  order  to 
produce  either  track  file  or  a  time  history  of  repents.  Time  propagation  and  coordinate 
alignment  create  data  with  common  reference  pe^ts  in  time  and  space  which  is  necessary  to 
blend  data.  This  blending  or  fusion  of  the  data  is  perfermed  to  create  one  master  track  file 
with  all  the  positive  attributes  of  each  sensor.  This  master  track  file  is  then  available  to 
situation  assessment,  a  concept  further  discussed  in  Chapter  V,  Situation  Assessment 
Fusion  also  performs  sensor  control,  monitming,  and  cueing. 

Academically,  fusion  is  a  fairly  simple  problem  space  within  which  to  operate. 
However,  within  the  scope  of  this  problem,  some  work  has  been  performed  in  the  context 
of  sensor  integration.  While  this  may  qipear  to  be  a  rather  finely  discriminating  use  of 
terms,  Luo  and  Kay  have  presented  an  elegant  case,  explanation,  and  discussion.  Hgure 
IV-S  is  adapted  from  Luo  and  Kay  as  is  the  following  explanation.  (Luo  and  Kay,  1988, 
pp.  42>44) 
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In  the  context  of  Figure  IV-S,  muldsensor  integration  is  represented  by  the  whole  of 
the  diagram  whereas  the  fusion  element  refers  to  the  circular  nodes  in  the  center  portitm. 
Integration  is  the  systematic  use  of  the  information  provided  by  multiple  sensors  or  sources 
to  assist  in  the  accomplishment  of  a  task  by  a  system.  Fusitm  is  thought  of  in  a  more 
restrictive  sense  as  any  stage  in  die  integration  process  where  there  is  an  actual  combination 
(or  fusion)  of  different  source  or  sensor  information  into  one  representational  format  A 
key  point  established  by  Luo  and  Kay  (1988)  is  diat  the  distinction  between  integraticm  and 
fusion  separates  the  more  general  issues  involved  in  integration  of  multiple  sensory  devices 
at  die  system  architecture  and  ctmtrol  level  frcm  tte  more  specific  issues  involving  the 
actual  fusion  of  sensory  information.  For  example,  in  many  integrated  multisensor 
systems  the  informatiai  from  one  sensor  may  be  used  to  guide  the  operation  of  other 
sensors  in  the  system  without  ever  actually  fusing  the  sensors'  information.  More 
accurately,  the  scope  of  this  thesis  is  on  the  level  of  sensor  or  information  integration  as 
represented  by  Luo  and  Kay  (1988)  and  not  dieir  more  restrictive  notion  of  fusion.  For  the 
purposes  of  diis  endeavor,  fusion  and  integration  will  be  viewed  as  complementary,  if  not 
synonymous  terms,  and  "fusion"  will  be  used  hereafter. 

Thus,  while  Figure  IV-S  represents  a  general  pattern  of  fusion  in  the  context  of  this 
thesis,  the  actual  information  from  the  sensors  or  other  sources  is  fused  or  combined  at  the 
nodes  in  the  figure.  In  the  figure,  R  sensors  are  interlaced  in  a  fusion  methodology  to 
provide  information  to  the  system — ^in  the  terms  of  this  paper,  a  command  and  control 
systrnn  within  the  Copernicus  or  C4IFTW  architecture  initiatives.  The  outputs  (raw 
infonnation)  xj  and  X2  from  the  flrst  two  infonnation  sources  are  fused  at  the  Iowa*  left- 
hand  node  into  a  new  information  representation  schema,  x^^.  In  a  similar  marmer,  the 
output  fixmi  all  n  information  sources  could  be  fused  in  the  fashion  indicated.  The  dashed 
lines  frcxn  the  system  to  each  node  serve  to  illustrate  the  possibility  of  using  some  type  of 
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interactive  information  fiom  the  system  (f^  example,  feedback  from  a  wraid  model  or 
KOALAS)  as  part  of  the  fusion  process. 


Figure  IV-5:  General  Pattern  of  InformatitHi  Fusion  (after  Luo  &  Kay,  1988) 


The  tiansfonnation  from  lower  to  higher  levels  of  representation  as  the  information 
moves  up  through  the  structure  is  fairly  common  among  most  fusion  structures.  At  the 
lowest  level,  raw  sensory  data  enters  the  sensors  and  is  transformed  into  information  in  the 
form  of  a  signal  Not  represented  in  the  diagram  might  be  a  horizontal  line  into  node  2  or  3 
diat  would  represent  non-organic,  or  natioial  level  information  or  intelligence  that  is 
already  somewhat  fused^nocessed/  finished  that  becomes  further  fused  relative  to  the 
user's  pull  criteria  and  specific,  definitive  battle  space  environment  As  a  result  of  a  series 
affusion  steps,  the  signal  is  tran^ormed  into  progressively  more  abstract  iconic  or 
symbolic  representations.  It  is  these  representations  that  have  value;  the  amount  or 
magnitude  of  a  vector  of  die  symbol  now  becomes  an  issue  for  the  cognitive  scientist  or 
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knowledge  engineer  to  examine  —  designing  the  system  interface  to  allow  for  the  best 
human-system  performance  possible. 

The  functitms  indicated  along  the  right  hand  side  of  Figure  IV-S  are  but  a  few 
typically  used  as  part  of  the  fusion  process.  "Sensor  Selection"  can  select  the  most 
rq^propriate  single  or  group  of  sensors  to  use  in  response  to  a  dynamic  environment 
Sensory  information  can  be  represented  within  the  "world  modeU"^  and  the  information 
from  different  sensors  may  need  to  be  "transfrsmed"  before  it  can  be  fusul  or  represented 
in  the  world  model 

Figure  IV-6  represents  an  expanded  and  fairly  complete  methodology  for  sensor 
fusion  for  a  generic  military  command  and  control  system.  It  may  be  viewed  as  a 
compilation  of  the  previous  systems  and  introduces  the  concept  of  user  interfaces  explicitly 
within  the  situation  assessment  module.  The  operation  of  this  system  can  be  divided  into 
four  steps  of  a  feedback  loop.  First,  a  multitude  of  sensors  and  information  sources  collect 
and  forward  informatitxi  from  the  batdespace  to  the  fusion  subsystem.  The  functicms 
within  this  subsystem  integrate  and  fuse  target  data  so  target  events  can  be  located  and 
identified.  The  fused  information,  representing  the  current  situation,  is  then  sent  to  the 
decision  support  subsectitm  where  it  is  used  to  create,  analyze,  and  rank  alternative  courses 
of  action.  A  human  commander  ccxnpletes  the  feedback  loop  by  selecting  courses  of  action 
or  intofacting  with  his  system  which  may  then  change  his  enviromnent. 


^Tbt  idM  of  «  “world  model”  if  an  integral  part  of  the  KOALAS  concept  and  is  difniiied  in  furdier  detail  in  Qiqner 
VL  KOALAS.  Eafentially,  a  world  model  is  a  simulation  or  representation  of  the  battlespace  widi  which  die 
warricr  can  interact  He  can  “game  out”  the  resultt  of  sensor  uisking  and  force  orders. 

^This  might  be  as  easy  u  time  synchronuation.  analog  to  digital  conversiort  or  trarulating  dau  into  a  common 
ooaqniter  laitguage  rqnaentation. 
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The  key  feature  here  is  the  specific  address  of  the  role  of  the  human  ctxnmander 
within  the  system.  The  system  initiates  toleration  with  a  query  from  the  human  commander 
to  die  decisitm  support  subsystem  for  recommended  courses  of  action.  This  query  would 
be  an  adjunct  to  ongoing  queries  or  requests  for  information  from  his  system.  This  is  a 
manifestation  of  the  "user  pull"  feature  of  the  Copernicus  and  C4IFTW  architectures. 

Using  certain  key  parameter  values  supplied  by  the  human  commander  and  the 
systems'  assessment  of  current  situation,  the  decision  support  subsystem  analyzes 
alternative  courses  of  action,  possibly  querying  die  muldsensor  integratirai  and  fusion 
subsystem  for  additional  information,  to  select  those  actions  to  recommend  to  the  human 
commander.  This  is  a  manifestation  of  die  KOALAS  concept  which  increases  the 
effectiveness  of  the  system  and  the  operator  by  exploiting  human  inductive  processes.  The 
human  axnmander  can  then  either  select  one  of  die  current  recommended  actions,  query  the 
system  for  additional  information,  or  implement  his  own  decision.  Obviously,  the  human 
commander  can  always  make  die  final  decision,  certain  routine  or  time-critical  actions  can 
automatically  be  determined  by  die  system.  This  is  a  direct  link  with  the  KOALAS  notion 
of  "intelligoit  control"^ 

C.  BENEFITS  OR  ADVANTAGES  OF  FUSION 

At  diis  point,  it  is  clear  iKdiat  die  fiisitxi  process  is  and  what  some  of  the  problems 
associated  with  accomplishing  sound  information  fusion.  It  becomes  important  to 
understand  what  a  few  of  the  "payoffs"  are  relative  to  system  and  operator  performance. 
These  advantages  are  addressed  below. 


^InMiligem  contnd  lefete*  lu  •Oempa  to  aid  human  cognitive  petfonnance  by  interlacing  human  and  computer 
naaoning  and  ia  djacmaed  in  more  detail  in  Chapter  VI,  KOALAS. 
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1 .  Accuracy 

Information  conceming  a  feature  or  group  of  dependent  features  in  the 
envinmment  can  be  obtained  with  greater  accuracy.  This  follows  the  notion  of  redundancy 
whereby  redundant  information  frmi  multiple  sensors  can  serve  to  increase  the  accuracy  of 
the  fused  informatiem  by  reducing  the  overall  uncertainty  of  the  informaticMi. 

2 .  Precision 

Information  conceming  a  feature  or  group  of  dependent  features  in  the 
environment  can  be  obtained  with  greater  precision.  Multiple  sources  may  be  cross- 
referenced  and  cross-linked  which  will  establish  a  better  baseline  conceming  the 
disposition,  orientation,  and  deployment  of  enemy  forces. 

3 .  Reliability 

Infomiation  conceming  a  feature  or  group  of  dependent  features  in  the 
environment  can  be  obtained  with  greater  reliability.  Multiple  sensors  serve  to  increase  the 
reliability  of  the  system  in  die  case  of  error  or  failure. 

4 .  Synergism 

Information  ctmeeming  atkliticmal  independent  features  can  be  obtained.  The 
synergism  with  which  tactical  operators  are  primarily  concerned  is  the  effort  to  reduce  or 
resolve  ambiguity,  to  perform  quick  and  effective  target  discriminatitxi,  and  to  discern 
enony  intent  It  is  this  notion  of  synergistic  value  of  inframation  derived  from  sensor 
fusion  and  applied  within  a  situatimal  awareness  framework  that  is  the  focal  point  of  tiie 
KOALAS  initiative.  KOALAS  is  none  of  ti^se;  but  rather,  it  encompasses  all  of  them. 
Hence,  complementary  infomiation  from  multiple  sensors  allows  independent  features  in 
the  environment  to  be  identified  by  the  system. 

5 .  Cost 

Information  is  obtained  at  a  lesser  cost  when  compared  to  the  equivalent 
information  fixmi  a  single  sensor  system.  Here,  the  argument  revolves  around  the  notion 
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that  to  obtain  equivalent  infonnatitm  value  fhxn  a  single  sensor  is  prohibitively  expensive 
M^hen  viewed  in  the  ctmtext  of  information  value  available  from  fused  infonnation. 

6 .  Time 

Infcmnatitxi  about  the  environment  can  be  obtained  in  less  time.  More  timely 
information  may  result  from  the  increases  in  sensor  operation  speed  resulting  from 
technology  advances  or  the  processing  parallelism  in  the  fusion  process.  In  other  words, 
viewing  comptment  information  at  the  same  time  with  inferred  value  (parallel)  or  viewing 
information  (me  piece  at  a  time  (serial). 

7 .  Performance 

An  increase  in  performance  relative  to  the  value  of  informati(m  and  not 
necessarily  individual  sens(H^.  Fused  information  displays  such  performance  gains  as 
higher  quality,  accuracy,  and  timeliness  versus  like  information  taken  from  numerous  and 
varied  sources  that  must  be  integrated  manually  over  time. 

8.  Extended  Spatial  Coverage 

Information  fusion  provides  the  warrior  the  (q}portunity  to  view  the 
batdespace  in  a  concise  and  ccxnprehensive  fashion.  Integrated  information  removes  the 
(mus  from  the  warri(X'  to  accommodate  this  requirement  by  devoting  untold  man-hours  to 
this  labor.  In  turn,  his  attention  can  then  be  appropriately  applied  to  a  broader  and  deeper 
view  of  his  battlespace. 

9 .  Survivability 

The  increased  reliability,  accuracy,  performance,  and  timeliness  of  the  fusicm 
process  serves  to  increase  not  only  the  survivability  of  the  troops  using  the  information,  but 
the  system  which  provides  the  fused  infrxmation  as  well.  Commanders  can  manage  their 
forces  better  as  a  result  of  this  fusion  process.  Better  management  and  leadership  implies 
better  combat  results  which,  in  turn,  implies  a  higher  probability  of  survival  for  both  the 
warriors  and  the  systems  they  use. 


67 


10.  Improved  Detection 

Simple  probability  theoiy  and  ccMnmon  sense  would  predict  tfiat  the 
probability  of  detection  against  a  target  increases  with  an  increase  in  the  number  of 
detecticxi  devices  employed  against  that  target  Similarly,  since  the  value  of  the  information 
derived  fitom  fusion  increases,  it  may  hold  that  new  or  unexpected  targets  may  fall  into  the 
detectitxi  envelope. 

11.  Reduced  Vulnerability 

The  fusion  process  reduces  dte  effectiveness  of  enemy  countermeasures 
directed  at  the  warrior  or  his  information.  As  a  direct  result  of  the  fusion  process,  a  system 
of  sensors  or  information  sources  will  not  be  degraded  by  enemy  countermeasures  whereas 
a  single  or  a  few  independent  sensors  or  sources  may  be  effectively  neutralized  by  enemy 
actions. 

12.  Robust  Performance 

Essentially,  the  fusion  process  permits  an  increase  in  virtually  all  nominal 
performance  measures  widi  no  detractions.  Tbis  robusmess  in  quality  information  and 
system  performance  provide  increases  in  the  effectiveness  of  the  commander  and  his  troops 
in  the  batdespace.  The  fusion  process  provides  clear,  unambiguous,  precise,  accurate,  and 
timely  information  felt  across  the  entire  battlefield.  Fused  information  is  vigorous  in  nature 
and  powerful  in  content 

13.  Increased  Dimensionality 

This  notion  is  similar  to  synergism.  Fused  information  provides  a  synergistic 
impact  across  more  (number)  and  diverse  (broader  and  deeper)  dimensions  of  die 
battlespaoe.  The  impact  of  fused  information  will  not  be  only  on  the  deployment  of  forces 
for  a  current  tactical  situatitm,  but,  as  an  example,  more  completely  using  the  results  of 
yesterday's  conflict  to  tomorrow's  advantage. 
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1 4 .  Increased  Coordination 

Coordination  improves  the  economy  of  military  effort  by  reducing  duplicatitxi 
and  the  likelihood  of  self-inflicted  losses  from  accidents  (Mendly  fire).  Additionally, 
cotndination  implies  the  ability  to  simultaneously  employ  more  troops  of  a  greater  diversity 
against  the  enemy  across  multiple  fronts. 

15.  Increased  Synchronization 

Poor  coordination  and  timing  (synchronizatitxi)  can  dissipate  lethal  energy 
and  negate  whatever  potential  synergism  may  be  realizable.  Information  fusion  allows  the 
cmnmander  to  increase  his  efforts  of  coordinaticm  and  the  effectiveness  of  his  timing 
thereby  achieving  greater  synchronizadon. 

E.  HUMAN  OPERATOR  CONTRIBUTIONS 

No  discussion  of  fusion  methodology,  systems,  problems  or  advantages  would  be 
ctxnplete  without  a  nod  toward  the  human  factor.  The  human  factor  will  continue  to  arise 
throughout  this  discussion  simply  because  it  is  die  focal  point  of  the  effort  —  why  it  is 
important  to  account  for  the  human  operator  in  die  system’s  design.  In  this  case,  the 
human  operator  is  perhaps  the  best  model  upon  which  to  compare  the  salient  features  of 
any  fusion  algorithm,  paradigm,  or  system.  Generally  speaking,  while  we  may  not  be  able 
to  fully  or  completely  understand  how  humans  fuse  data  as  well  as  they  do,  given  several 
chassis  limitadons,  they  ate  quite  adept  at  it  Humans  attribute  meaning  to  their 
experienced  world,  struggling  to  make  sense  of  what  they  perceive.  Based  on  these 
petcepdons  and  inteipretadons,  humans  evaluate  intendons  and  take  acdtxi.  Two  specific 
instances  of  human  excellence  at  fusion  are  discussed  below.  While  this  list  is  not 
complete,  it  will  hcqiefiilly  serve  to  illustrate  that  the  original  model  is  not  half  bad,  but  like 
all  things,  can  be  improved  upon. 
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1.  Flexible  Body  of  Knowledge 

Humans  go  through  life  compiling  a  huge  working  library  and  memory  of 
perceptions,  feelings,  facts,  figures  and  otter  knowledge  memorabilia.  Taken  in  isolation, 
perhaps  an  insignificant  ctmundrum  of  trivia.  Taken  wholly  out  of  context  and  in  smne 
magical,  as  yet  unexplainable,  morass  of  interconnections,  deductive  and  intuitive  sense 
can  be  made  out  of  seemingly  unrelated  phenomena  when  applied  to  a  specific  situation. 
This  flexible  body  of  knowledge  is  the  subject  of  one  area  of  study.  Expert  Systems. 

2 .  Information  Modality 

Information  modality  pertains  to  die  ability  to  make  sense  out  of  physically  or 
phenomenologically  unrelated  and  dissimilar  sensory  perceptions.  For  example,  the 
combination  of  sight  and  sound  can  aid  in  the  identification  of  an  unknown  as  well  as 
provide  a  "sense"  of  what  the  intent  is.  A  W.W.n  German  Stukka  dive  bomber  was  not 
only  an  easily  distinguishable  airframe,  but  when  it  intended  to  "kill,"  it  made  a  distinctly 
distressing  and  piercing  **scteam.” 

F.  REQUIREMENTS  FOR  SUCCESSFUL  FUSION 

Given  that  the  general  process  of  fusion  is  understood,  and  that  the  advantages  and 
problems  associated  with  existing  and  proposed  fusion  methodologies  are  at  least 
recognized  if  not  entirely  comprehensible,  tten  all  that  remains  to  ensure  that  fiisitm  is 
prt^ierly  focused  on  mission  tasks  and  the  user  within  the  Copemican/  C4IFTW 
firameworks  is  to  consider  what  marks  success.  The  following  points  are  compiled  from 
multiple  sources,  principally,  Luo  and  Kay  (1988),  Naylor  (1987),  Ccxnparato  (1988),  and 
Laldn  and  Miles  (1987). 

•  Fusion  is  a  system  and  prcxress  that  lets  a  human  qjerator  control  and  monitor  data 
fiom  the  sensor  bank  and  draw  appropriate  conclusions. 

•  Fusion  is  a  hard-wired  semiautomatic,  semiautonomous  system  which  serves  to 
reduce  human  cognitive  load  and  increase  human  cognitive  understanding. 
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•  Fusion  will  employ  automatic  systems  that  can  operate  a  variety  of  sensors,  employs 
AI  techniques  to  detect  objects  of  interest  integrate,  interpret  arid  classify  their  data, 
and  have  the  flexibility  to  adapt  to  changing  situations. 

•  Fusion  must  be  fault  tolerant  Sensors  can  operate  independently  of  one  another 
thereby  decreasing  the  reliance  on  one  source  and  allowing  for  r^uced  fidelity  as  a 
result  of  some  sensor,  device,  system,  at  architecture  error.  The  information 
available  is  what  is  important  Informatitm  content  is  the  bailiwick  of  the  assessment 
phase...they  are  separable  but  not  independent  Faults  at  sensor  nodes  will  incur 
hulure,  but  die  system  as  a  whole  will  continue  operating. 

•  Fusion  must  be  adaptive  to  the  tiireat  environment  Sensor  fusion  must  be 
responsive  to  quickly  changing  battie  conditions. 

•  Fusion  must  specify  sensor  or  information  source  characteristics,  properties,  and 
output  in  terms  of  physical  laws  subject  to  uncertain  sensor  or  source  geometry. 

•  Fusitxi  must  develop  or  support  a  methodology  for  sensor  or  source 
data^nformatitxi  an^ysis  and  compensation  techniques. 

•  Fusion  organization  must  be  able  to  direct  sensors  to  fulfill  specific  roles. 

•  Fusion  management  must  provide  greater  tolerance  fm*  sensing  device  failure,  and 
generation  of  appropriate  control  tasks. 

•  Fusirm  must  successfully  and  effectively  integrate  and  accommodate  the  user. 

•  Fusion  processes  support  dynamic  reconfiguration  of  the  sensor  systems  and 
information  sources. 

•  Fusion  must  reduce  complexity  through  shared  resources. 

•  Fusion  must  allow  real  time  monitoring  of  sensors. 

•  Fusion  must  reduce  human  cognitive  loading  and  increase  human  cognitive 
efficiency. 

•  Fusion  must  increase  Pkiii  against  the  enemy. 

•  Fusion  must  increase  Psurvival  forces. 

•  Fusion  must  iiKrease  mission  effectiveness. 


G.  SUMMARY  and  CONCLUSIONS 

The  effects  of  fusion  will  be  felt  and  discerned  by  the  operator  at  some  sort  of 
integrated  display.  Current  technology  mandates  some  sort  of  Video  Display  Unit;  the 
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future  holds  such  things  as  synthetic  environments  and  virtual  reality  applications  which  are 
user-interface  dependent  on  technology.  The  popularized  "cyberspace"  visitm  holds  that 
human  ingenuity  will  move  beyond  or  even  transcend  the  limits  of  technology  to  where  the 
operatOT  can  move  along  the  digital  highways  of  the  information  world  viewing,  reviewing, 
selecting,  and  fusing  when,  where  and  how  he  sees  fit,  all  at  the  speed  of  human  intuition. 
The  focus  of  this  thesis  is  not  necessarily  how  fusion  happens  or  the  algorithms  used,  but  a 
look  at  the  results  of  effective  fusion  and  how  to  make  the  operator  and  the  system  more 
effective  regardless  of  the  black  box  internals  or  the  architecture  externals.  KOALAS 
represents  an  information  handling  and  processing  taxonomy  that  enhances  the  human 
operator's  intuitive  feel  for  the  situation  thoeby  permitting  a  hypereffective  sensor  or 
information  fusion  capability.  Information  fusion  is  an  integral  part  of  developing  and 
nurturing  this  intuitive  capability. 

There  is  nothing  magical  or  even  new  about  information  fusion —  every  commander 
can  tell  you  why  fusion  is  important  However,  the  new  technologies  available  make  the 
presentation  meti^hor  a  dynamic  variable,  not  to  mention  the  sheer  volume  of  information 
that  will  be  required  to  be  fused.  There  may  be  as  yet  unrealized  or  unforeseen  value, 
gains,  or  detriments  as  a  result  of  the  volume  of  informatitm  to  which  the  world  is  and  will 
be  subjected.  Finally,  this  information  is  the  key  to  sound  situational  assessment  which 
will  be  discussed  in  further  detail  in  Chapter  V. 
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V.  SITUATION  ASSESSMENT 


It’s  not  what  we  don't  know  that  gives  us  trouble. 

It's  what  we  know  that  ain't  so. 

-  WILL  ROGERS 

As  indicated  by  Figure  V-1,  below,  this  chapter  will  discuss  some  of  the  broad 
issues  concerning  the  notion  of  situation  assessment  relative  to  human  decision  making, 
information  processing,  and  intuition. 


One  of  the  most  critical  and  challenging  activities  any  command  can  undertake  is  to 
construct  and  maintain  the  best  possible  assessment  of  the  tactical  situation  within  the  area 
of  responsibility  or  operating  area  in  general.  In  piinciple,  this  would  include  locating, 
tracking,  and  classifying  all  objects  contributing  to  that  situation,  and  doing  so  quickly 
enough  to  react  to  any  aspects  which  may  pose  an  immediate  threat  to  the  commander's 
forces.  More  importantly,  the  focus  is  most  intense  within  the  realm  of  discerning  the 
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"intent"  of  an  object  or  contact  Often,  this  perception  or  intuitive  "feel"  of  intent  is  the  key 
factor  which  delineates  an  unknown  contact  as  "hostile"  or  "fiiendly"  and  if  "hostile,"  is  the 
key  point  in  ordering  forces  to  engage. 

A.  DECISION  MAKING 

Arguably,  the  ultimate  measure  of  effectiveness  by  which  to  judge  the  advanced  C^I 
architecture  initiatives  introduced  in  Chapter  n  is  how  well  they  support  the  warriOT  in 
making  his  decisions.  In  essence,  command  and  control  is  the  fruit  of  the  decisicxi  making 
process.  Decision  making  "...  is  a  complex  process  by  which  people  evaluate  alternatives 
and  select  a  course  of  action.  The  process  involves  seeking  information  relevant  to  the 
decision  at  hand,  estimating  probabilities  of  various  outcomes,  and  attaching  values  to  the 
anticipated  outcomes."  (Sanders  and  McCormick,  1987,  p.  63)  Interestingly,  people  seem 
generally  unaware  of  how  they  make  decisions.  Perhaps  this  stems  frtnn  an  equally 
prevalent  lack  of  awareness  on  how  they  seek  information.  Often  times,  they  are  unable  to 
explain  why  they  prefer  one  alternative  to  others.  Principally,  individuals  care  little  for  the 
quality  of  their  own  decision  making  process  and  care  much  about  the  inability  of  others  to 
make  decisions.  In  an  effort  to  simplify  the  discussion,  the  notion  of  decision  making  will 
be  broached  in  terms  of  three  models  -  normative,  descriptive,  and  prescriptive.  (Smith 
and  Sage,  1991) 

1 .  Normative 

The  normative  model  of  decision  making  describes  what  decisions  a  person 
should  make  if  they  follow  certain  axioms.  Sometimes,  this  is  viewed  as  a  quantitative 
model  of  decision  making  based  on  a  hypothetical  human  in  a  hypothetical  situation 
following  axiomatic  behaviOT.  This  approach  attempts  to  explain  how  people  should  make 
decisions  if  they  wish  to  follow  accepted  laws  of  behavior.  The  normative  apfxoach  comes 
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from  decision  theorists  and  is  often  characterized  as  a  rational  approach  to  decision  making. 
(Smith  and  Sage,  1991,  p.  449, 459} 

2 .  Descriptive 

The  descriptive  model  attempts  to  illustrate  the  manner  in  which  a  real  person 
goes  about  making  a  decision  in  a  variety  of  situations.  This  process  is  often  flawed  and 
generally  personalized  to  a  specific  individual.  Descriptive  models  of  decisimi  making 
generally  result  from  psydiolo^cal  studies.  These  studies  are  essentially  interested  in  how 
a  person  actually  makes  a  decision  in  the  real  world  and  to  what  extent  the  individual's 
decision  process  is  compatible  with  rational  decision  models.  (Smith  and  Sage,  1991,  p. 
449, 459) 

3 .  Prescriptive 

The  prescriptive  model  attempts  to  modify  the  normative  model  to  fit  a  real 
human  in  a  real  decision  situation.  These  modbls  may  be  thought  of  as  the  result  of  a 
systems  engineering  approach  to  improve  the  decision  making  process  through  the  use  of 
information  technologies.  These  models  attonpt  to  permit  "good”  decisions  to  be  made 
even  if  information  on  alternatives  or  situaticm  hypotlwses  are  incomplete.  (Smith  and 
Sage,  1991,  p.  449, 459) 

4.  Four  Types  of  Decisions 

Regardless  of  the  specific  decisicm  process  or  combination  used^  the  ^pe  of 
decisions  commonly  made  may  be  easier  to  place  into  context  Sage  reports  four  types  of 
decisions: 

•  Sttaie^  banning  Decision:  decisions  related  to  choosing  hipest-level  policies  and 

pjecnves,  and  associated  resource  allocations. 


^The  ditcaukm  nUtWe  to  dadsion  methodotofiet  is  by  no  means  oonq>lele.  It  is  intended  to  provide  a  simple 
end  cofidiasooiioepaial  and  ooniexiual  frame  of  referanoc  for  the  reader. 
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•  Management  Control  Decisions:  decisions  made  for  the  purpose  of  assuring 
effectiveness  in  the  acquisition  and  use  of  resources. 

•  Operational  Control  Decision:  decisions  made  for  the  puipose  of  assuring 
effectiveness  in  the  performance  of  operations. 

•  Operational  Perfonnance  Decisions:  day-to-day  decisions  made  while  performing 
operations.  (Sage,  1991,  p.  2) 

For  purpo^s  of  discussion,  the  latter  two  are  generally  more  pertinent  to  the  majority  of 
warriors  because  they  interact  with  their  battlespace. 

It  is  generally  believed  that  operational  decisions  are  made  with  mote 
frequency  and  are  associated  with  less  consequence  or  risk  than  either  management  or 
strategic  decisions.  However,  operational  decisions  may  be  characterized  as  possessing  a 
fair  amount  of  immediacy  about  them.  Geirerally,  warriors  at  all  levels  are  rarely,  if  ever, 
afforded  the  luxury  of  having  either  the  time  or  the  support  resources  —  facilities, 
manpower,  equipment,  etc.  —  to  assist  them  in  making  operational  decisions.  The 
decisions  made  at  the  warrior  level  are  often  times  based  on  a  "sense"  or  perception  of  what 
is  happening  in  the  battlespace  and  a  belief  or  predictitm  of  what  is  about  to  happen  in  the 
battlespace.  These  "heat  of  battle"  decisions  are  not  easily  "fitted"  into  one  of  the  above 
three  categories  of  decisitm  making  methodologies.  In  fact,  "methodology"  implies  almost 
a  structured,  rigorous,  or  even  scientific  approach  to  making  decisions.  Rather,  tiiese 
operational  decisions  are  often  made  based  on  a  "hunch,"  or  "gut-feeling"  of  what  is 
hai^ning  —  in  short,  intuitiotL  This  notion  ttf  human  intuition  is  discussed  in  further 
detail  later  in  this  chapter. 

5 .  Situation  Assessment 

"The  decision  process  begins  with  an  assessment  of  the  situation  and  hence 
die  ability  to  make  an  accurate  arxl  pertinent  situation  assessment  is  integral  to  an  effective 
decision  process."  (Smith  and  Sage,  1991,  p.  449)  Simply  put,  situation  assessment  is  rhe 
process  of  identifying  and  defining  the  problem.  This  thesis  argues  that  a  warrior's 
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situation  assessment  can  be  enhanced  by  augmenting  his  innate  intuitive  judgment  by 
accomplishing  sound  and  accurate  information  fusion  resulting  fiom  the  transition  to  an 
information  pull  doctrine  si^ported  by  advanced  technologies  as  implemented  in  the 
advanced  C^I  initiatives  currently  tabled.  A  brief  overview  of  the  human  decision  making 
process  has  been  discussed.  Situation  assessment  and  human  intuiticm  will  be  developed  in 
detail  later  in  this  cluqrter.  Appropriate  attention  must  now  be  directed  to  the  impact  of 
information  within  this  archetype. 

B .  INFORMATION  IMPACT 

As  noted  previously,  decision  making  is  fundamentally  dependent  cm  seeking  and 
processing  information  relevant  to  the  decisicm  at  hand.  The  advanced  C^I  architectures 
will  place  the  onus  of  informaticm  seeking  back  where  it  belongs  -  cm  the  warrior. 
Lrformaticm  pull,  as  discussed  in  Chapter  m,  is  an  indication  that  the  C^I  architectures  of 
the  future  will  indeed  support  the  warrior's  decision  making  process.  Similarly,  decision 
making  is  dependent  on  the  warrior’s  ability  to  process  this  informaticm  subject  to  human 
cognitive  limitaticms.  This  section  will  address  some  issues  relevant  to  informaticm  seeking 
and  processing  pursuant  to  establishing  linkage  with  situation  assessment. 

1.  Information  Variables 

Information  is  viewed  in  relation  to  the  battlespace  within  which  it  resides. 

As  such,  there  is  a  high  degree  of  uncertainty  aiai  variability  associated  with  this 
informaticm.  Additionally,  this  informaticm  is  task  dependent;  that  is,  the  warrior  will  seek 
the  information  he  feels  is  relevant  to  his  mission  statement  and  battlespace  objectives.  As 
reported  in  Sage  (1991),  there  are  essentially  eight  informaticm  relevant  variables  pertaining 
to  any  given  decisicm  making  or  situation  assessment  process: 
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1 .  Inherent  Accuracy  of  Available  Irformation.  Operational  ctxitrol  situations  will 
often  deal  with  infonnadon  that  is  relatively  certain  and  precise.  The  information  in 
strategic  situations  is  often  uncertain,  imprecise,  and  incomplete.^ 

2.  Needed  Level  of  Detail.  Often  very  detailed  information  is  needed  for  q)erational- 
type  decisions.  Highly  aggregated  information  is  often  desired  for  strategic  decisions.^ 

3.  Time  Horizon  for  Irfomuttion  Needed.  Operational  decisions  are  typically  based  on 
informatitMi  over  a  short  time  horizon,  and  the  nature  of  the  control  may  chwged 
frequently.  In  contrast,  strategic  decisions  are  founded  on  information  and  predictions 
baskl  on  a  long  time  h^zon. 

4.  Frequency  of  Use.  Strategic  decisions  are  made  infrequently,  although  they  are 
perhaps  refined  fairly  often.  G^radtxial  decisions  are  made  quite  frequently  and  are 
reladvely  easily  changed. 

5.  Internal  or  External  Information  Source.  Operational  decisions  are  often  based  on 
information  that  is  available  internal  to  the  organization,  whereas  strategic  decisions  are 
much  more  likely  to  be  dq)endent  on  information  content  that  can  only  be  obtained 
external  to  the  organization.^ 

6.  Irformation  Scope.  Generally,  c^ierational  decisitxis  are  made  on  the  basis  of 
narrow-scope  information  related  to  well-defined  events  internal  to  the  organization. 
Strategic  dt^sitxis  are  based  on  broad-scqie  information  and  a  wide  range  of  factors  that 
often  cannot  be  fully  anticipated  pticx'  to  titt  need  for  the  decision. 

7 .  Irformation  QuantiJuAility.  In  strategic  planning,  information  is  very  likely  to  be 
highly  qualitative,  at  least  inititdly.  For  qierational  d^sions,  the  available  information  if 
often  highly  quantifted. 

8 .  Irtformation  Currency.  In  strategic  planning,  information  is  often  rather  old,  and  it 
is  often  difficult  to  obtain  current  information.  ^  operational  control  de»cisions,  very 
current  information  is  often  needed. 


^Thii  notkm  was  limilarly  addretied  in  Chapcer  IV,  Fiuion.  The  relative  icale  of  operational  uncertainty  and 
•traiefic  certainty  it  preciaefy  that  -  relative.  In  diis  context,  certain  and  precise  information  associated  with 
operational  control  situations  may  mean  that  the  source  of  information  are  simply  more  immediate,  closely 
linked,  and  within  the  operational  control  of  die  battlefield  commander  and  subject  to  his  feedback.  Additionally, 
stratepc  decisions  are  (oierally  farther  reaching  in  scope  and  not  considered  within  the  sphere  of  a  battlespace. 

^Part  and  parcel  to  the  idea  of  mformation  fusion  addressed  in  Quqner  IV,  Fusion.  The  information  detail  is 
something  that  will  be  eatablished  by  the  warrior  via  the  information  pull  feature  of  the  advanced  C^I  architectures 
by  snieraettng  with  die  architecture's  cqiabilities  presented  in  Chqxer  m.  Information  Pull  and  Technology. 

key  faehtre  that  may  not  be  clear  is  diat  the  advanced  C4I  architectures  intend  to  obviate  or  even  negate  this 
informatiou  variable.  ‘The  access  features  of  transparency  and  seamleu  operations  addressed  in  Chapter  II. 
Advanced  C4I  Architectures,  will  ensure  that  the  warrior  gets  any  and  all  mformation  that  exists. 


These  infonnation  vaiiables  help  to  detennine  the  quality  of  the  information  iqx)n  which  the 
warrior  will  assess  his  battlespace.  (Sage,  1991,  pp.  4-5) 

2.  Infonnation  Processing  Realities 

Sage  presents  several  fundamental  characteristics  pertinent  to  understanding 
and  aiding  the  human  situation  assessment  process.  These  may  be  thought  of  as 
infonnation  processing  realities.  These  are  but  a  few  items  and  broad  in  scope. 

•  Humans  have  extensive  wholistic  (intuitive  affect,  reasoning  by  analogy,  etc.) 
information-processing  abilities.  (Sage,  1991,  p.l6, 296) 

•  Humans  use  potentially  definable  and  identifiable  judgmental  guidelines, 
perspectives,  and  rules  that  are  more  or  less  appropriate,  depending  on  their 
applicability  to  the  task  at  hand.  (Sage,  1991,  p.  16, 296) 

•  As  the  amount  of  infoimatitm  imperfecticxi  increases,  there  will  exist  a  much  greater 
need  for  cooperative  interaction  among  die  various  human,  technological,  and 
organizationial  elements  that  comprise  a  task.  (Sage,  1991,  p.  19, 298) 

•  The  majority  of  studies  of  human  decision  making,  especially  in  organizational 
settings,  shows  tiiat  people  rarely  concentrate  on  one  problem  at  one  time  but 
generally  consider,  in  a  simultaneous  (often  nonsystematic  and  parallel)  manner,  a 
diversity  of  problem-solving  situations.  (Sage,  1991,  p.  20, 298-299) 

•  Human  performance  may  suffer  when  die  task  requirements  suggest  performance  of 
several  subtasks,  often  in  diverse  stages  of  completion,  in  parallel.  (Sage,  1991,  p. 
20,  299) 

•  Humans  are  limited  in  their  unaided  idrility  to  process  aleatory,  or  statistical, 
information.  (Sage,  1991,  p.  20, 299) 

•  Humans  often  reason  quite  well  based  on  epistemic  and  evidential  infnmatimi. 
Confirmation  and  denud  rules,  while  potentially  very  flawed  from  the  strict 
viewpoint  of  madiematical  logic,  often  yield  very  acceptable  judgments  and  often 
represent  the  otdy  types  of  iiifotmation  available  for  judgment  (Sage,  1991,  p.  20, 
299) 

These  realities,  both  pro  and  ccm,  are  important  for  the  warrior  to  keep  in  mind  for  several 
reasons.  First  an  appreciation  for  the  simple  fact  that  these  realities  exist  will  aid  the 
warrior  in  thinking  about  the  decision  envircxtment  in  which  he  must  function.  Second,  an 
understanding  of  these  realities  enables  the  warrior  to  seek  and  process  his  batdespace 
information  more  effectively.  Fmally,  an  accepumce  of  these  realities  enables  the  warrior  to 
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be  adaptable  and  to  interact  and  interface  with  his  battlespace  to  his  advantage.  Appendix 
B  provides  additional  information  on  human  decision  making  models  and  information 
processing  biases. 

3.  Information  Processing  Consequences 

Similar  to  the  above  discussion,  the  consequences  of  limited  human 
information  processing  capacity  as  discussed  by  Hogarth  are  presented  below. 

•  Perception  of  informadmi  is  not  comprehensive  but  selective; 

•  Since  pet^le  cannot  simultaneously  integrate  a  great  deal  of  informatitMi,  they 
process  information  in  a  predominantly  sequential  manner^; 

•  Information  processing  is  necessarily  dependent  upon  the  use  of  operations  that 
simplify  judgmental  tt^  and  reduce  mental  effort;  and 

•  People  have  limited  memory  capacity.  (Hogarth,  1987,  p.  208) 

These  consequences,  in  addition  to  the  realities  presented  above,  become  especially 
important  relative  to  the  warrior  attempting  to  interface  with  his  battlespace.  His  situatitxi 
assessment  process  will  hinge  on  his  ability  to  minimize  these  information  consequences 
while  working  within  his  information  realities. 

Stemming  from  this  limitation  and  attributable  to  man’s  adaptability  is  the  fact  tiiat 
people  do  not  generally  submit  to  their  environment,  at  least  passively.  Most  decision 
processes,  information  processing,  and  situation  assessments  require  some  degree  of 
ccxitrol  over  tiie  environment  resulting  in  pet^le  acting  on  the  environment — in  the  case  of 
the  warrior,  this  would  be  the  essence  of  command  and  control. 

C.  SITUATION  ASSESSMENT  PROCESS 

As  mentioned  previously,  the  decision  process  begins  with  an  assessment  of  the 
situation.  By  extension,  this  assessment  is  based  on  human  judgment  These  judgments 

^Recall  the  difcunion  oonceming  parallel  proceuing  and  connectionism  presented  in  Chapter  Dl.  Sequential 
processing  refers  to  how  people  collect  and  synthesize  multiple  sources  of  infoimation.  Parallel  proceuing  refers 
to  how  people  assimilate  and  grasp  information  after  it  hu  bM  gathered  and/or  presented. 
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are  made  intuitively,  without  reasoning  and  on  an  almost  instinctive  level  (Hogarth,  1987, 
p.  1)  However,  in  light  of  the  increasing  complexity,  rapidity  of  change,  and  growing 
unfamiliarity  of  circumstance,  Hogarth  argues  that  the  intuitive  process  that  has  served  the 
human  race  well  in  the  past  is  inadequate  to  meet  the  demands  of  the  future. 

The  intuitive  judgments  alluded  to  above  are  based  cm  information  that  has  been 
processed  and  transformed  by  the  human  mind.  Recent  work  in  the  field  of  cognitive 
psychology  has  produced  some  firm  conclusions  regarding  the  abiliQf  of  man  as  an 
information  processor.  One,  people  have  limited  informatiim  processing  capacity.  Two, 
people  are  adaptive.  It  may  be  argued  that  it  is  precisely  this  cqracity  "limitation"  which 
portends  adaptability  thereby  enhancing  intuiticm. 

1 .  Intuition 

The  notion  of  intuition  is  perplexing.  Indeed,  one  is  hard  pressed  to  explain 
exactly  how  intuition  "happens."  Based  on  practical  experience,  it  seems  that  intuitive 
decision  making  is  the  mainstay  of  experienced  decision  makers  —  those  often  referred  to 
as  **expetts.”  There  may  be  an  argument  that  supports  the  idea  that  the  more  i^prq;)riate 
role  of  a  computer  expert  system  is  not  to  capture  an  expert's  knowledge,  but  rather,  to 
capture  an  expats  intuition.  Where  Hogarth  seems  to  doubt  the  impact  or  validity  of 
intuititm  or  intuitive  decision  making  in  the  future,  Morris,  as  presented  in  Sage  and  Smith, 
“conjectures  that  it  is  the  abilities  of  the  decision  maker  to  improve  the  intuitive  oqrabilities 
as  qrposed  to  the  logical/  mathematical  capabilities  that  are  the  more  important  and  useful 
for  the  decision  maker.”  (Smith  and  Sage,  1991,  p.  454) 

It  is  difficult  to  "get  a  handle"  on  just  what  is  meant  by  the  use  of  the  word 
"intuitiotL"  Kahneman  and  Tversky  define  the  terms  intuition  and  intuitive  relative  to  how 
they  are  used: 

First,  a  judgmetit  is  called  intuitive  if  it  is  reached  by  an  informal  and  unstructured  mode 
of  reasoning,  without  the  use  of  analytic  methods  or  deliberate  calculation....  Second,  a 
fomutl  rule  or  a  fact  of  nature  is  called  intuitive  if  it  is  compatible  with  our  lay  model  of 
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the  world....  Third,  a  rule  or  a  procedure  is  said  to  be  part  of  our  repertoire  of  intuitions 
when  we  apply  the  rule  or  follow  the  procedure  in  our  normal  conduct  (Kahneman  and 
Tversky,  1982,  p.  494) 

Similarly,  human  intuition  has  been  represented  as  an  inductive  process.  It  has  been 
presented  as  the  result  of  various  cognitive  strategies.  The  notion  of  human  foresight  and 
ptedictitxi  is  often  associated  with  intuition.  Glass,  Holyoak,  and  Santa  have  described 
intuiticHi  as  a  result  of  prototype  matching,  or  more  generally,  a  result  of  a 
representativeness  strategy  of  decision  making  and  situation  assessment  (Glass,  Holyoak, 
and  Santa,  1979,  p.  389)  Kahneman  and  Tversky  suggest  that  intuitive  predictions  are 
graerated  based  on  a  simple  matching  rule  aixi  are  nonregressive^  in  nature.  (Kahneman 
and  Tversky,  1982,  pp.  416-417)  Hogarth  makes  an  amplifying  case  that  intuitive 
predictions  are  based  largely  on  an  individual's  causal  understanding  of  the  world. 
(Hogarth,  1987,  pp.  40-41. 160-162) 

Intuition,  tiien,  may  stem  from  the  simple  fact  that  it  is  an  intrinsic  human 
ability  to  compensate  for  limited  information  processing  capability.  Indeed,  this 
infonnation  handling  limitation  means  that  warriors  must  accept  the  battlespace  as 
probabilistic.  Hogarth  states,  "...  the  source  of  uncertainty  lies  within  us  [humans]  rather 
than  in  tiie  enviraiment."  (Hogarth,  1987,  p.  33)  There  may  even  be  a  cohesion  or 
coupling  between  intuition  and  this  notion  of  judging  probable  cause.  Hogartii  continues, 
"Nonetheless,  peqrle  do  have  strong  intuitions  concerning  the  presence  or  absence  of  cause 
in  particular  circumstances.  Moreover,  tlwse  fcrnn  the  bases  of  judgments  of  probable 
cause."  (Hogarth,  1987,  p.  41)^  There  are  strong  implications  in  the  value  and  power  of 

^  easence,  inluitiont  remit  from  a  cognitive  model  of  the  world;  this  model  is  not  influenced  by  intution. 

^Hogardi  provides  four  types  of  considerstions  that  may  aflect  probable  cause  judgments.  The  audior  believes 
they  may  be  equally  attributable  to  human  intuitive  judgments  as  well.  In  the  interests  of  brevity  they  will  be 
list^  hm  (a)  the  causal  field  or  context  in  which  such  judgments  are  made;  (b)  the  use  of  various  imperfea 
mdicaton  of  causal  relations  called  "cues-to-causality";  (c)  judgmental  strategies  employed  by  cmnUning  the 
causal  field  with  the  "cues-to-oausality";  and  (d)  the  role  of  alternative  explanations  in  discounting  the  strength  of 
particular  causal  beliefs.  The  reader  is  invited  to  consult  Hogarth,  p.  41,  for  further  amplification. 
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tapping  this  human  judgmental  reserve.  Relative  to  the  warrior  assessing  his  batdespace, 
intuition  and/or  judging  probable  cause  is  intimately  embedded  in  the  idea  of  determining 
“hostile  intent”  based  (xi  uncertain  information  that  is  sampled  fitxn  a  complex  and  dynamic 
envirotunent 

Given  that  intuition  is  a  large  part  of  the  decision  making  and  situation 
assessment  process,  it  is  important  to  link  the  significance  of  the  preceding  chapters  to  this 
discussion.  According  to  Smith  and  Sage,  there  are  two  major  complicating  factors 
associated  with  situation  assessment.  One,  the  sources  of  information  that  describe  the 
b^espace  may  have  imperfections  so  that  the  information  may  be  erroneous,  fiizzy,  or 
generally  uncertaiiL  This  is  the  foundation  of  the  argument  for  information  fusion.  By 
employing  fusion  schema,  this  information  uncertainty  may  be  reduced.  Two,  ”...  the 
situation  assessment  process  should  provide  the  decision  maker  with  only  the  information 
required  for  that  particular  decision  maker  in  that  particular  context  to  generate  and  select 
the  proper  decisitxi  alternative.”  This  is,  of  course,  a  fundamental  concern  addressed  by 
die  implementation  of  user  pull  within  the  advanced  C^I  architectures.  User  puU  avoids 
irrelevant  or  deficient  information  conditions  because  the  warrior's  information  is  defined 
in  terms  of  his  batdespace.  (Smith  and  Sage,  1991,  p.  450) 

2.  Situation  Assessment  Functions 

It  is  now  readily  tqiparent  that  sound  and  accurate  situation  assessment  are 
supported  by  information  fusion  and  user  pull.  But  what  is  “situation  assessment” 
exacdy?  According  to  Noble,  as  reported  in  Smith  and  Sage,  situation  assessment  is  made 
up  of  the  following  functions: 

•  An  estimate  of  the  purpose  of  activities  in  die  observed  situation, 

•  An  understanding  of  the  roles  of  the  participants  in  these  activities, 

•  Inferences  about  cmnpleted  or  (xigoing  activities  that  cannot  be  directly  obsoved, 
and 
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•  Inferences  about  future  activities.  (Smith  and  Sage,  1991,  p.4S0) 

These  are  all  functions  that  occur  continuously  by  a  warrior  in  evaluating  his  batdespace. 
Particular  attention  ought  be  paid  to  the  last  two  bullets  concerning  inference.  Again, 
accoding  to  Smith  and  Sage,  situaticm  assessment  is  accomplished  by  performing  a  series 
of  inference  tasks.  Each  task  is  supported  by  interacting  knowledge  sources  and 
processing  resources.  Advanced  C^I  architectures  support  this  goal  of  situation  assessment 
by  enabling  the  warrior  to  see  his  batdespace  more  completely  by  providing  a  better 
understanding  of  an  uncertain  situation.  (Smith  and  Sage,  1991,  p.  451) 

3.  Situation  Assessment  Process 

Functionally,  situation  assessment  may  appear  rather ...  simple.  In  action, 
however,  good  situation  assessment  is  subject  to  the  vagaries  of  the  decision  maker  or  the 
warrior.  Before  some  of  these  limiting  factors  are  introduced,  the  actual  situation 
assessment  process  is  discussed.  According  to  Smith  and  Sage  (1991),  situation 
assessment  consists  of  eight  steps  and  is  represented  in  Figure  V-2. 

If  nothing  else,  it  becomes  important  to  note  that  the  crux  of  the  simation 
assessment  process  is  the  gathering  of  information.  More  appropriately,  the  display  of 
pertinent  and  accurate  information.  As  noted  previously,  gathering  the  infcmnation  will  be 
a  technological  solution.  Presenting  the  infOTmatitm  will  be  the  foundation  of  the  human- 
information  interface.  This  interface,  then,  will  be  the  tool  by  which  the  warriOT  begins, 
conducts,  and  completes  his  assessment  of  the  situation.  Smith  and  Sage  present  three 
types  of  emn^  that  may  result  while  performing  situation  assessment: 
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Hgure  V*2:  Ccmceptual  Illustration  of  Situation  Assessment  (after  Smith  and  Sage,  1991) 
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•  Type  X  Errors  —  errors  that  result  from  incorrectly  assessing  there  is  a  problem 
when  tl»re  is  no  problem  (false  alarms);^ 

•  Type  n  Errors  —  errors  that  result  fitrni  incorrectly  assessing  there  is  no  problem 
when  there  is  a  problem  (misses);^  and 

•  Type  m  Errors  —  errors  that  result  from  correctly  assessing  there  is  a  problem,  but 
incorrectly  identifying  the  problem.l^  (Smith  and  Sage,  1991,  p.  453) 

A  problem  may  be  viewed  as  a  difference  in  what  is  occurring  in  the 
battlespace  and  what  the  warrior  would  like  to  have  occur.  Situation  assessment  serves  to 
help  identify  this  "delta,"  collect  and  process  relevant  informatitm,  generate  and  review 
alternative  courses  of  action,  and  make  a  decision  to  implement  one  or  more  of  these 
courses  of  actitxi  to  reduce,  minimize,  or  eliminate  this  gap.  Information  fusion  and 
informatitm  pull  serve  to  detect  this  gap  quicker  and  make  alternative  selection  more 
effective  and  efficient 

4.  Dynamic  Situation 

In  the  warrior’s  battlespace  the  issues  associated  with  situation  assessment 
will  be  dynamic.  This  may  be  for  a  variety  of  reasons,  but  principally  and  simply  because 
armed  conflict  is  rarely  static.  It  would  be  a  difficult  argument  to  make  that  the  "clash  of 
swords,"  or  the  "rock-n-roll"  of  semi-auumiatic  assault  rifles  is  a  static  process.  By 
default  dien,  the  warrior’s  situation  assessment  process  will  revolve  around  a  battlespace 
or  combat  envircmment  that  is  in  a  perpetual  state  of  flux.  Brehmer,  as  reported  in  Smith 
and  Sage,  characterizes  a  dynamic  situation  as  follows: 


^Recall  the  discutskm  of  the  USS  Vincennes  -  Iranian  Airbus  Lncident  in  Giapier  IV,  Fusion.  This  is  an  excellent 
exanqile  of  a  Type  I  Enor.  The  CIC  team  inconecily  assessed  that  die  inbound  air  contact  (Commercial  Airbus) 
was  a  hostile  warplane  -  a  problem  -  when  there  was  in  fact,  no  problem  or  threat 

^Recall  die  diacusahm  of  the  USS  Stark  -  Iraqi  Mirage  incidem  in  Chapter  IV,  Fusioit  This  is  an  excellent 
example  of  aiype  II  Error.  The  CIC  team  in  the  USS  Stark  incorrectly  assess^  that  there  was  no  problem  with  the 
correctly  identified  Iraqi  Mirage  when,  in  fact  the  Iraqi  warplane  was  a  threti,  or  a  proldent 

^^hlie  Bicident  at  Three  Mile  bland  nuclear  power  plant  u  an  excellent  example.  Here,  it  was  correctly  assessed 
that  a  proUem  did  exist  but  the  operators  were  unable  to  diagnose  or  identify  what  the  nature  of  die  problem  was 
based  on  availabfe,  coriflicting,  and  uncertain  information. 
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It  requires  a  series  of  decisi(»is; 


•  The  envirtxunent  changes  both  spontaneously  [and]  as  a  consequence  of  the  decision 
maker's  actions; 

•  The  time  element  is  critical;  it  is  not  enough  to  make  the  conect  decisions  and  to 
make  them  in  the  correct  oi^r,  they  also  have  to  be  made  at  the  correct  time.  (Smith 
and  Sage,  1991,  p.  4S6) 

Additionally,  the  process  of  situation  assessment  that  centers  on  a  dynamic 
battlespace  possesses  the  following  attributes: 

•  Complexity  refers  to  the  number  of  goals  of  the  system,  the  number  of  processes 
that  must  he  controlled  to  reach  the  system's  goals,  and  the  number  and  descriptions 
of  the  means  available  by  which  the  processes  can  be  controlled. 

•  Delays,  such  as  information  system  delays  at  delays  in  the  cennmand  system,  may  or 
may  not  affect  the  processes  and  the  system  goals. 

•  CSuiracteristics  of  the  processes  and  the  means  can  affect  the  controllability  of  the 
processes. 

•  Rate  of  change  of  both  die  process  to  be  controlled  and  die  means  may  affect  the 
ccMitrollability  of  the  system  by  the  rK^uired  nature  of  feedback  informadon  of  the 
situation. 

•  Delegation  of  decisitm-making  power  by  imposing  a  hierarchical  organizatitm  for 
control  is  often  used.  (Control  can  be  centralized  or  distributed. 

•  Feedback  quality  can  affea  the  ability  of  the  c(»nmander  to  perceive  the  situation 
clotrly. 

•  Probabilistic  or  deterministic  aspects,  or  more  generally  the  extent  to  which  system 
respmises  and  performance  are  predictable  in  ^vance. 

It  is  the  simple  acceptance  of  the  dynamic  nature  of  the  warrior's  situation  assessment 

incotporated  into  die  design  of  his  user-technology  int^ace  diat  will  enable  him  to  coimter 

the  chaotic  effects  often  associated  with  the  battlespace.  (Smith  and  Sage,  1991,  p.  456) 

5.  Tasks  of  the  Situation  Assessment  Process 

The  situation  assessment  process  described  above  consists  of  several  tasks  as 

presented  by  Smith  and  Sage.  These  are  presented  in  Figure  V-3  as  well  as  summarized 

below. 
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Figure  V-3:  Tasks  of  the  Situation  Assessment  Process  (After  Smith  and  Sage.  1991) 


Monitor  the  environment  If  there  is  a  change  then  begin  generating  situational 
hypotheses.  The  environment  is  monitored  by  collecting  data  or  information  horn 
sensors  and  sources.  This  is  an  extension  of  the  infonnation  pull  and  information 
fusion  subsets  of  the  advanced  C4I  architectures.  The  change  here  is  the  same  as  the 
"delta"  refened  to  earlier  in  this  chapter  and  is  referenced  to  a  priori  defined 
parameters,  much  like  P2E2Is. 

Define  a  basic  set  of  initial  hypotheses  that  can  explain  the  situation  relative  to  the 
perceived  change.  These  hyi^theses  will  be  dependent  on  such  items  as  the  user's 
perspective,  decision  style,  and  experience  level. 

Given  the  initial  hypotheses  and  the  status  information,  define  the  current  and  future 
informatitxi  requirements  for  extending  and  refining  these  hypotheses. 

Extend  the  hypotheses  set  by  genoating  new  or  more  refined  and  detailed 
hypotheses  ba^  on  the  situational  ^velopment,  evaluation,  and  analysis. 

Define  and  acquire  the  informadmi  needed  to  confirm  established  hypotheses  and 
quantify  the  satisfactim  levels  of  remaining  hypotheses. 
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•  Determine  if  any  of  the  remaining  hypotheses  meet  or  exceed  the  minimum 
quantified  satisfaction  level.  This  represents  the  best  hypothesis. 

The  value  of  this  model  lies  in  the  identification  of  steps  to  acctxnplish  situation 

assessment  In  addition,  it  is  based  on  seeking  and  processing  the  necessary  information  to 

perform  situation  assessment  correcdy.  (Smith  and  Sage,  1991,  pp.  456-457) 

6.  Ingredients  of  Situation  Assessment 

Smith  and  Sage  amplify  the  process  and  tasks  of  situation  assessment  by 

providing  the  major  ingredients  associated  with  accomplishing  situation  assessment  Their 

discussicMi  is  summarized  below: 

•  Inputs.  The  inputs  to  the  assessment  process  are  the  data,  information,  and 
knowledge  required  for  generating  and  testing  the  hypotheses.  Referring  to  Hgure 
V-3,  the  environment  may  be  thought  the  battlespace.  This  battlespace  is 
comprised  of  own  forces,  enemy  forces,  and  the  physical  environment 
enccnnpassing  diese  forces.  Battlespace  status  information  parameters  are  inputs  as 
well  and  are  ^fined  a  priori  as  the  foundation  upon  which  change  is  determined. 

•  Models.  These  are  the  paradigms  used  for  defining  and  understanding  the  different 
aspKts  of  the  situation  assessment  process.  For  example,  these  would  include  the 
decision  models  addressed  earlier  in  this  ciuq>ter. 

•  Inquiring  Systems.  This  may  be  thought  of  as  the  interface  between  the  human  and 
de^on  and  situation  assessment  process.  They  may  include  the  different  ways  of 
solving  the  problem,  requesting  inputs,  seeking  information,  generating  hypoAeses, 
and  develofmg  alternative  options  and  courses  of  action.  This  notion  ire 
addressed  later  in  Q^ter  VI,  KOALAS,  ami  is  illustrated  in  Figure  V-4. 

Notionally,  this  inquiry  systmn  consists  of  a  user  interfacing  wiA  a  decision  support 
system.  This  interface  wm  be  established  using  technologies  discussed  in 

in.  The  double  loop  learning  is  intended  to  mt^Uify  the  interface  to  make  it  adrqrtable 
and  knowledgeable  to  dynamic  situations. 

•  User  Perspectives.  These  are  the  ways  the  decision  maker  may  view  the  problem. 
Additionally,  situation  assessment  nominally  will  include  ejecting  the  alternative 
ways  an  oppoirent  will  view  a  problem  set  as  well  as  considr^g  one's  alternative 
views  of  the  same  problem  set 

•  User  Stress  Levels.  These  are  the  different  behavioral  responses  used  when 
encountering  tire  problem  set  These  may  be  a  function  of  seriousness  or  familiarity 
of  the  decision  environment 
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Hgure  V-4:  Inquiry  System  (After  Smith  and  Sage,  1991) 


•  User  Experience  Levels.  These  may  be  thought  of  the  user's  skill  level.  This  is  a 
natural  aspea  of  each  individual  user  and  not  changeable  in  the  short  term. 

•  User  Natural  Decision  Styles.  These  are  the  broad  continuum  of  ^ical  ways  of 
thinking  about  a  problem.  This  is  a  function  of  perstxiality,  training,  and  education. 

•  User  Decision  Strategies.  These  are  the  different  ways  of  generating  and  quantifying 
tte  alternative  courses  of  action  based  tm  several  factors  —  for  example,  the 
situation,  the  objectives,  die  risk  analysis,  available  resources,  the  enemy's  projected 
force  dqiloyment,  available  time,  and  a  host  of  other  parameters.  (Smith  and  Sage, 
1991,  pp.  459-460  &  462-463) 

The  principal  focus  of  this  secticm  necessarily  needs  to  be  on  the  inquiry 
system.  While  the  other  factors  ate  important  to  the  situation  assessment  process,  they 
may,  in  a  very  broad  sense,  be  viewed  as  inputs  to  the  process.  In  simpler  terms,  diese 
other  phenomena  are  largely  dependent  on  factors  that  are  uncontrollable  by  the  user  or  are 
a  natural  cognitive  process  of  diat  individuaL  However,  the  inquiry  system  represents  an 
idea  that  is  a  fundamental  shift  in  the  thinking  about  the  situation  assessment  process.  It  is 
a  culmination  of  the  infomiation  pull  and  information  fusion  schema.  It  i^  the  interface  that 
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will  allow  the  warrior  to  not  only  monitor  and  perform  situation  assessment,  but  enable  him 
to  have  a  higher  degree  of  fidelity  and  control  over  his  situation  assessment  It  will  enable 
him  to  think  better. 

D.  THE  COST  OF  THINKING 

Inevitably,  success  in  terms  of  situadtMi  assessment  goes  beyond  simple  human 
information  processing  limits,  chaotic  environments,  perplexing  situation  assessments,  and 
complex  control  systems  -  the  success  lies  in  the  thinking.  Not  necessarily  in  how,  why, 
who,  or  whatever ...  but  in  the  simple  act  of  thinking  all  by  itself.  The  hard  part  in 
command  and  control  is  getting  people  to  think.  Telling  or  teaching  them  how,  why,  or 
what  to  think  is  easy.  But  getting  them  to  Just  think  is  a  feat  of  incomparable  and  virtually 
indescribable  proportions.  This  is  not  leadership.  This  is  not  management  This  is 
command  and  control.  Thinking  is  a  compromise  between  the  demands  of  speed, 
necessity,  accuracy,  desire,  precision,  instinct  intellect  whim,  arxi  survival. 

Hogarth  (1987)  presents  an  eloquent  summary  of  some  of  the  benefits  and  costs 
associated  with  dunking  in  order  to  perform  situation  assessment  in  support  of  a  decisitxi 
process.  These  are  listed  below  in  TABLE  V-1: 
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TABLE  V-1:  THE  COST  AND  BENEFITS  OF  THINKING  (Hogarth,  1987,  pp.  69-72) 


BENEFITS 

COSTS 

•  Thinking  helps  an  individual  control  his 

actions  thereby  permitting  scxne 
control  over  his  environment 

•  Thinking  helps  clarify  goals  and 

preferences. 

•  Thinking  is  self-perpetuating,  that  is,  it 

leads  to  establishing  the  ht^it  of 
thinking  and  of  effective  ways  of 
thinking.  Indeed,  if  one  does  not 
think  about  “easy”  decisions,  would 
they  be  able  to  think  about  difficult 
ones? 

•  Thinking  may  lead  to  reformulating  a 

problem  and  discovering  alternatives 
that  were  not  evident  in  the  original 
perception  of  the  task. 

•  Thinking  can  lead  to  irmovative  ways  of 

seeking  information  that  wUl  help 
perform  situation  assessment  or 
decision  making. 

•  Thinking  highlights  the  uncertainties  in 

a  decision  situation. 

•  Thinking  accentuates  the  uncertainties 

associated  with  the  structure  of  a 
decision  space. 

•  Thinking  makes  explicit  the  “trade-offs” 

implicit  in  a  decision. 

•  Thinking  requires  individuals  to 

process  information.  It  has  been 
established  that  humans  possess 
limited  processing  capacity. 

Therefore,  there  are  costs  and 
tradeoffs  associated  with  acquiring 
and  processing  information, 
performing  situation  assessment,  and 
all  culminating  in  the  output  of  a 
decision. 

E.  SUMMARY 

A  broad  and  very  general  view  of  decision  making,  in  teims  of  process 
characteristics  and  types  of  decisions  has  been  presented.  Subsequently,  the  role  of 
information  and  pertinent  attributes  have  been  discussed.  Finally,  the  nature  of  situation 
assessment  within  die  human  cognitive  processes  has  been  addressed.  Throughout  this 
chapter  one  overarching  thought  has  been  prevalent — information  and  information 
manipulation  is  the  key  to  the  situaticMi  assessment  process.  Informatimi  defines  the 
decision  problem  space.  Decisitms  are  made  on  information  available  or  intuited. 
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Information  is  sought,  manipulated,  processed,  and  mulled  over.  Information  may  be 
viewed  as  the  commodity  of  situation  assessment. 

Hogarth  (1987)  presents  a  compelling  argument  on  the  limitations  of  human 
information  processing,  particularly  intuitive  judgment,  in  light  of  the  current  and  future 
explosion  of  available  information.  Smith  and  Sage  (1991)  seem  to  adopt  a  more  moderate 
and  positive  view  of  human  intuitive  capability  with  regard  to  situation  assessment 
However,  both  seem  to  agree  that  the  role  of  decision  aids  will  become  prominent  in  the 
future.  Smidi  and  Sage  provide  fonn  to  this  notion  of  decision  aid  in  terms  of  an  inquiry 
system.  The  value  of  human  decision  aids  lies  in  the  fact  that  they  should  not  be  believed, 
but  used.  Additionally,  they  permit  the  human  to  think  "smarter"  and  more 
comprehensively  by  allowing  certain  intuitive  operations  that  the  user  performs 
inadequately  or  inefficiently  to  be  avoided.  « 

In  terms  of  an  expert  system,  these  decision  aids  or  inquiry  systems  will  expose  or 
illuminate  some  of  the  hidden  intuitive  assumptions  for  extensive  scrutiny  and  validation 
that  were  previously  taken  for  granted.  Paradoxically,  this  supports  the  enhancement  of 
human  intuition  by  equally  exposing  the  fallibility's  and  limitations  of  the  decision  aids 
themselves.  Finally,  considering  that  the  wairiOT  will  almost  always  be  perfotming 
situation  assessment  based  on  continually  pulled  and  updated  fused  infotmaticm,  he  will 
invariably  experienoe  some  sense  of  time  compressicxi.  Therefore,  die  warrior  may  not 
have  tte  time  to  consult  or  use  a  decision  aid.  However,  it  is  Hogarth's  contention  that 
although  human  intuition  may  be  inadequate  ft)  perform  situatitm  assessment  in  light  of  the 
information  explosion  and  complexity  of  the  battlespace  environment,  the  fact  that  the 
warrior  has  been  trained  and  familiar  with  the  decision  aid  process  will  only  serve  to 
enhance  his  intuitive  judgmental  processes  and  improve  his  situation  assessment  as  well  as 
decision  making.  One  such  ttecision  aid  that  is  currently  in  research  and  development  that 
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may  demcmstiate  this  intuiticHi  improvement  phenomena  is  KOALAS  and  is  the  subject  of 
the  remainder  of  this  thesis. 
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VI.  KOALAS  OVERVIEW 

y/e  do  ill  to  exalt  the  powers  of  the  human  mind, 
when  we  should  seek  out  its  proper  helps. 

—  FRANCIS  BACON 

As  indicated  by  Figure  VI-1,  this  chapter  will  introduce  and  discuss  one  approach  to 
facilitating  infomiation  fusion  and  situadon  assessment  known  as  KOALAS  or  the 
Knowledgeable  Observation  Analysis-linked  Advisory  System. 


KOALAS  is  an  outgrowth  of  several  principal  considerations.  Hrst,  there  is  an 
unquestioned  recognititm  that  the  environment  that  will  confront  the  warriOT  of  tomorrow 
will  be  increasingly  dynamic,  complex,  and  uncertain.  Second,  it  is  generally  held  that  the 
warrior's  performance  will  depend  more  greatly  on  his  access  to  information  that  impacts 
and  rqrresents  his  battlespace  (user  information  pull).  Third,  information  is  increasingly  a 
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battlespace  "commodity"  and  will  be  "traded"  in  terms  of  quantity  and  quality  (informatitm 
fusion).  Hnally,  and  most  importandy,  it  will  be  the  warrior’s  cognitive  ability  to  interact, 
manipulate,  process,  and  generally  make  sense  of  this  information  that  will  enable  the 
warrior  to  achieve  victory  —  by  minimizing  the  effects  of  Oausewitz'  "friction"  and  seeing 
through  his  "fog  of  war"  (situation  assessment).  These  four  considerations  are 
instrumental  to  implementing  the  advanced  C^I  architectures  discussed  in  Chapter  n. 
KOALAS  represents  a  new  "twist"  within  conventional  command  and  control  theory. 
Embedded  in  this  twist  is  the  notion  of  intelligent  control  and  the  idea  that  iimate  human 
intuitive  abilities  have  been  long  overlooked  and  vasdy  underrated  when  it  comes  to 
designing  C^I  systems  to  ex\Tessly  exploit  this  uniquely  human  phenomena  and  press 
home  the  advantage. 

A.  INTELLIGENT  CONTROL 

Barrett  and  Dfxuiell  introduced  the  ctxicept  of  intelligent  control  in  relation  to  real 
time  expert  systems  (Barrett  and  Donnell,  1990,  p.  IS).  In  simple  terms,  the  notion  of 
intelligent  control  may  be  akin  to  the  adage  "wrak  smarter,  not  harder.”  Barrett  and 
Donnell  make  an  observation  that  focuses  die  issue  squarely  onto  human  factors:  "It  is 
probable  that  the  problons  encountered  in  real  time  decision  support,  usually  attributed  to  a 
technological  limitation  such  as  processor  speed,  arise  instead  at  the  foundations,  at  the 
structural-functional  interface  ci  the  implementation  concept  to  its  function.  (Barrett  and 
DonneU,  1990,  p.  IS)"  Intelligent  control  serves  to  illustrate  this  interface  as  the  vital 
component  in  human  interaction  with  any  enviromnent.  As  discussed  in  previous  chapters, 
diis  interaction  may  be  referred  to  as  human-technology  or  human-information  interface. 

Intelligent  control  processes  attempt  to  support  and  aid  human  cognitive  performance 
interlacing  human  inductive  reasoning  (intuition)  with  computer  deductive  reasoning  at 
and  within  diis  interface.  To  accomplish  this,  intelligent  control  architectures  rely  on  valid 
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situation  assessment  supported  by  information  fusion  schema.  For  further  edification. 
Figure  VI-2  represents  the  KOALAS  taxonomy  of  intelligent  control  processes. 


Figure  VI-2:  KOALAS  Taxonomy  of  Intelligent  Control  Processes 
(after  Harris,  et  al.,  1991)i 


T.iis  figure  indicates  the  separation  of  inductive  and  deductive  processes  (Harris,  et  al., 

1991,  p.  8).  Regarding  this  taxonomy,  Barrett  and  Donnell  strive  to  make  a  key  thematic 

point  to  the  value  and  specificity  of  intelligent  control: 

In  most  real  world  human-machine  decision  systems,  the  final  decision  authority  — 
an  action  assignment  prerogative  —  is  reserved  for  the  human....  This  can  be  as  simple 


^Thii  intelligent  control  procen  qipeera  remeriubly  timilar  to  Lawson's  conventional  C2  process  models  as  well 
as  Boyd's  Combat  Operadons  process  model,  (after  Oir,  1983,  pp.  42-43) 


BoytfsOO-D-A  Combat 
Opntfons  PiooMi  Mods! 
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as  an  override  or  shutdown  switch  on  a  machine  tool,  or  as  complex  as  a  military 
commander's  judgment  and  authority  over  his  or  her  forces.  It  is  important  to  ctxisider 
that  such  a  common  involvement  of  humans  in  system  functicms  exists  precisely  where 
the  present  (Hgure  VI-2)  functional  taxoncxny  of  decision  process  places  the  inductive 
prowsses  and  the  burden  of  intention  and  interpretation.  (Barrett  and  Dotmell,  1990, 
p.  19) 

The  key  role  within  the  taxonomy  is  the  interpretation  process.  This  is  essentially  a  one-to- 
one  correlation  to  situatitxi  assessment  as  discussed  in  Chapter  V  and  revisited  above. 

Harris,  et  al.  (1991),  provide  an  easy  and  simple  explanation  of  intelligent  control  as 

a  process  and  as  a  goal.  Qmsider  that  a  ccxitrol  system  is  comprised  of  three  subsystems; 

sensors,  a  controller,  and  the  controlled  plant  The  sensors  are  the  points  of  contact 

between  the  reasoning  system  and  the  environment  In  this  case,  the  reasoning  system  will 

be  a  warrior's  command  and  control.  Based  on  events  in  the  enviroiunent  (battlespace),  the 

sensors  send  a  sigrud  to  the  controller  (warrior),  which  compares  the  signal  with  a  desired 

setting.  The  controller  then  sends  a  signal  m  the  controlled  plant  (military  forces)  to  take 

specific  actiort  The  key  to  understanding  here  is  that  the  warrior  functions  and  (^)erates 

not  on  or  witftin  the  real  world  or  battlespace,  but  rather  on  the  sensor  signals  and  a  model 

that  represents  the  real  world.  It  is  the  nature  of  this  model  that  determines  die 

characteristics  of  the  control  system.  Accordingly: 

In  the  simplest  control  system,  there  is  a  tme-for-one  correspondence  between  observable 

parameters  and  the  structure  of  the  model _ When  the  model  embodies  parameters 

whose  vidues  cannot  be  directly  registered  by  sensors,  we  say  the  controller  operates  on 
an  over-parameterized  model.  When  die  controller  reasons  about  sensor  data  or  about  the 
model  to  estimate  die  parameters  diat  cannot  be  measured  direcdy,  we  call  the  system  an 
intelligent  control  system.  (Harris,  et  al.,  1991,  p.  3) 

Additionally,  according  to  Harrison,  Ratcliffe,  Owens,  and  Harris  (1991),  an 
intelligent  control  system  is  comprised  of  sensors,  sensor  processing,  interpretation, 
deciskmmaking,  and  action  assignment  processes.  This  view  is  synonymous  to  the  view 
presented  in  Figure  VI-2,  above.  In  essence,  a  control  system  uses  a  model  of  its 
envinmment  and  of  the  forces  it  controls.  In  conventional  control  systems,  parameters  of 
die  model  can  be  observed  or  computed  from  sensor  observations.  The  military  batdespace 
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is  not  that  simple.  The  command  and  control  system  that  interfaces  with  the  battlespace 
cannot  directly  measure,  observe,  or  compute  all  of  the  parameters  associated  with  this 
battlespace.  Thus,  the  warrior  finds  himself  estimating,  forming  hypotheses,  and 
reasoning  about  the  battlespace  and  his  forces.  This  reasoning  is  the  foundation  of 
intelligent  control. 

In  terms  of  the  command  and  control  process,  the  battlespace  is  observed  by  sensors 
or  odier  information  sources.  These  sensed  signals  are  then  subject  to  interpretive  process 
(fusion)  to  generate  hyptxheses  about  the  battlespace  within  which  the  control  system  is 
operating  (situation  assessment).  The  decision  process  operates  upon  these  hypotheses  to 
formulate  the  objective  course(s)  of  actitxi.  These  courses  of  action  are  communicated  to 
the  warrior  via  the  action  assignment  process  in  order  to  effect  control.  Bnally,  the  action 
processes  interact  with  the  battlespace  and  the  internal  envirmment  and  die  entire 
process  repeats.  In  sum,  die  KOALAS  idea  of  intelligent  control  may  be  viewed  as  an 
attonpt  to  achieve  a  higher  order,  or  metaleveU  command  and  control  by  focusing  on  the 
human  interpretive  processes  contained  within  the  taxonomy.  (Harrison,  Harriscm,  Parisi, 
and  Harris,  1992,  pp.  1-2) 

1.  Fusion  •  A  Conceptual  Shift 

As  indicated  above,  intelligent  control  is  grounded  in  the  attempt  to  support 
valid  and  accurate  situation  assessment  via  sensor  fusion.  This  notion  can  be  expanded  to 
cover  the  concqit  of  information  fusion  presented  in  Chapter  IV.  It  is  iqipropriate  to 
provide  a  brief  review  of  conventional  fusion  schema  to  focus  the  discussion  on  the 
intelligent  control  difference.  As  Harris,  et  al.  (1991),  points  out,  "If  there  were  perfect 
sensors,  sensor  fusion  would  not  be  necessary  He  advances  the  idea  diat  the  value  or 


^The  raader’i  attentioii  is  diracted  to  Oiipcer  IV  and  the  topics  of  information  uncertainQr.  battlespace 
eonpiaxiqr,  spectral  diversity,  etc. 
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quality  of  the  infonnation  provided  by  conventional  fusion  schema  is  a  "deductive 
consequence  of  the  measured  values  in  the  sensOT  reports,  not  an  induction  from  effects  to 
cause."  These  fusion  systems  are  at  times  referred  to  as  data-driven  because  they  are 
constructed  around  numerical  correlation  and/or  logical  association  of  sensor  reports  and 
database  information.  Contrastingly,  Harris  introduces  the  notion  of  hypothesis-driven 
fusion  systems  which  are  elaborations  of  the  more  simple  data-driven  schema.  In  this 
fusion  schema,  "A  causal  hypothesis  (or  multiple  causal  hypotheses)  about  the  'real  world' 
and  the  state  of  the  control  system  with  reflect  to  the  world  (tiie  system  state)  is 
constructed  of  many  symbolic  objects  in  some  specified  functional  relationship."  Figure 
VI-3  illustrates  these  fusion  schema.  (Harris,  et  al.,  1991,  pp.  S-6) 

The  upper  diagram  represents  the  more  conventional  fusion  system  where  the 
human  operator  is  functionally  separated  from  the  fusion  process.  As  shown  in  the  figure, 
various  sensors,  such  as  radar,  infirared  search  and  track,  television  control  set,  and  data 
link  provide  track  files  Gabeled  as  Trx,  Tix*  etc.)  to  the  multisensor  integration  (MSI)^,  or 

fusion,  component  which  in  turn,  provides  its  own  tracks  to  the  information  display  unit. 
The  human  operator  (HO)  observes  the  MSI  system's  track  file  display  and  selects  sensor 
modes  and  trains  sensors  on  areas  of  interest.  The  operator  selects  different  sensor  modes 
to  improve  die  discrimination  performance  of  a  sensor  against  a  threat  that  he  believes  to  be 
indicated  on  his  display.  The  selected  sensor  mode  results  in  new  sensor  data  that  cause 
the  sensOT  to  alter  its  track  file  ouq)ut,  which  in  turn  affects  the  MSI  system  output  This 
notion  can  be  easily  applied  to  a  variety  of  information  sources  depemfent  upon  the 


^Recall  the  brief  diicimion  in  Chapter  tV,  Fusion,  concerning  die  difference  between  sensor  fusion  and 
integration.  The  reeder  is  inviied  to  consult  Luo  and  (1988)  for  a  more  detailed  synopsis.  For  purposes  of 
dds  icwiew.  ftision  and  integration  will  be  used  interch^eably. 


Figure  VI-3:  Fusion  Schema  Comparison  (After  Harris,  et  al.,  1991) 


representational  metaphor.  According  to  Harris,  et  aL  (1991),  this  process  may  be  refened 
to  as  manual  MSI  and  is  characterized  as  data-driven.  (Harris,  et  al.,  1991,  pp.  8-9) 
Contrastingly,  the  lower  diagram  is  a  simplified  intelligent  cmitrol  sensor 
fusion  sdiema  that  introduces  the  human  operator  more  explicitly  and  integrates  his 
functionality.  This  hypothesis-driven  system  treats  the  human  operator  inputs  as  another 
source  of  information.  The  operatOT  is  less  concerned  with  managing  sensor  operatitxi 
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(note  the  reduced  number  of  control  lines  te  originates),  and  more  focused  on  the  fusion 
process.  He  manages  this  process  by  identifying  areas  of  interest,  search  constraints,  and 
high-interest  tracks  to  name  a  few.  In  this  schema,  the  warrior  generates  and  controls  the 
inputs  into  his  sphere  of  situational  awareness  based  on  his  formation  of  causal 
hypotheses.^  "The  curator  explicidy  instantiates  his  cognitive  model  of  the  tactical 
situation  into  the  MSI  (fusion)  system,  by  specifying  objects,  relations  among  objects,  his 
own  goals,  and  constraints  on  the  problem."  (Harris,  et  al.,  1991,  pp.  8-9)  This  is  the 
kicker,  so  to  speak.  Human  decision  making  is  hypothesis-driven.  There  is  a  significant 
difference  between  assumptions  underlying  the  conventional  sensor  fusion  systems 
architecture  and  human  decision  making  processes.  Within  this  difference  lies  the 
opportunity  to  enhance  not  only  the  system  performance  but  that  of  the  human  operator  as 
well.  In  this  case,  the  contrast  is  more  than  a  difference,  it  makes  the  difference.  (Harris, 
et  al.,  1991,  pp.  9-10) 

2.  Situation  Assessment  •  Making  It  Better 

Intelligent  control  is  not  a  panacea.  It  remains  flawed  because  humans  are 

flawed.  Warriors  make  judgments  based  on  a  model  of  the  battiespace  generated  by 

iruccurate  sensors  providing  uncertain  infmnation. 

In  an  operational  combat  system,  the  operative  hypothesis  (i.e.,  the  hypotiieses  upon 
which  die  controlling  autharity  d^ts  ^t  action  is  taken)  is  almost  never  exactly 
correct...  Determining  die  operative  hypothesis  upon  which  to  act  requires  induction  to 
a  causal  explanation  based  on  incomplete  and  erro^  evidence  about  effects.  The  causal 
explanation  must  encompass  the  enemy's  intentions;  an  inherently  unobservable 
parameter  of  the  threat  model....  Interpretation  is  simply  not  a  (Muctive  problem. 
(Harris,  et  al.,  1991,  p.  4) 

The  most  important  factor  contained  within  the  intelligent  control  process  is 
fostered  in  die  interpretive  processes  by  which  situation  assessment  is  omducted.  Thoein 


^Racdl  dbcanion  in  Chapter  V,  Situation  Asiewment,  concerning  the  argument  that  intuitive  predictions  are 
based  largely  on  an  individual’s  causal  understanding  of  the  world. 
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lies  a  possible  soluti(m  that  serves  to  mitigate  the  eirors  resulting  from  a  complex,  dynamic, 
and  uncertain  battlespace. 

Situation  assessmoit  and  decisionmaking  involve  highly  interdependent  interpretive 
process.  These  interdependent  inteipretive  processes  comprise  both  deductive  and 
inductive  components.  Deduction  is  the  forte  of  computers,  so  deductive  components  in 
interpretive  processes  are  good  candidates  for  automation....  Automatic  induction  is 
more  problematic....  Induction  is  something  humans  do  quite  well.  Induction  is  a 
functitm  of  the  human  decisionmaker's  current  combat  experience  and  obj^ves,  the 
get^litical  consequences  of  error,  one's  expectations  of  the  enemy's  motivation  and 
intent,  and  myriad  otiier  factors  that  are  also  not  yet  computable.  (Harris,  et  al.,  1991, 
p.  4) 


Several  key  points  are  made  here.  First,  the  explicit  statement  that  tiie 
warrior's  situational  assessment  is  an  interplay  of  both  deductive  and  inductive  logic 
processes.  This  interdisciplinary  phentxnena  takes  the  ideas  presented  in  (Chapter  V, 
Situation  Assessment,  one  step  further.^  The  intelligent  control  process  attempts  to  forge  a 
discreet,  identifiable,  and  qualitative  link  between  computer-based  decision  support 
(deduction)  and  the  powerful  insights  generated  by  human  intuition.  Second,  the 
integraticHi  of  deductive  and  inductive  logic  will  occur  as  an  outgrowth  of  the  technologies 
discussed  in  Ouqiter  m.  Finally,  this  integratioi  will  be  achieved  at  the  interface  between 
tile  warrior  and  the  battlespace.  This  interface  is  where  infonnation  fusion  meets  situation 
assessment 


B .  KOALAS  ARCHITECTURE 

KOALAS  was  designed  around  the  notion  of  intelligent  control.  As  described, 
intelligent  control  incorporates  human  induction  and  hypothesis-driven  fusion  schema  to 
support  situation  assessment  The  warrior  operates  within  the  KOALAS  taxonomy  by 
controlling  the  t^ierative  situation  hypothesis  and  tiie  acticxis  prescribed  by  the  system. 
Craiceptually,  then,  an  architecture  is  constructed  by  which  this  taxonomy  is  framed.  The 


that  tiluatkni  affetmient  it  an  infonnaiion  procetting  phenomena  resident  within  separau  human 
dadnetiee  and  indnetive  raaaoning  oonqionentt  and  not /oinrfy  as  presented  here. 
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KOALAS  architecture  provides  support  for  human  inductitHi,  it  incorporates  an  explicit 
model  of  the  human  operator's  tactical  situatitm  assessment,  and  it  provides  a  context  fOT 
the  tq>proptiate  use  of  sensor  fusion  systems  in  the  initialization  and  maintenance  of  that 
situation  assessment"  (Harris,  et  al.,  1991,  p.  7)  Figure  VI-4  provides  an  illustration  of 
the  KOALAS  architecture.  As  depicted  in  this  figure,  the  components  include  a  Sensor 
Data  Manager,  an  Induction  Control  Interface,  an  Evidence  Manager  (a  rule-based  expert 
system),  a  Deductive  Decision  Engine  (knowledge  base),  a  Database  (object  attribute 
database),  and  a  Hypothetical  World  Simuladmi.  A  brief  overview  of  operation  is  drawn 
from  Harris  (1991)  and  provided  here: 


Hgure  VI-4:  KOALAS  Architecture  (after  Harris,  et  al.,  1991) 


...  the  qrerative  situation  hypothesis  is  arrived  at  by  induction,  performed  by  the  human 
opexaux  on  the  basis  of:  (1)  raw  sensor  data;  (2)  fused  sensor  data  that  reprints 
dkluctions  performed  by  the  sensor  fusion  subsystem;  and  (3)  other  information 
resources  not  available  to  the  system  (e.g.,  by  verbal  communications  channels).  The 
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operator  explicitly  instantiates  his  hypotheses,  i.e.,  his  cognitive  model,  about  the 
problem  into  the  system  through  the  Induction  Control  Interface.  Through  the  Induction 
Control  Interface  the  operator  inserts,  alters,  and  deletes  objects  in  the  Hypothetical 
World  Simulation  component  (Harris,  et  al.,  1991,  p.  10) 

Before  continuing  with  a  description  of  specific  components,  two  obso^ations  may 

be  made.  First,  the  “fused  sensor  data”  referred  to  above  would  be  derived  from  fusion 

schema  introduced  and  discussed  in  Chapter  IV.  The  process  of  fusion  is  not  so  much  an 

issue  at  this  point  as  is  the  control  and  monitoring  of  the  process.  This  is  where  KOALAS 

makes  a  real  impact  Sectvid,  the  “other  information  resources”,  also  mentioned  above,  are 

an  anachronism  relative  to  the  advanced  C^I  architecture  initiatives  discussed  in  Ch^ters  n 

and  m.  These  architectures  provide  the  bandwidth,  access,  and  processing  power 

necessary  to  disavow  "sensor  data"  and  "other  information  resources."  Rather,  the  inputs 

to  this  KOALAS  intelligent  control  architecture  will  only  be  in  terms  of  classes  of 

information,  all  of  which  will  be  available.  This  represents  not  only  a  change  in  semantics, 

but  a  shift  in  the  very  foundation  of  conducting  C2. 

The  following  conceptual  expansitxi  of  the  intelligent  control  processes  represented 

within  die  KOALAS  architecture  is  synthesized  from  Harrison,  et  al.  (1991),  Harrison,  et 

al.  (1991),  and  Harris,  et  al.  (1991)  and  presented  in  a  step-by-step  functional  analysis. 

•  Sensor  data  is  sampled  by  the  Sensor  Data  Manager  in  a  directed  search  for 
amfrrmin^discrediting  information  as  directed  by  either  the  Hypothetical  World 
Simulation  or  the  warrior. 


105 


•  An  evidence  function  is  computed  by  an  algorithm  that  estimates  the  difference 
between  new  sensor/souice  informatitm  ai^  the  previously  computed  world  state 
model^  being  updated/maintained  by  tl»  Hypodietical  World  Simulation. 


•  The  Hypothetical  Worid  Simulatitxi  is  implemented  in  an  embedded  objea  oriented 
simulation — essentially  a  software  war^une  using  battlespace  sensor/souice 


Um  dtscunion  in  Clu|ilBr  IV  md  Figure  IV-S  concerning  the  generation,  maintenance  and  use  of  a  world 
model  ligr  whidi  to  aid  siniation  aiiefament.  The  world  model  may  be  viewed  et  a  aimulation  of  the  batdeapace 
within  which  dw  warrior  can  **game  out”  the  resuh  of  eensOT  talking,  force  orders,  enemy  movements,  etc. 
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infonnation  as  inputs.  This  "wa]::game"  includes  explicit  reptesentation  of  temporal 
and  spatial  characteristics  of  the  simulated  batdespace.'^ 


ENVIRONMENT/ 

BATTLESPACE 


Syitenu 


Induction 

Control 

bilerface 


Deductive 

Decision 

Engine 


Database 


The  Evidence  Manager  receives  the  current  situation  hypothesis  and  predicts  future 
values  for  sensor  data  based  on  stored  infonnation  contained  in  the  database  and 
dethioed  informadmi  derived  firtmi  models  of  die  objects  in  the  situation  hypothesis. 
The  Evidence  Manager  makes  updated  hypotheses  about  the  battlespace  to  the 
Deductive  Decision  &igine.  Tl^  is  an  truest  system  that  inovides  advice  on  action 
to  be  takeiL  The  Hypodietical  World  Simulation  is  updated  continuously. 


The  Hypothetical  World  Simulation  synchronizes  sensor  data,  and  then  mates  an 
tqdated  hypothesis  about  die  battlespace  to  the  Deductive  Decision  Engine  via  die 


^Reeull  dw  iston  of  ^eciral  divenity  in  Chapter  IV,  Fuiion.  The  ntodel  presentt  to  the  warrior,  in  a  tranaparent 
faaliiaii,  dw  fttied  infatniation  winch  reaolves  the  geographic,  temporal,  and  measurea  of  eflectivenest 
nDcartainqr  aaaodaled  with  any  aystem  of  aenaora  or  information  aourcea. 
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Evidence  Manager.  The  Deductive  Decision  En^e  advises  the  induction  process  on 
actiem  to  be  taken. 


•  The  key  feature  in  the  KOALAS  tqpproach  is  the  Induction  Control  Interface.  This  is 
the  open  loop  control  point  in  the  architecture.  The  warrior  interacts  with  the 
system  through  the  Inaction  Control  Interface.  The  Induction  Control  Interface 
presents  raw  sensor/source  informatiem  and  system  hypotheses  to  the  warrior, 
displays  the  results  of  the  hypothesis  support  function,  and  provides  the  user- 
information  or  user-technology  interface  for: 

(1)  viewing  situation  hypwieses; 

(2)  modifying  the  situation  hypotheses; 

(3)  desigrating  die  opmative  hypodresis; 

(4)  quet^g  the  Dethictive  Dedsion  Engine  for  explanations;  and 

(5)  viewing  raw^sed  information  as  the  warrior  pulls  it 
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•  The  warrior  amtrols  the  variance  between  the  situation  model  in  the  Hypothetical 

Worid  Simulation  and  his  own  cognitive  model.  Ideally,  the  hypothesi^course-of- 
action  combination(s)  generated  by  the  warrim'  and  the  Evidence  Manager/Deductive 
Decision  Engine  expert  system  wUl  corroborate  and  validate  each  other. 


In  summary,  deduction  is  carried  out  by  the  expert  system  component  Induction, 
which  cannot  be  autcrniated,  is  controlled  by  the  warrior.  KOALAS  links  the  two.  This 
implicit  system  orientation  on  the  warrior  has  the  potential  to  amplify  his  intuitive 
understanding.  (Harrison,  Ratcliffe,  Owens,  and  Harris,  1991,  pp.  1-3  &  Harris,  et  al., 
1991,  pp.  10-11  &  Harrison,  Harrison,  Parisi,  and  Harris,  1991,  pp.  2-3) 

C.  WHAT  IT  ALL  MEANS  ... 

KOALAS  is  not  a  command  and  control  architecture.  It  is  a  methodology  that  can 
amplify  die  benefits  of  and  minimize  the  detractors  associated  with  the  *‘fog  of  war.”  As 
Harris,  et  al.  (1991),  state,  “The ...  power  of  the  KOALAS  approach  [is]  in  overcoming 
SOTte  critical  shortcomings  of  conventional  sensor  fusion  methods  for  situation  assessment 
qiplications,  by  explicating  the  relationship  between  sensor  fusion  and  situation  assessment 
frmn  die  perspective  of  the  intelligent  control  concept.”  (Harris,  et  al.,  1991 ,  p.  3) 
KOALAS  and  its  foundation  of  intelli^nt  control  is  an  effort  to  fully  exploit  information 
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fusion^  in  support  of  situation  assessment  by  establishing  a  synergistic  link  between 
computer  aided  deduction  and  human  induction  and  intuition. 

The  comptMients  described  above  are  not  only  viable,  but  they  exist  Additionally, 
the  technologies  advanced  in  Chapter  will  (xily  serve  to  refine  the  fidelity  and  increase 
the  robustness  of  future  intelligent  control  systems.  These  technologies  will  increase  the 
accuracy,  precision,  and  completeness  of  existing  and  future  fusion  systems  while 
simultaneously  reducing  the  uncertainty  associated  with  the  batdespace. 

Similariy,  the  human  cognitive  limits  addressed  in  Chapter  V  can  be  minimized  by 
separating  the  deductive  and  inductive  reastxiing  components.  This  separatimi  enables  the 
warrior  to  focus  his  energies  on  “making  sense”  of  the  batdespace.  Perhaps  more 
importandy,  the  warrior  gains  tactical  advantage  by  operating  within  the  enemy’s  C^ 
process  by  discerning,  anticipating,  and  undnstanding  that  nebulous  variable  of  intent 

In  summary,  KOALAS  represents  a  viable  methodology  widi  which  the  warrior  can 
fully  realize  the  performance  gains  drat  the  advanced  C^I  architectures  proposed  in  Chapter 
n  promise.  As  stated  previously,  one  fundamental  design  point  of  these  advanced  C^I 
architectures  is  the  ability  of  the  warrior  to  pull  die  information  he  feels  is  necessary  for  him 
to  best  prosecute  his  mission  within  his  batdespace.  KOALAS  promises  to  deliver  this 
infofmation  in  the  ccmtexd^  he  wants  it,  where  he  wants  it,  and  when  he  wants  it  The 
qien  lo(^  amoxd  feature  of  the  Induction  Qmtrol  Interface  enables  the  warrior  to 
instantiate  his  perceptions,  understandinp,  and  hypotheses  within  the  intelligent  control 


^The  notion  of  mteDigent  control  dinovered  in  rewvch  peitiined  almon  excluiively  with  the  more  limited 
ooncqit  of  eeneor  fiieion.  That  ia,  the  great  body  of  raieafch  teems  to  be  focused  on  controlling  and  managing  the 
ixodoct  of  conventional  sensor  devices  (radar,  IR,  etc.}.  This  thesis  explores  the  viability  of  viewing  diis 
ftnioD  piOCCM  in  terms  of  information  fiom  a  varies  and  multitude  of  sources  as  a  whole  vke  sinqdy  sensors  in 
the  narrow  form. 

^or  example,  daubaaes,  synthetic  enviionmentt,  virtual  reality,  intelUgem  agentt,  hypertext,  artificial 
itnenigence,  expert  systems,  neural  networits,  fuzzy  logic,  genetic  algorithms,  et  al. 

^^hleeall  the  discustion  of  form  end  format  contained  in  Chatter  D,  Advanced  Architecture  biitiadves. 
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system  by  controlling  in  lieu  of  conducting  the  process.  The  user-technology  interface 
represented  by  KOALAS  may  then  begin  to  anticipate  not  only  the  state  of  the  battlespace, 
but  the  information  needs  necessary  to  fiilly  evaluate  the  environment  It  may  well  be  this 
information  “anticipatory”  feature  which  enables  and  focuses  the  warrior’s  intuition. 


Ill 


Vn.  KOALAS  RECOMMENDATIONS 


The  perfect  is  the  enemy  of  the  good. 

—  VOLTAIRE 

As  indicated  by  Figure  VII-l,  below,  this  chapter  will  discuss  a  broad  integration  of 
KOALAS  within  the  advanced  C^I  architectures  relative  to  human  factors  and  some 
resulting  derived  benefits. 


Figure  Vn-1;  KOALAS  and  C4I 


The  intelligent  control  process  contained  within  the  KOALAS  system  and  discussed 
in  Chapter  VI  is  by  no  means  the  ‘^panacea”  to  the  implementation  of  advanced  C*I 
architectures.  At  this  point  it  may  be  prudent  to  refamiliarize  the  reader  with  the  ccmcepts 
contained  witfiin  C^I  and  die  preceding  chapters  of  this  thesis.  C^I  is,  of  course, 
command,  ctmtrol,  ccmmunicadons,  computers,  and  intelli^nce.  Evolutionary 
tominology  ludds  that  the  next  variant  will  be  with  an  "information"  attached  at  the 


end  of  the  list  However,  cunent  shifts  in  tlu  world  gecqrolitical  situation  mandate  a 
change  in  the  roles  and  missions  the  military  will  be  expected  to  execute.  In  response  to 
this  dynamic  environment  new  command  and  omtrol  architectures  are  being  proposed  and 
implemented.  These  were  discussed  in  some  detail  in  Chapter  n.  Advanced  Architecture 
Initiatives,  and  focused  principally  on  the  role  of  the  warrior  and  die  fact  that  he  is  now  the 
center  of  the  structure  and  no  longer  on  the  periphery.  Chapter  m.  Information  Pull  and 
Technology,  developed  the  idea  of  information  pull.  It  is  just  this  cmicqit  that  establishes 
the  pre-eminence  of  the  warrior  within  these  advanced  command  and  control  frameworks. 
Chapter  IV,  Fusion,  discussed  the  idea  of  information  fusion  and  established  die  necessity 
for  these  systems  and  the  advantages  they  provide.  Chapter  V,  Situation  Assessment, 
develrqied  the  notirni  of  situation  assessment,  particulariy  in  terms  of  human  cognitive 
limits  and  intuitive  perceptions.  These  five  chapters  established  the  idea  that  the  advanced 
command  and  contrcd  architectures  were  a  good  i^  but  could  be  better.  Chapter  VI 
introduced  KOALAS,  an  existing  initiative  that  links  human  cognitive  processes, 
particularly  intuition  and  inductive  reasoning,  u>  fusion  and  simation  assessment,  thereby 
maximizing^die  warrior’s  performance. 

A.  ADVANCED  C^I  ARCHITECTURE  .  KOALAS  INTEGRATION 
The  first  step  in  command  and  control  is  executed  when  available  informatitm  is 
evaluated  and  assessed  to  gain  an  understanding  of  what  is  hai^ning  within  the 
batdespaoe.  This  infonnation  is  derived  from  sensor  and  source  data  and  intelligence  that  is 
communicated  to  the  warriOT  and  processed  (stored,  handled,  manipulated)  by  computers. 
Sensor  and  source  data  is  unintelligible  by  itself.  It  is  only  when  the  warrior  places  the  data 
into  his  reality  or  situation  assessment  that  it  becomes  information  and  knowledge.  In 
short,  infonnation  is  a  natural  product  of  the  C^I  architecture.  Interfacing  with  this 
architecture,  then,  becomes  the  key  to  tactical  success.  KOALAS  provides  a  possible 
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solution,  but  is  by  no  means  complete.  Presented  below  in  Figure  Vn-2  is  an  integration 
of  KOALAS  [Hgure  Vl-4]  with  the  ainvendonal  fusion  ccmcept  [Figure  IV-6]  that  may 
furthm-  enhance  the  warrior’s  cognitive  perfonnance. 

In  viewing  Hgure  Vn-2,  several  modifications  are  readily  apparent  Hrst,  the 
ctxivoititMial  sensor  systems  represented  in  Hgure  IV-6  have  been  replaced  with  the 
broader  sensors  and  sources  of  organic,  non-organic,  national,  and  intelligence 
informatitHi.  Commensurably,  the  sensor  tracking  functions  of  Hgure  IV-6  have  been 
replaced  with  a  "network"  function  representing  the  virtual  connectivity  and  informaticHi 
pull  execution  contained  within  the  advanced  C^I  architectures.  Second,  the  Situation 
Database  has  been  replaced  with  the  KOALAS  Situation  Database.  This  database  supports 
the  model  simulation,  situation  assessment,  and  information  fusion.  Third,  the 
conventional  Data  Combination  and  Reasoning  has  been  replaced  with  tte  KOALAS 
Deductive  Decision  Engine.  Fourth,  the  conventional  Situation  Assessment  and  Alternative 
Analysis  function  has  been  detailed  to  include  the  specific  KOALAS  components  of  the 
Hypothetical  Worid  Simulation  and  Evidence  Manager.  Hnally,  the  conventitmal 
Command  and  Control  block  has  been  modified  to  include  the  KOALAS  Induction  Control 
Interface. 

This  integration  is  conceptually  complete  and  functionally  precise.  KOALAS 
intelligent  control  provides  a  complete  linkage  between  die  information  fusion  and  decision 
suiqiort  subfunctions  craitained  within  current  C^I  architectures.  Historically,  these 
processes  have  been  completed  as  an  abstraction  of  a  warrior's  warfighting  abilides. 

Fusion  and  situadon  assessment  were  approached  in  a  serial  fashion  procedurally  and 
conducted  in  a  rigid  lockstep  doctrinally  —  further  analysis,  fusion,  or  assessment  could 
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DEC3SI0N  SUPPORT  & 


KOALAS  UNKAGES 


HUMAN  COMMAND  AND 


not  be  performed  without  receiving  new  information,  guidance,  or  tasking.  KOALAS 
explicitly  separates  these  functions  from  tte  labyrinth  of  chaos  and  confusitm  found  within 
conventional  architectures,  systems,  and  organizations.  This  linkage  enables 
informatitm  fusion  and  situation  assessment  to  be  performed  in  a  continually  updated, 
iterative  fashitm  by  accepting  the  perceptions  of  the  warrior. 

More  importantly,  KOALAS  provides  the  opportunity  to  establish  truly  effective 
user-infonnation  and  technology  interfaces  in  a  modular  fashion.  The  architecture  readily 
stipports  this  ctmcept  via  the  Induction  Control  Interface.  This  element  will  be  the  warrior 
"plug-in"  pdnt  This  is  where  his  personalized  C^I  is  created  and  maintained.  This  is 
where  user  information  pull  becomes  a  reality.  Seamless  and  transparent  q)erations  will  be 
achieved  at  the  Induction  Control  Interface  through  the  proper  design  and  incorporatitm  of 
human  engineering  principles.  Common  operating  environments  and  real  time  decision 
aiding  will  be  the  functional  architecture  uptm  which  the  Indixnion  Control  Interface  is 
built 

B.  POSSIBLE  IMPROVEMENTS 

Howeva-,  while  KOALAS  is  a  promising  reality  in  meeting  the  goals  and  providing 
the  deliverables  that  the  advanced  C^I  architectures  premise,  it  can  be  improved.  This 
improvement  should  be  focused  at  the  Induction  Control  Interface.  At  this  point,  it  is 
prudmt  to  revisit  some  of  the  issues  discussed  in  previous  chapters.  Specifically,  the  idea 
of  open  loop  control^  and  an  inquiry  system.^  KOALAS  promises  to  allow  the  power  of 


^Opn  loop  control  was  introduced  in  the  KOALAS  overview,  particularly  relative  to  the  Induction  Control 
Int^ace.  The  mhiction  control  interface  ia  where  the  wnrior  interaett  with  the  C2  ^tem  and  is  the  "open  loop” 
point  in  the  KOALAS  approach. 

idea  of  an  hiquiry  System  wu  introduced  in  Chapter  V,  Situation  Assessment.  An  inquiry  system  is  a  vehicle 
ediidi  allows  die  warrior  to  monitor  and  perform  situation  assessment  and  enables  him  to  achieve  a  higher  degree 
of  fideliqr  and  control  over  dus  proceu. 
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human  intuition  into  the  situation  assessment  loqp.  Additional  thought  ought  to  be  given  to 
amplifying  this  power. 

1.  Open  Loop  Control 

KOALAS  implicitly  prescribes  an  open  loop  ccmtrol  methodology  which 
enhances  the  warrior's  ability  to  fuse  information  in  support  d  sound  and  accurate  situation 
assessment  The  e}q>licit  incorporation  of  an  open  loop  control  schema  widiin  the  KOALAS 
framework  is  one  alternative  to  improving  the  integration  of  KOALAS  within  the  advanced 
C^I  architectures.  The  idea  of  open  loop  control  is  best  explained  relative  to  the  more  easily 
recognizable  closed  loop  control.  Qosed  loq)  ccmtrol  may  be  thought  of  as  taking  action 
based  on  results  and  open  loop  control  as  taking  actirm  based  on  anticipated  events.  In 
order  to  act  anticipatively, 

"...the  executive  process  [C^]  must  increase  its  issue  scanning  and  tracking  activity ... 
there  must  be  increased  organizational  learning  if  the  organizaticm  is  not  to  become 
chaotic.  The  benefit  of  open  loop  control  is  tiut  the  organization  is  able  to  have  faster 
decisitm  making  and  respond  to  changes  in  its  external  environment  faster."  (Widmeyer, 
1992.  p.  166) 

The  cotx:q)t  of  issue  scanning  and  tracking  corespond  directly  to  the  sensor/source 
information  fusion  and  situatitm  assessment  The  ability  to  have  faster  decisions  and 
respond  to  external  change  quicker  is  easily  transferable  to  the  warrior's  desire  to  execute 
C?  effectively.  Widmeyer  (1992)  continues.  There  is  a  strong  link  between  having 
knowledge  (information  fusion  and  situation  assessment)  and  the  crqrability  for  a  swift  and 
rq)t  lesptMise  (C?)  from  the  organization  [warrim*]  with  respea  to  events  in  the  external 
environment  (battlespace)."  (Widmeyer,  1992,  p.  170) 

2.  Inquiry  System  and  Learning 

The  concept  of  organizational  and  individual  learning  is  embedded  within  the 
idea  of  an  itx}uiry  system.  An  inquiry  syston  is  used  to  aid  the  decision  maker  in  defining 
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and  solving  a  problem  and  represent  a  second  alternative  to  integrating  KOALAS  within  the 

advanced  C^I  architectures.  Sage  presents  the  following  goals  of  an  inquiry  system: 

...  inquiry  systems  need  to  be  able  to  determine  whether  what  the  decision  makn- 
perceives  as  informatitHi  is  actually  information ....  An  inquiry  system  should  be  capable 
of  recognizing  the  goals  of  die  decision  maker,  determining  what  informatitm  is  relevant 
to  die  t^  at  hand  and  what  is  not,  and  summarizing  this  information  in  a  form  that  is 
suitable  for  the  decisitxi  maker  and  in  the  %nse  of  l^g  compatible  with  various 
contin^ncy-related  elements  of  the  task,  such  as  time  available  for  judgment  and  choice. 
(Sage,  1991,  p.  246) 

The  design,  creation,  and  implementation  of  such  a  system  will  be  achieved  through 
advanced  technolo^es.  However,  it  is  within  die  fundamental  precept  that  humans  apply 
intuitive  strategies  to  gather  and  process  information  that  the  value  of  an  inquiry  system 
becomes  iqiparent.  The  Induction  Control  Interface  may  be  viewed  as  a  ctmceptually 
advanced  inquiry  system.  Is  not  to  displace  die  warrior,  but  rather  to  enhance  and  amplify 
his  natural  intuition  that  the  idea  of  an  inquiry  system  becomes  reality. 

3.  Interface  Control 

The  power  of  advanced  C^I  architectures  and  intelligent  control  can  rally 
braefit  the  warrior  if  the  system  is  accessible  and  the  product  is  intelligible.  For  example, 
rate  has  rally  to  look  at  computer  technology  and  the  revolution  in  user  interface  brought 
about  by  die  Madntosh®  operating  system.  Arguably,  its  success  in  the  markeqilace  is 
derived  initially  from  the  appeal  of  its  easy-m-use  nature  as  opposed  to  its  functiraiality, 
and  processing  or  computing  power.  Similarly,  diis  economic  force  precipitated 
competitras,  like  Microsoft,  to  cater  to  public  demand  by  introducing  the  Windows® 
operating  system.  Both  of  these  systems  incorporate  well  designed  screens,  functional 
software  tools,  and  ergonomic  hardware  to  increase  human  processing  speed,  reduce 
human  errors,  and  enhance  human  decision  making  productivity.  One  particular  aspect  of 
this  relatiraiship  deals  with  what  information  is  displayed,  how  information  is  structured, 
and  v/hctt  information  is  located.  Advanced  (}^I  architectures  promise  to  delegate  this 
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issue  to  the  lowest  possible  level — or  mote  apinopriately,  the  new  center  of  the  system  — 
the  warrior  and  his  interface.  This  functional  requirement  should  be  accomplished  and 
cmitained  within  the  Induction  Ccxitnol  Interface. 

One  such  interface  controller  is  described  by  Yazici,  et  al.  (1992).  Figure  Vn-3 
illustrates  diis  control  architecture  as  adapted  widiin  the  KOALAS  framework. 


Figure  Vn^S:  Interface  Controller  (afrer  Yazici,  et  al.  1992) 


As  envisioned  by  Yazici,  et  al.  (1992),  the  interface  controller  maiuiges  die 
interactions  between  the  modules  indicated  in  Figure  Vn-2.  The  operations  of  the  modules 
are  interactive  and  recursive^.  Ideally,  the  controller  is  transparent  to  the  warrior.  The 
noodules  within  the  controller  contain  a  learning  algorithm  where  preferences  are  preset  by 
the  warriOT  and  adapted  as  teaming  takes  place.  The  frdlowing  list  summarizes  the 
objectives  of  each  component- 


tense,  lecmive  meeni  diet  the  ooniroller  can  ‘'kam"  &om  the  wanior  and  apply  this  knowledge  to  other 
cnnent  and  ftdure  Anctiont. 
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•  The  Session  Schema  Generator  monitos  all  tfie  input  and  ouq)ut  functicxis  as  well  as 
creates  the  plan  of  each  user  session.  A  session  is  taken  to  mean  a  series  of 
interactions.  Additionally,  there  would  exist  a  ctmnection  between,  for  example, 
continuity  of  thought,  memory,  and  expansion  of  previous  ideas. 

•  The  Dialog  Generator  is  responsible  for  creating  preplanned  and  impromptu  dialogs 
during  a  session.  Dialog  would  be  based  on  nab^  language  understating, 
information  syntax,  and  situation  assesmient  context. 

•  The  Sequencer  monitors  and  develops  the  continuity  of  the  session.  This  will  be 
based  on  the  user's  cognitive  characteristics,  similar  to  his  personalized  C^L  This 
allows  die  user  to  navigate  within  the  battlespace  hypothetical  model  in  a  flexible 
manner. 

•  The  Display  Method  Selector  and  Screen  Fcxmat  Designer  determine  and  cmitrol 
how  information  is  communicated  to  the  warrior.  This  is  the  area  that  possesses  the 
greatest  potential  for  change  by  incorporating  new  media  technologies  like  virtual 
reality,  synthetic  environments,  and  ^berspace.  Currendy,  the  display  rations  will 
use  conventional  graphical  user  interface  technologies,  e.g.,  hypertext  (Yazici,  et 
al,  1992,  pp.  106-107) 


The  ideas  presented  above  represent  a  broad  crmceptual  view  of  some  specific  areas 
which,  when  considered  in  conjunction  with  the  architecture  as  a  whole,  serve  to  focus 
attention  on  the  need  to  truly  consider  the  warrior  in  the  design  of  his  tools.  The  warrior 
needs  to  be  able  to  easily  understand  his  system  and  its  capabilities  and  limitations.  He 
needs  to  be  able  to  contrcd  what  he  wants  to  see  and  the  manner  in  which  he  sees  it  Open 
loop  control  methodology  represents  one  possible  solution  to  aiding  this  task. 
Additionally,  the  warrior  needs  to  be  able  to  focus  his  intuition  on  the  battlespace  by 
viewing  only  what  infonnation  is  important  The  development  and  integration  of  an 
inquiry  system  within  the  Induction  Control  Interface  may  accomplish  this.  More 
imponandy,  he  needs  to  be  able  to  interact  with  his  batdespace  intelligendy  by  reducing  die 
disorientation  associated  with  useless  infonnation.  The  interface  controller  concept  should 
assist  this  endeavor.  These  ideas  represent  the  whole  of  the  KOALAS  concept  -  enable  the 
warrior  to  fight  more  effectively  by  taking  advantage  of  his  intuition  in  order  to  match  his 
efforts  against  what  he  wants  to  accomplish. 
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C.  PERFORMANCE  GAINS 


The  benefits  derived  from  the  implementatitm  of  advanced  C^I  architectures  have 
been  discussed  in  preceding  chapters.  Essentially,  provide  the  information  [fusion]  the 
warrior  wants  in  order  to  view  die  batdespace  with  clarity  [situation  assessment]  so  he  can 
direct  his  forces  to  acannplish  their  mission  [command  and  control].  KOALAS  attempts  to 
amplify  or  enhance  this  process.  Harris,  et  al.  (1991),  provide  a  expected  benefits  or 
performance  gains  derived  fiom  experimental  results.^  A  synopsis  follows. 

First,  there  is  an  increase  in  weapon  system  lethal  range.  By  employing  senses  and 
sources  within  a  KOALAS  firamework,  the  value  of  derived  information  enables  the 
warrior  to  focus  his  weaptxis  on  ”real"  targets  at  maximum  weapons  performance 
envelopes.  Errmeous,  spurious,  and  dubious  targets  are  easily  recognized  and  discarded 
in  favor  ci  the  true  enemy.  His  command  and  control  cycle  time  is  reduced  and  his 
attention  is  more  focused  on  the  tasks  at  hand. 

Second,  die  warrior  will  be  less  vulnerable  to  any  deception  operations  being 
conducted  by  the  enony.  The  deductive  expert  system  component  of  the  system  will 
provide  nuirgins  of  ground  truth  within  the  batdespace  which  permits  the  warrior  to  take 
advantage  of  his  intuition  based  on  his  knowledge,  eiqierience,  and  operational  expertise  to 
increase  die  fidelity  of  his  batdespace  model  or  situational  awareness. 

Third,  a  broad  application  of  KOALAS  systems  within  and  across  multiple  levels  of 
the  warrior  infrastructure  enables  a  synergistic  amplification  of  hypothesis  ctxifirmation  via 
information  corroboration  or  disaccreditation.  In  essence,  warriors  on  all  levels  can  direct 


^Thaie  perfonnoice  gains  mt  in-line  with  those  goals  and  advantages  presented  in  Giapters  n  and  IV.  For  more 
precise  nformation.  the  reader  is  directed  to  Harris,  et  al.  (1991) 
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their  forces  based  on  accurate  information  and  similar  situation  assessments  resulting  in  the 
same  operative  situation  hypothesis. 

Fourth,  KOALAS  peimits  the  injection  and  integration  of  unidentified  technology 
within  the  architecture  fiamewoik.  This  is  particularly  important  considering  the  rapidity 
with  which  new  information,  weaptms,  and  sensor  technologies  are  being  developed. 

Fifth,  KOALAS  enables  the  warrior.  Before,  the  warrior  only  used  the  tools, 
information  and  weapons,  provided  by  his  command  and  control  hierarchy.  Under  this 
architecture,  the  warrior  becomes  the  weaptm  via  the  KOALAS  interface.  Hnally, 
KOALAS  fosters  intelligent  thinking  by  the  warrior.  Where  a  warrior  used  to  think  as  a 
functitmofhisintelligence,  he  will  new  intelligently  think.  Previously,  command  and 
omttol  was  a  function  of  orgartization.  Cmnmand  and  control  will  now  be  approached  in 
tenns  of  a  process  -  a  process  that  enables  the  warriOT  to  imagine. 

D.  ONLY  A  BEGINNING 

KOALAS  and  the  advanced  C4I  architectures  reviewed  are  in  their  infancy.  More 
mainline  human  engineering  principles  ought  to  be  considered  in  the  design  and 
imptonentation  of  any  C^I  architecture  to  fully  realire  performance  potentials.  Nominally, 
the  Inductive  Control  Interface,  as  represented  by  KOALAS,  will  display  whatever 
"information”  the  warrior  desires.  The  term  "information”  is  used  here  because, 
conceptually,  the  itKoiporation  of  open  loop  cmitrol,  an  inquiry  system,  and  an  interface 
controller  within  a  KOALAS  Inductive  Control  Interface  will  serve  to  place  sensor/source 
data  into  die  warrior's  cognitive  reference.  Currently,  much  research  is  underway  in 
advanced  presentational  mediums  for  "getting  the  message  across.”  As  mentiemed  in 
Quqrter  m,  these  range  fiom  advanced  graphical  user  interfaces  to  virtual  reality  to 
synthetic  environments  to  cyberspace.  However,  like  many  concepts,  they  are  encumbered 
not  by  technolo^cal  limits,  but  by  lack  of  inductive  thinking  m  visualizing  the  technology 
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aiiplication  or  q)tiinizing  its  utility.  The  beauty  of  intelligent  control  processes  and  a 
system  like  KOALAS  lies  in  their  inherent  simplicity  of  form  and  elegance  of  function ... 
they  can  be  applied  to  any  system  or  wganizatitm.  at  any  level,  across  any  boundary,  and 
between  any  echelon. 
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Vm.  SUMMARY  AND  CONCLUSIONS 


There  is  nothing  more  difficult  to  take  in  hand,  more  perilous  to  conduct, 
or  more  uncertain  in  its  success,  than  to  take  the  lead  in  the  introduction  of 
a  new  order  of  things,  because  the  innovator  has  for  enemies  all  those  who 
have  done  well  under  the  old  conditions,  and  lukewarm  defenders  in  those 

who  may  do  well  under  the  new. 

—  MACHIAVELLI 


A.  LOST  HORIZONS 

A  ccHnmon  theme  throughout  this  thesis  is  the  idea  of  “change.”  As  a  result  of 
changes  in  the  economic  and  geopolitical  structure  of  the  world,  the  United  States  military 
will  undergo  a  period  of  great  transition.  This  change  will  become  a  constant  force  with 
which  to  be  reckoned.  Qiange  is  persistent.  Change  is  immutable.  The  pace  of  change  is 
increasing  tt^idly.  The  warrior’s  battlespace  can  be  summed  up  in  this  one  word  — 
change.  Consequently,  die  information  that  the  warrior  looks  to  in  order  to  make  war 
figfhting  decisions  will  be  dynamic  and  uncertain.  Combined  with  the  adversity  associated 
with  the  batdespace,  the  warrior  is  in  danger  of  becoming  subsumed  in  chaos.  As 
discussed  in  Chapter  n,  current  C^I  architectures  and  processes  are  ill  equipped  to  meet  this 
change. 

The  advanced  C^I  architectures  discussed,  namely  the  Navy’s  Cc^micus  and  the 
Joint  Chiefs  of  Staff  C^I  For  the  Warrior,  are  an  effort  to  meet  this  change  head-on. 
Cutient  architectures  are  task,  structure,  oiganization  and/or  job  oriented  vice  focused  on 
the  process.  They  are  built  upon  stovepiped  systems  and  organizadons  focused  inward  on 
die  service  component  vice  outward  toward  warrior.  They  are  characterized  by  agency 
paralysis,  inflexibility,  and  unresponsiveness.  They  generate  activity,  not  performance. 
They  follow  procedures,  not  achieve  goals.  They  were  designed  in  the  last  century  for  a 
military  force  that  needs  to  opo^  in  the  next  century.  Conversely,  these  advanced 
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architectures  strive  to  ensure  a  military  flexible  enough  to  adjust  quickly  to  changing 
batdespace  environments,  innovative  enough  to  take  advantage  of  new  technology,  and 
nimble  enough  to  out-think,  out-gun,  and  out-maneuver  the  enemy.  In  short,  change  the 
very  nature  of  command  and  control.  As  discussed  in  Chapter  m,  the  new  command  and 
amtrol  process  will  revolve  around  the  warrior  and  an  information  “pull”  vice  “push” 
doctrine. 

New  technology  will  be  the  force  that  enables  this  information  pull  phenomencxi. 
Infotmadrai  technology  will  allow  the  military  to  work  in  radical,  previously  undefined 
ways.  Innovation  drat  is  incumbent  on  this  technology  will  change  the  very  process  of 
how  the  warrior  interacts  with  his  batdespace  and  supporting  organizadons.  The  key 
feature  in  this  interaction  is  the  user-technology  interface.  It  is  at  this  interface  that 
information  pull  will  expand  the  limits  of  the  possible.  The  impossible  will  become 
commonplace.  The  impossible  will  be  achieved  through  enhanced  information  fusion  and 
situation  assessment  as  presented  in  Chapters  IV  and  V. 

Information  fiisitm  is  taken  to  be  an  outgrowth  of  sensor  and  multi-sensor  fusion 
algoriduns.  Situation  assessment  is  taken  to  be  an  inherendy  human,  or  warrior,  process. 
Both  are  key  to  the  decisionmaking,  and  command  and  control  process  diat  a  commander 
must  undertake  in  order  to  succeed  on  the  batdefield.  Generally  speaking,  fusion  is  a 
function  undertaken  at  the  sensor,  information  source,  or  controlling  agency  level.  Fusicm 
is  often  conducted  by  computers  based  on  remote  systems  characterized  by  spectral 
diversity  —  separated  in  time,  space,  and  measures  of  effectiveness.  Additionally,  fusion 
is  an  attempt  to  reduce  or  minimize  the  error,  ambiguity,  and  uncertainty  associated  with  the 
resultant  information.  Conversely,  situation  assessment  is  a  uniquely  human  process. 
Where  fusion  may  be  aided  or  even  overtaken  by  machines,  human  ct^ition  may  only  be 
emulated,  but  never  replaced.  However,  human  situatim  assessment  may  be  assisted  in 
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die  manner  and  method  of  infcnmation  manipulation.  This  manipulation  is  subject  to  the 
vagaries  of  “human  factors.”  By  extension,  computer  decision  or  command  and  control  aid 
is  achieved  at  the  interface  between  the  waniOT  and  his  information  as  discussed  in 
Chapters  VI  and  VII. 

At  this  point,  we  have  recognized  the  phenomenon  of  change  -  both  as  a  problem 
and  a  solution.  We  have  experienced  the  “old”  and  seen  glimpses  of  the  “new”  in  terms  of 
conunand  and  control  and  representative  architectures.  We  have  reviewed  the  doctrinal 
shift  toward  the  warrior  as  opposed  to  around  the  warrior  in  terms  of  information  pull. 
Finally,  we  arrive  at  the  warrior  as  the  foundation  of  titese  advanced  C^I  architectures 
because  they  rely  (xi  his  innate  ability  to  take  fused  information  and  synthesize  a  complete 
and  representative  picture  of  the  battlespace  in  which  he  must  operate.  Current  command 
and  control  procedures  are  based  on  assumptions  about  people,  organizational  goals,  and 
technology  which  are  no  longer  valid.  KOALAS  and  similar  methodologies  c^italize  on 
technological  innovation  to  reengineer  the  process  by  which  the  warrior  conducts  command 
and  control. 

KOALAS  achieves  a  separaticm  of  human  deductive  and  inductive  reasoning 
processes  with  potentially  breathtaking  improvements  in  performance.  This  separation 
serves  to  isolate  aiKl  minimire  resultant  human  cognitive  limitations  by  introducing  expert 
system’s  deductive  reasoning  technology  into  the  situation  assessment  process.  More 
importantly,  KOALAS  oihances  the  warrior’s  natural  intuition  by  first  creating  an 
environment  diat  fosters  its  tqrplication  and  then  combining  it  with  computer  decision  aids. 
The  yield  is  synergistic  performance  gains.  This  is  not  a  new  goal;  it  has  just  never  before 
been  realizable.  In  a  battlespace  that  is  at  best  uncertain,  and  at  worst  unknown,  it  will  be 
the  commander’s  intuition  upon  which  success  or  failure  will  hinge.  According  to 
Gausewitz: 
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...  the  general  unreliabili^  of  all  information  presents  a  special  problem  in  war  all  action 
takes  place,  so  to  speak,  in  a  land  of  twilight,  which,  like  fog  or  moonlight,  often  tends 
to  malm  things  grotesque  and  larger  than  diey  really  are. 

Whatever  is  hidden  fiom  fuU  view  in  this  feeble  light  has  to  be  guessed  at  by  talent 
or  simply  left  to  chance.  So  once  again,  for  lack  of  objective  knowl^ge,  one  has  to  trust 
to  talent  or  to  luck....  the  talent  of  Ae  military  genius,  whose  experience,  intuition  and 
character,  equip  him  to  make  prudent  decisicms  even  in  an  envirmunent  of  rampant 
uncertainty.  [Handel,  1990,  pp.  13-14] 

It  is  impossible  to  change  or  accommodate  the  warrior’s  experience  or  character,  but 
KOALAS  indeed  makes  a  positive  impact  on  the  warrior’s  intuition.  By  incorporating  an 
“intelligent  crnitrol’’  firamewoik,  KOALAS  aids  a  wanior’s  intuitive  capacity  by  impacting 
and  changing  the  command  and  control  process  from  the  ground  up.  KOALAS  exploits 
the  latest  capabilities  of  technology  to  achieve  entirely  new  goals.  KOALAS  is  predicated 
on  realizing  imaginative  and  ingenious  solutions  to  dynamic  problems  occurring  in  an 
uncertain  battlespace  by  enabling,  reinforcing,  a  warrior’s  intuitive  power. 

B .  NEW  HORIZONS 

The  application  and  utility  of  the  KOALAS  intelligent  control  methodology  is  both 
broad  and  deep.  As  discussed,  KOALAS  is  currently  focused  on  the  individual  warrior. 
Current  research  is  directed  at  applications  within  naval  tactical  fighter  aircraft^  However, 
this  taxonomy  may  be  iq)plied  to  all  human-technology  interfaces,  and  systems  of  these 
interfaces.  A  ship’s  Combat  Information  Center  is  an  excellent  candidate,  as  is  die  Flag 
Plot  of  a  batde  group  commander.  Integratimi  within  the  advanced  C4I  architectures 
promises  a  truly  joint  tqiplicadon  achieving  complete  transparent  interopetability  fcH*  the 
service  components  which  make  up  a  JTF.  By  themselves,  diese  architectures  promise 
everydiing  and  deliver  nothing.  Careful  and  comprehensive  attendtm  must  be  focused  on 
the  warrior —  the  human  element. 


^The  reader*!  atlemion  is  directed  to  Htoris,  et  al.  (1991),  and  their  worit  widi  the  F-14D. 
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By  virtue  of  the  maelstrom  of  change  surrounding  the  world  today,  the  warrior  is  in 
a  positicxi  to  demand  infonrration  and  C2  assets  tailored  to  his  unique  needs.  The  idea  of  a 
fleet  or  army  is  passd;  information  needs  [access,  manipuladtm,  display]  must  now  be 
directed  to  die  lowest  cranmon  denominator —  the  individual  warrior.  The  warrior's  role 
changes.  He  begins  to  make  his  own  rules  and  detine  his  own  battlespace.  He  transitions 
from  the  controlled  to  the  empowered.  He  begins  to  think  about  technology  in  terms  of 
finding  solutions  to  problems  he  does  not  know  he  has,  or  to  do  things  that  te  was 
previously  unable  to  envision.  This  is  the  essence  of  the  KOALAS  structure  of  intelligent 
cmtrol,  irmovative  use  of  information  technology,  and  intuition  —  redefining  the  probable, 
and  achieving  the  impossible. 
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APPENDIX  A 


GLOSSARY  OF  TERMS 


Acquisition  of  Kno^edge:  Obtaining  the  knowledge  needed  by  an  expert  program.  In  certain 
domains,  programs  may  be  able  to  "learn”  through  experience,  but  typically  the  system 
designers  and  the  e^q^rts  being  modeled  must  woik  closely  together  to  identify  and  verify 
the  l^wledge  of  die  domain.  There  has  been  some  experience  devising  programs  that 
actually  bring  the  expert  to  die  computer  terminal  where  a  "teaching  session"  can  result  in 
direct  transfer  of  knowledge  fiom  the  expert  to  the  system  itself.  (Shortliffe,  1983) 

ActivatitMi  Mechanism :  The  situation  required  to  invoke  a  procedure  -  usually  a  match  of  the 
system  state  to  the  preccmditions  required  to  exercise  a  production  rule.  (Gevarter,  1985) 

AlgtMriUim :  A  procedure  for  solving  a  problem  in  a  finite  number  of  steps.  A  procedure  with  a 
specific  beginning  and  end  that  is  guaranteed  to  solve  a  specific  problem.  A  step-by-step 
search,  where  improvement  is  made  in  every  step  until  die  best  solution  is  found. 
(Gevarter,  1985) 

Analogical  Reasoning :  Determining  the  outcome  of  a  problem  by  the  use  of  analogies.  A 
procedure  for  thawing  conclusions  about  a  problem  by  using  past  experience.  (Turban, 
1990) 

Application  Generator :  A  very  high-level  programming  language  in  which  programmers 
specify,  through  an  interactive  dialog  with  the  system,  which  processing  tas^  are  to  be 
pmformed.  (Long,  Long,  1993) 

Argument :  That  portion  of  a  functicm  which  identifies  the  data  to  be  tqierated  on.  (Long,  Long, 
1993) 

Artificial  Intelligence  (AI) :  i)  discipline  devoted  to  developing  and  applying  computational 
approaches  to  intelligent  behavior.  Also  referred  to  as  machine  intelligence  or  heuristic 
programming.  (Gevarter,  1985)  ii)  The  subfield  of  computer  science  that  is  concerned 
with  symbolic  reasoning  and  problem  solving.  (Turban,  1990)  iii)  Technology  intended  to 
design  and  to  produce  "intelligent"  computer  systems,  that  is,  computers  that  can  imitate 
human  diought  presses,  ^t  attain  mexe  accurate  results.  To  provide  a  common  baseline, 

AI  is  defined  as  the  application  of  knowledge,  thought  and  learning  to  computer  systeiris  to 
aid  humans.  All  areas  of  AI  are  basically  involved  in  either  the  extraction  or  the  generatitxi 
of  information  and  in  understandmg  the  surrounding  envirtmment  (Daniels,  1987)  iv) 

The  ability  of  a  computer  to  reason,  ti)  leam,  to  strive  for  self-improvement,  and  to  simulate 
human  sensory  aqiabiUties.  (Long,  Long,  1993) 

Artificial  Intelligence  Approach  :  An  approach  that  has  as  its  emphasis  symbolic  processes 
for  reinesenting  and  manipulating  knowledge  in  a  problem-solving  mo^.  (Gevarter, 

1985) 
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Assistant  System :  A  type  of  knowledge-based  system  that  helps  users  make  relatively 
straightforward  decisions.  G-^ng.  Long,  1993) 

Associative  Memory  Technology  :  An  experimental  computer  technology  that  attempts  to 
build  computers  that  will  operate  like  a  human  brain.  The  machines  possess  simultaneous 
memory  storage,  and  work  with  ambiguous  information.  (Turban,  1990) 

Asyndironous  Transmission  :  Data  transmission  at  irregular  intervals  that  is  synchronized 
with  stan/stop  bits.  (Long,  Long,  1993) 

Atom :  an  individual.  A  proposition  in  It^c  that  cannot  be  brdcen  down  into  other  propositions. 
An  indivisible  element  (Gevarter,  1985) 

Attribute :  A  field  in  a  relaticmal  database.  (Long,  Long,  1993) 

Automation :  The  automatic  control  and  operation  of  machines,  processes,  and  procedures. 
(Long,  Long,  1993) 

Autrniomous  :  A  system  capable  of  independent  action.  (Gevarter,  1985) 

Back-End  Processor  :  A  host-subordinate  processor  that  handles  administrative  tasks 
associated  with  retrieval  and  manipulation  of  data.  (Long,  Lrnig,  1993) 

Backtracking :  i)  Returning  (usually  due  m  depth-first  search  failure)  to  an  earlier  point  in  a 
search  space.  Also  a  name  given  tt>  depth-first  backward  reasoning.  (Gevarter,  1985)  ii) 
A  technique  used  in  tree  searches.  The  process  works  Irackward  fnxn  a  failed  objective  or 
an  incorrect  result  to  examine  unexplored  alternatives.  (Turban,  1990) 

Backward  Qiaining :  i)  A  form  of  reasoning  starting  with  a  goal  and  recursively  chaining 
backward  to  its  antecedent  goals  oc  smtes  by  applying  applicable  operators  until  an 
qiptoptiatB  earlier  state  is  reached  or  the  system  backtracks.  This  is  a  form  of  depth-first 
search.  When  the  application  of  operators  changes  a  single  goal  or  state  into  multiple  goals 
or  states,  the  approach  is  referred  to  as  a  prc^lem  reduction,  ii)  a  search  technique  that 
starts  fiom  a  doited  goal  or  solution  and  attempts  to  reason  l^kward  toward  known  facts 
to  prove  the  goal  true.  (Gevarter,  1985)  iii)  A  search  technique  used  in  production  CTf- 
dien”  rule)  systems  that  begins  with  the  action  clause  of  a  rule  and  works  “backward” 
through  a  chain  of  rules  in  an  attempt  to  find  a  verifiable  set  of  condition  clauses.  (Turban, 
1990) 

Baud :  i)  A  measure  of  the  maximum  number  of  electronic  signals  diat  can  be  transmitted  via  a 
communications  channel,  ii)  Bits  per  second.  (Long,  Long,  1993) 

Boidimark  Test :  A  test  for  comparing  the  performance  of  several  computer  systems  while 

running  the  same  software,  or  comparing  the  performance  of  sever^  programs  that  are  run 
on  the  same  computer.  (Long,  Long,  1993) 

Blackboard  Approach :  A  problem  solving  approach  whereby  the  various  system  elements 
communicate  with  each  other  via  a  common  working  data  storage  called  a  blackboard. 
(Gevarter,  1985) 

Blackboard  Architecture :  A  software  technique  used  to  facilitate  sharing  of  information 
between  multiple  expert  systems  operating  coqreradvely.  (Gevarter,  1985) 
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Blind  Search :  i)  An  ordered  q)proach  that  does  not  rely  on  knowledge  for  searching  for  a 
solution.  (Gevarter,  1985)  ii)  A  search  approach  that  makes  use  of  no  knowledge  or 
heuristics  to  help  speed  up  the  search  process.  A  time-consuming  and  aibitraiy  search 
process  that  attempts  to  exhaust  all  possibilities.  (Turban,  1990) 

Blocks  World  :  A  small  aitindal  world,  consisting  of  blocks  and  pyramids,  used  to  develop 
ideas  in  computer  vision,  robotics,  and  natural  language  interfaces.  (Gevarter,  1985) 

Bottom-Up  CtMitrol  Structure  :  A  problem  solving  approach  that  employs  forward  reasoning 
fiom  current  or  initial  condititxis.  Also  referred  to  as  an  event-driven  or  data-drivoi  amtrol 
structure.  (Gevarter,  1985) 

Breadth-First  Search ;  i)  An  approach  in  which,  starting  with  the  root  node,  the  nodes  in  the 
search  tree  are  generated  ai^  examined  level  by  level(before  proceeding  deeper).  This 
approach  is  guaranteed  to  find  an  optimal  solution  if  it  exists.  (Gevarter,  1985)  ii)  A 
search  techn^ue  that  evaluates  every  item  at  a  given  level  of  the  search  space  befcne 
proceeding  to  die  next  level.  (Turban,  1990) 

Bridge :  A  protocol-independent  hardware  device  that  permits  communication  between  devices 
on  separate  local  area  networks.  (Ltxig,  Long,  1993) 

Case-Based  Reasoning :  Based  on  the  notion  of  that  past  experiences  and  case  histories  can 
often  pride  insights  into  future  decisimis/problem  solving.  A  case  is  any  set  of  features  or 
attributes  that  are  related  in  some  manner  and  to  which  a  comparison  can  be  made  of  a 
current  situation.  The  basis  for  the  comparison  is  similarity — to  what  extent  is  the  current 
situation  similar  to  or  analogous  to  prior  situations  (cases).  The  criteria  for  assessing 
similarity  is  varied  and  is  a  topic  of  current  research.  Similarity  criteria  include:  nearest 
neighbor  techniques,  inductive  techniques  (ID3)  and  hybrid  techniques  which  may  include 
some  elements  of  kiiowledgerintelligence.  The  challenge  in  case-based  reasoning  is  to 
establish  {qrproptiatB  indices  that  allow  comparison  between  and  referencing  of  die  various 
cases  and  the  current  scenario/situation.  Care-Based  reasoning  is  not  as  restrictive  as  rule- 
based  systems  in  the  sense  of  having  m  wcxk  out  all  the  paths  in  the  rule  base  prior  to 
utilizing  die  system.  Care-Based  reasoning  also  can  provide  some  adaptiveness  to  new 
situations  and  modify  the  case-histories  based  on  new  information.  Care-Based  reasoning 
systems  have  been  substituted  for  expert  systems,  neural  nets  and  mher  machine  learning 
tqiproaches.  (Watldns,  1992) 

Channel :  The  facili^  by  which  data  are  transmitted  between  locations  in  a  computer  network. 
(Long,  Long,  1993) 

Channel  Capacity :  The  number  of  bits  that  can  be  transmitted  over  a  communications  channel 
per  second  (Long,  Long,  1993) 

Chunk  of  Information :  A  collection  of  facts  stored  and  retrieved  as  a  single  unit  The 

limitations  of  working  memory  are  usually  defined  in  terms  of  the  number  of  chunks  that 
can  be  handled  simultaneously.  (Turban,  1990) 

Complex  Instruction  Set  Computer  (CISC) :  A  computer  design  architecture  that  orfers 
programmers  a  wide  variety  of  instructions.  (Long,  Long,  1993) 
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Classification  Model :  A  model  used  in  building  expert  systems  that  uses  production  rules  and 
covers  a  highly  bounded  problem.  (Turban,  19^) 

Cognitive  Style :  The  subjective  process  dm>ugh  which  individuals  organize  and  change 
infonnation  during  dhe  decisionmaking  process.  (Turban,  1990) 

Cognition  :  an  intellectual  process  by  which  knowledge  is  gained  about  perceptions  or  ideas. 
(Gevarter,  1985) 

Common  Sense :  the  ability  to  act  appropriamly  in  everyday  situations  based  on  one's  lifetime 
accumulation  of  experiential  Imowledge.  (Gevarter,  1985) 

Commonsense  Reasoning  :  low-level  reasoning  based  on  a  wealth  of  experience.  (Gevarter, 
1985) 

Computational  Logic :  a  science  designed  to  make  use  of  computers  in  logic  calculus. 
(Gevarter,  1985) 

Computer  Architecture :  the  manner  in  which  various  computational  elements  are 
interconnected  to  achieve  a  computational  function,  ((^varter,  1985) 

Computer  Vision  (Computational  or  Machine  Vision) :  perception  by  a  computer,  based 
on  visual  sensory  input,  in  which  a  symbolic  description  is  devel(q)ed  ttf  a  scene  depicted 
in  an  image.  It  is  o^n  a  knowledge-based,  expectation-guided  process  diat  uses  models  to 
inteipret  sensory  data.  Used  somewhat  synonymously  with  image  understanding  and 
scene  analysis.  (Gevarter,  1985) 

Conceptual  Dependency :  An  approach  to  natural  language  understanding  in  which  sentences 
are  transited  into  basic  concepts  expressed  as  a  small  set  of  semantic  primatives. 

(Gevarter,  1985) 

CcMiflict  Resolution  :  Selecting  a  procedure  or  rule  from  a  conflict  set  of  applicable  competing 
procedures  or  rules.  (Gevarter,  1985) 

Conflict  Set :  The  set  of  rules  that  matches  some  data  or  pattern  in  the  global  data  base. 
(Gevarter,  1985) 

Connectivity :  Pertains  to  the  degree  to  which  hardware  devices,  software,  and  databases  can  be 
functionally  linked  to  one  another.  (Long,  Long,  1993) 

Constraint  Propagation :  A  method  for  limiting  search  by  requiring  that  certain  constraints  be 
satisfied.  It  can  also  be  viewed  as  a  mechanism  for  moving  information  between 
subproblems.  (Gevarter,  1985) 

Context :  The  set  of  circumstances  or  facts  that  define  a  particular  situation,  event,  and  so  on. 

The  portion  of  the  situation  that  remains  die  same  when  an  operator  is  applied  in  a  problem¬ 
solving  situation.  (Gevarter,  1985) 

Control  Structure :  Reasoning  strategy.  The  strategy  for  manipulating  the  domain  knowledge 
to  arrive  at  a  problem  solution.  (Gevarter,  1985) 
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Cooperative  Computing :  An  environment  in  which  businesses  cooperate  internally  and 
externally  to  take  full  advantage  of  available  information  and  to  obtain  meaningful, 
accurate,  and  timely  information.  (Long,  Long,  1993) 

Cyberspace :  A  completely  ^tialized  visualization  of  all  inftnmation  in  global  information 
processing  systems,  along  pathways  provided  by  present  and  ftiture  communications 
networks,  enabling  fiill  co-piesence  and  interaction  of  multiple  users,  allowing  input  and 
output  from  and  to  the  full  human  sensorium,  permitting  simulations  of  teal  and  virtual 
realities,  remote  data  collection  and  control  through  tele-presence,  and  total  integration  and 
inter-communication  with  a  full  range  of  intelligent  products  and  envircximents  in  real 
space.  (Novak,  1991) 

Data  Base :  i)  An  organized  collection  of  data  about  some  subject  (Gevarter,  1985)  ii)  The 
organizing  of  files  into  related  units  diat  are  dien  viewed  as  a  single  storage  ctmcqrt  The 
ds^  are  then  made  available  to  a  wide  range  of  users.  (Turban,  1990) 

Data  Base  Management  System  :  i)  A  computer  system  for  the  storage  and  retrieval  of 

information  about  some  domain.  (Gevarter,  1985)  ii)  The  software  to  establish,  update, 
or  query  a  database.  (Turban,  1990) 

Data-Driven  :  a  forward-reasoning,  bottom-up  problem-solving  approach.  (Gevarter,  1985) 

Data  Structure :  the  form  in  which  data  are  stored  in  a  computer.  (Gevarter,  1985) 

Decisitm  Making :  Involves  identifying  and  configuring  relevant  facts,  formulating  problem 
elements,  defining  solution  alternatives,  and  choosing  the  best  alternative.  In  si^porting  a 
decision  making  process,  the  way  informatitMi  is  communicated  to  users  plays  a  significant 
role.  There  exist  tiiree  broad  categories  on  display  modes  of  information:  cognitive  aspects, 
screen  design,  and  decision  tasks.  (Yazici,  et  al.,  1992) 

Decision  Styles :  The  manner  in  which  decisionmakers  think  and  react  to  problems.  It 
includes  their  perceptions,  cognitive  responses,  values,  and  beliefs.  (Turban,  1990) 

Decision  Support  System  (DSS) :  i)  A  computer-based  support  system  for  management 
decision  makm  who  deal  with  semi-structured  problems  that  would  not  be  amenable  to 
management  science  optimization  models  per  se.  Qxnprisol  of  four  comptxients:  Data 
Base  Management  System  (DBMS),  Model  Management  System  (MMS),  Knowledge  Base 
System  (KBS)  or  Expert  System  ^),  and  (dialog)  or  communication  or  user  interface 
subsystem.  DSSs  are  a  potential  link  with  the  environmental  realities  the  user  copes  witii  in 
formulating  and  carrying  out  decisitm  related  tasks.  The  actual  power  and  scope  of  a  DSS 
can  only  benefit  a  user  if  it  is  accessible  and  ctxnprehensible.  (Y azici,  et  al.,  1992)  ii) 
Computer-based  information  systems  that  combim  models  and  data  in  an  attempt  to  solve 
nonstructured  problems  with  extensive  user  involvement.  (Turban,  1990)  iii)  An 
interactive  information  system  that  relies  on  an  integrated  set  of  user-firieridly  hardware  and 
software  tools  to  produce  and  present  information  targeted  to  support  management  decision 
making  involving  semistructu^  and  unstructured  problems.  (Long,  Long,  1993) 

Decision  Tree :  A  graphical  presentation  of  a  sequence  of  interrelated  decisions  to  be  made 
untfer  assum^  risk.  (Turban,  1990) 
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Declarative  Knowledge  Representation  :  Representation  of  facts  and  assertions.  (Turban, 
1990) 

Deduction :  Logic,  a.  a  process  of  reasoning  in  which  a  conclusion  follows  necessarily  fnnn 
the  premises  presented,  b.  a  conclusicm  reached  by  this  process. 

Deductive :  Based  on  deductitm  fincxn  accepted  premises.  DEDUCTIVE  and  INDUCTIVE  refer 
to  two  distinct  logical  processes.  DEDUCITVE  reasoning  is  a  logical  process  in  which  a 
conclusion  drawn  fiom  a  set  of  premises  contains  no  more  information  that  the  premises 
taken  collectively.  Ml  dogs  are  animals;  this  is  a  dog;  therefore,  diis  is  an  animal;  The 
tnidi  of  the  conclusion  is  dependent  only  on  ths  mediod.  Ml  men  are  apes;  this  is  a  man; 
therefore,  this  is  an  ape;  The  conclusitm  is  logically  true,  although  the  premise  is  absurd. 
INDUCriVE  reasoning  is  a  logical  process  in  which  a  conclusion  is  proposed  that  contains 
more  information  dian  the  observations  or  experiences  on  which  it  is  based.  Every  crow 
that  has  ever  been  seen  is  black;  all  crows  are  black:  The  truth  of  the  conclusion  is  verifiable 
only  in  terms  of  future  experience  and  certainQr  is  attainable  only  if  all  possible  instances 
have  been  examined.  In  the  example,  dtoe  is  no  certainty  that  a  white  crow  will  not  be 
found  tomcxTOw,  but  expnience  would  make  such  an  occurrence  seem  extremely  unlikely. 

Deductive  Reasoning :  In  logic,  reasoning  fiom  the  general  to  the  specific.  Conclusions 
follow  premises.  Consequent  reasoning.  (Turban,  1990) 

Deep  Model :  A  model  that  captures  all  the  forms  of  knowledge  used  by  experts  in  their 
reasoning.  (Turban,  1990) 

DELPHI :  A  qualitative  forecasting  methodology  using  anonymous  questionnaires.  Effective 
for  technological  forecasting  and  forecasting  involving  sensitive  issues.  (Turban,  1990) 

Demon :  A  procedure  that  is  automatically  activated  if  a  specific,  predefined  state  is  recognized. 
(Turban,  1990) 

Depth-First  Search :  i)  A  search  diat  proceeds  from  the  root  node  to  one  of  the  successor 

nodes  and  then  to  one  of  that  nocte's  successor  nodes,  and  so  on,  until  a  solution  is  reached 
or  the  search  is  forced  to  backtrack.  (Gevaner,  1985)  ii)  A  search  procedure  that  explores 
each  branch  of  a  search  tree  to  its  full  vertical  length.  Etch  branch  is  searched  for  a 
solution  and  if  none  is  found,  a  new  vertical  branch  is  searched  to  its  depth,  and  so  on. 
(Turban,  1990) 

Descriptive  Models  :  Models  that  describe  things  as  they  are.  (Turban,  1990) 

Deterministic  Models :  Models  that  are  constructed  under  assumed  certainty,  namely,  there  is 
only  one  possible  (and  known)  result  to  each  alternative  course  or  actitm.  (Turban,  1990) 

Dialog  Goieration  and  Management  System  (DGMS) :  A  software  management  package 
in  a  DSS  whose  functions  in  the  dialog  subsystem  is  similar  to  that  of  a  DBMS  in  a 
database.  (Turban,  1990) 

Dialog  Style ;  The  combination  of  the  action  languages,  the  display  language,  and  knowledge 
base  which  determines  input  and  provides  output  Examples  of  styles  include  menu-driven 
and  command  language.  (Turban,  1990) 
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Dialog  System :  The  hardware  and  software  that  provide  the  user  interface  for  DSS.  It  also 
includes  the  ease-of-use,  accessibility,  and  human-machine  interface.  (Turban,  1990) 

Diffin'oice  Reduction  :  "Means-ends"  analysis.  An  approach  to  problem  solving  that  tries  to 
sdve  a  problem  by  iteratively  applying  q)erators  t^t  will  reduce  the  (hfference  between  the 
current  state  and  Ae  goal  state.  (Gevarter,  1985) 

Directed  Graph  :  a  knowledge  representation  structure  consisting  of  nodes  (representing,  e.g., 
objects)  and  directed  coimecting  arcs  (labeled  edges,  representing,  e.g.,  relations). 
(Gevarter,  1985) 

Disproving ;  an  attempt  to  prove  the  impossibility  of  a  hypothesized  conclusion  (theorem)  or 
goal. 

Distributed  Data  Processing  :  Both  a  technological  and  an  organizational  concept  based  on 
the  premise  that  information  systems  can  be  made  mote  responsive  to  users  by  moving 
computer  hardware  and  personnel  physically  closer  to  the  people  who  use  them.  (Long, 
Long,  1993) 

Domain :  the  problem  area  of  interest:  for  example,  bacterial  infectitxis,  prospecting,  VLSI 
design.  (Gevarter,  1985) 

Domain  Expert :  A  person  with  expertise  in  the  domain  in  which  the  expert  system  is  being 
developed.  The  domain  expert  works  closely  with  the  knowledge  engineer  to  capture  tiie 
expert’s  knowledge  in  a  knowledge  base.  (Turban,  1990) 

Dynamic  Model(s) :  Models  whose  input  data  are  being  changed  over  time.  (Turban,  1990) 

Editor :  A  software  tool  to  aid  in  modifying  a  software  program.  (Gevarter,  1985) 

Extended  Industry  Standard  Architecture  (EISA) :  An  architecture  for  microprocessors 
that  use  the  Intel  microprocessors.  (Long,  Long,  1993) 

Emulate :  To  perform  like  another  system.  (Gevarter,  1985) 

Equivalent :  Has  the  same  truth  value  (in  logic).  (Gevarter,  1985) 

Evaluation  Function :  A  function  (usually  heuristic)  used  to  evaluate  the  merit  of  the  various 
paths  emanating  fipom  a  node  in  a  search  tree.  (Gevarter,  1985) 

Event*Driven  :  A  forward-chaining  problem-solving  approach  based  on  the  current  problem 
status.  (GevartCT,  1985) 

Executive  Information  Systems  (EIS) :  Computerized  systems  that  are  specifically 
designed  to  support  executive  work.  (Turban,  1990) 

Executive  Support  System  ;  i)  An  executive  information  system  that  includes  some 
atudytical  capabilities.  (Turban,  1990)  ii)  A  system  designed  specifically  to  support 
decision  making  at  the  strategic  level.  (Long,  Long,  1993) 
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ExpecCation>Driven  :  processing  approaches  that  proceed  by  trying  to  confirm  models, 
situations,  states,  or  concepts  anticipated  by  the  system.  (Gevarter,  1985) 

Expert  Systemfs)  :  i)  The  traditional  system  architecture  of  a  knowledge  base,  an  inference 
engine,  and  a  user  interface.  (Etos  Santos,  et  al.,  1992)  ii)  A  computer  program  that  uses 
knowl^ge  and  reasoning  teclmiques  to  solve  problems  normally  requiring  die  abilities  of 
human  eiqierts.  iii)  A  computer  program  using  facts  and  procechires  to  emulate  the 
reasoning  process  of  human  exp^  in  solving  particular  t^s  of  i^blems.  (Gevarter, 
1985)  iv)  Designed  to  capture  problem-solving  and  decisicm-mal^g  processes  which  are 
carried  out  by  an  expert  well  versed  in  bodi  the  theory  and  practice  of  the  problem  crxitext 
Can  be  described  as  problem-solving  computer  prpgrams  that  can  reach  a  level  of 
perfonnance  comparable  to  that  of  a  human  expert  in  some  specialized  domain.  ESs 
interact  widi  human  decision-makers,  and  are  based  on  the  premise  that  to  make  the 
programs  more  powerful,  it  is  necessary  to  identify,  capture  and  encode  knowledge  that  is 
critical  for  probtem-solving  and  decision-making.  (Wdden,  1992)  v)  A  computer  system 
diat  applies  reasoning  methodologies  rm  knowl^ge  in  a  specific  diomain  in  or^r  to  render 
advice  or  recommendations,  much  like  a  human  expert  A  computer  system  that  achieves 
high  levels  of  performance  in  task  areas  that,  for  human  beings,  require  years  of  special 
et^catirai  and  training.  (Turban,  1990)  vi)  An  interactive  knowledge-based  system  that 
responds  to  questions,  a^  for  clarification,  makes  recommendations,  and  generally  helps 
users  malre  complex  decisions.  (Long,  Long,  1993) 

Expertise :  The  set  of  capabilities  that  undeiiies  tiie  performance  of  human  experts,  including 
extensive  domain  Imowledge,  heuristic  rules  that  simplify  and  improve  approaches  to 
problem-solving,  metaknowl^ge  and  metacognition,  aivl  compiled  forms  of  behavior  that 
afford  great  economy  in  skilled  performance.  (Turban,  1990) 

Expert  System  Interface  Manager  (ESIM) ;  Has  a  knowledge  base  comprised  of  facts 
abcHit  user  characteristics,  display  preferences,  decision  taslb,  other  relevant  factors,  and 
rules  to  select  appropriate  display  formats.  (Y azici,  et  al.,  19^) 

Explanation  Capabilities  :  Knowledge  engineering  has  come  to  include  the  devel^ment  of 
teclmiques  for  making  explicit  Uk  basis  for  rectxnmendations  or  decisions.  This 
requirement  toids  to  constrain  the  metiiods  of  inference  and  tiie  knowledge  representation 
thu  is  used  by  a  complex  reascming  program.  (ShortlifTe,  1983) 

Explanation  Facility :  i)  A  feature  of  expert  systems  that  provides  a  rationale  for  the 

conclusions  reached  by  tiie  system.  It  usually  provides  an  unraveling  of  the  sequence  of 
steps  in  the  search  process  along  with  addition^  information  designed  to  improve  human 
undersumding.  (Gevarter,  1985)  ii)  The  component  of  an  expen  system  that  can  explain 
the  system’s  reasoning  and  just^  its  conclusions.  (Turban,  1990) 

Fault-Tolerance :  A  computing  system  that  continues  to  operate  satisfactorily  in  tiie  presence  of 
faults.  (Turban,  1990) 

Fifth-Generation  Computer :  i)  A  non-von  Neumann,  intelligent,  parallel-processing  form 
of  computer  now  being  pursued  by  Japan.  (Gevarter,  1985)  ii)  The  research  project  in 
which  tiie  Japanese  are  investigating  parallel  processing  and  other  advanced  computing 
teclmiques  in  an  attempt  to  develop  a  ’’fifth  generatitxi”  of  computer  systems,  whmh  v^l  be 
both  emcient  and  intelligent  (Tu^an,  1990) 
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Fifth'Generation  Languages  :  Artificial  Intelligence  languages  such  as  Lisp  and  PROLOG 
and  their  variants. 

Firmware :  Logic  for  perfonning  certain  ctxnputer  functions  that  is  built  into  a  particular 
computer  by  the  manufacturer.  (Long,  Long,  1993) 

First-Order  Predicate  Logic :  A  popular  form  of  logic  used  by  the  AI  community  for 
repre^nting  knowl^ge  and  performing  logical  inference.  First-order  predicate  logic 
permits  assertions  to  be  made  about  variables  in  a  proposition.  (Gevarter,  1985) 

Flexibility  in  DSS  :  System  ability  to  react  to  changes  in  the  environment,  tasks,  or  user  of  the 
DSS.  It  is  the  al^ty  to  mo(^,  adapt,  solve  problems,  and  evolve.  (Turban,  1990) 

Forward  Chaining :  i)  Event-driven  or  data-driven  reasoning,  ii)  A  search  technique  that 
begins  with  known  facts  or  data  and  attempts  to  reason  tow^  a  goal  or  solution. 
(Gevarter,  1985) 

Fourth-Generation  Languages  (4GLs) :  Nonprocedural,  user-oriented  languages  that 
enable  quick  programming  by  specifying  only  the  desired  result  (Turban,  1990) 

Frame:  i)  A  data  structure  for  representing  stereotyped  objects  or  situations.  A  frame  has  slots 
to  be  filled  for  objects  and  relations  approprute  to  the  situation.  (Gevarter,  1985)  ii)  A 
knowledge  representation  scheme  that  associates  one  or  more  features  with  an  object  in 
terms  of  various  slots  and  particular  slot  values.  (Turban,  1990) 

Frame-Based  Systems  :  An  expert  system  which  have  a  knowledge  base  consisting  of 
concepts  reptesoited  in  object  hierarchies  with  higher  order  concepts  subsuming  lower 
order  concepts.  Rules  may  be  present  in  these  systems  but  the  knowledge  base  is 
predominantly  comprised  of  fr^es/concepts.  (Watkins,  1992) 

Functitmal  Application  :  The  generic  task  or  function  performed  in  an  application.  (Gevarter, 
1985) 

Function-Based  Information  System  :  An  information  system  designed  fm  the  exclusive 
suiqxxt  of  a  specific  iqrplication  area,  such  as  inventory  management  or  accounting. 

(Long,  Long,  1993) 

Fuzzy  Logic :  i)  Systems  in  which  the  inference  mechanism  for  dealing  with  uncertainty  is  not 
restricted  to  certainty  faaors,  probability,  scoring  mocfels  or  oUier  commcm  methods  based 
on  Aristotelian  logic.  Rather,  with  fuzzy  logic  which  is  based  on  fuzzy  set  theory,  an 
attribute  or  item  can  have  partial  membmhip  in  more  than  one  set  and  in  sets  which  appear 
to  be  contradictt^.  In  essence,  fuzzy  sets  may  represent  a  continuous  range  of  possible 
states  for  values  in  and  out  of  sets  which  are  numericaUy  represented.  Fuzzy  systems  often 
include  rules  from  expert  systems  and  attributes  of  neui^  sets.  Thus  they  can  process 
structure  knowledge  numerically.  (Watkins,  1992)  ii)  Ways  of  reasoning  that  can  cope 
witii  uncertain  or  partial  information;  characteristic  of  human  tiiinking  and  many  expert 
systems.  (Turban,  1990) 

Fuz^  Set :  A  generalization  of  set  theory  that  allows  for  various  degrees  of  set  membership, 
rather  titan  all  or  none.  (Gevarter,  1985) 
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General  Problem  Solver  (GPS) :  The  first  problem  solver  (1957)  to  separate  its  problem¬ 
solving  methods  from  knowledge  of  the  specific  task  being  considered.  The  GPS  problem¬ 
solving  approach  employed  was  "means-ends  analysis."  (Gevarter,  1985) 

Generate  and  Test :  A  common  form  of  state-space  search  based  on  reasoning  by  elimination. 
The  system  generates  possible  solutions  and  the  tester  prunes  those  solutions  diat  fail  to 
meet  appropriate  criteria.  (Gevarter,  1985) 

Genetic  Algorithms :  i)  An  algorithm  that  exploits  the  evolutionary  forces  behind  Darwin's 
dieory  of  natural  selection.  The  general  idea  behind  genetic  algorithms  is  to  create  a  starting 
population  of  rules,  find  the  better  performing  rules,  and  create  new  rules  by  recombiiung 
or  mutating  the  compments  of  the  "parent"  rules,  llus  process  will  generate  a  large  set  of 
rules  -  the  stronger  rules  stay  and  b^me  parents,  the  weaker  rules  are  discarded  or  die 
off.  The  two  main  breeding  operators  are  crossover  and  mutation.  Qossover  interchanges 
portions  of  two  rule  strings  at  a  tandcxn  point,  leading  to  two  new  rules  to  be  evaluated. 
Mutation  is  more  of  a  minor  operation  in  which  a  random  value  is  changed  in  a  rule  string. 
The  process  of  creating  rules,  evaluating  rules,  and  breeding  new  rules  continues  until 
either  a  set  performance  level  is  achieve^  or  a  certain  numter  of  generaticxis  have  been 
produced.  (Sandman,  1992)  ii)  An  algorithm  that  allows  machine  learning  and  natural 
selection  to  take  place  especially  in  netj^  netweaks  and  to  facilitate  adaptability  of  the 
networks  to  adjust  to  new  situatitms.  Genetic  algorithms  are  still  somewhat  developmental 
and  experimental  but  appear  to  have  potential  to  provide  learning  capability  to  neural 
network  and  other  Idn^  of  algorithms.  (Watkins,  1992) 

Global  Data  Base :  Complete  data  base  describing  the  specific  problem,  its  status,  and  that  of 
the  solution  process.  (Gevarter,  1985) 

Goal'Driven :  A  problem-solving  approach  that  works  backward  from  the  goal.  (Gevarter, 
1985) 

Goal  R^ession :  A  technique  for  construction  a  plan  by  solving  one  conjunctive  subgoal  at  a 
time,  checking  to  see  tiiat  each  solution  does  not  interfere  with  the  other  subgoals  that  have 
already  been  achieved.  If  interferences  occur,  the  offending  subgoal  is  moved  to  an  earlier 
noninterfering  point  in  the  sequence  of  subgoal  accomplishments.  (Gevarter,  1985) 

Goal'Seddng :  The  capability  of  asking  the  computer  what  values  certain  variables  must  have 
in  order  to  attain  desired  goals.  (Turban,  1990) 

Graphical  User  Interface  (GUI) :  Software  that  permits  users  to  select  processing  options 
simply  by  positioning  an  arrow  over  a  graphic  representation  of  the  (fesired  function  or 
program.  (Long,  Long,  1993) 

Heuristic  Search  Technique  :  Graph  searching  methods  that  use  heuristic  knowledge  about 
the  dranain  to  help  focus  the  search.  They  operate  by  generating  and  testing  intermediate 
stales  along  potentiai  solution  paths.  (Gevarter,  1985) 

Heuristics :  i)  Rules  of  thumb  or  empirical  knowledge  used  to  help  guide  a  problem  solution, 
ii)  A  rule  of  thumb  that  applies  in  most  cases,  but  is  not  guaranty  to  1^  to  a  solution. 
Such  information  usually  is  supplied  by  an  expert  based  on  experience  in  solving  particular 
problems.  (Gevarter,  1985)  iii)  The  infcmnal,  judgmental  knowledge  of  an  ^plication 
area  that  constitutes  Ae  **rules  ^  good  judgment"  in  the  field.  Heuristics  also  encompass 
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the  knowledge  of  how  to  solve  problems  efficiently  and  effectively,  how  to  plan  steps  in 
solving  a  complex  problem,  how  to  improve  performance,  and  so  forth.  (Turban,  1990) 

Hierarchical  Database :  A  database  whose  organization  employs  the  tree  data  structure. 

(Long,  Long,  1993) 

Hierarchical  Planning :  A  planning  approach  in  which  first  a  high-level  plan  is  formulated 
ctmsidering  tmly  the  important  (or  major)  aspects.  Then  the  major  steps  of  the  plan  are 
refined  into  more  detailed  subplans.  (Gevarter,  1985) 

High-level  Languages :  C'  mputer  programming  languages  that  approximate  the  use  of  the 
English  language  or  mathematical  functions  and  can  be  sued  on  a  variety  of  computers. 
Examples  are:  COBOL,  PASCAL,  FORTRAN,  Ada,  and  “C.”  (Turban,  1990) 

Hierarchy :  a  system  of  things  ranked  one  above  the  other.  (Turban,  1990) 

Human  Factors  Technology  :  Physiological,  psychological,  and  training  factors  to  be 

considered  in  the  design  of  h^ware  and  so^are  and  the  develc^ment  of  procedures  to 
ensure  that  humans  can  interface  with  machines  efficiently  and  effectively.  (Turban,  1990) 

Hybrid  Environment :  A  software  package  for  expediting  the  construction  of  expert  systems 
that  includes  several  knowledge  representation  schemes.  (Turban,  1990) 

Hypermedia :  i)  Combination  of  several  types  of  media  such  as  text,  graphics,  audio,  and 
video.  (Turbary  1990)  ii)  Software  Aat  enables  the  integration  of  data,  text,  graphics, 
sounds  of  all  kinds,  and  toll-motion  video.  (Long,  Long,  1993) 

Hypertext :  i)  An  approach  for  handling  text  and  other  information  by  allowing  the  user  to 
jump  from  a  given  topic,  whenever  he  wishes,  to  related  topics.  It  allows  access  to 
infonnation  in  a  nonlinear  fashion  by  following  a  train  of  thought  (Turban,  1990)  ii) 
Data  management  software  that  provides  links  between  key  WOTds  in  the  unstructured  text- 
based  documents.  (Long,  Long,  1993) 

Icon :  A  visual,  graphic  representation  of  an  object  word,  or  object.  (Turban,  1990) 

Iconic  Model ;  A  physical,  scaled  replica.  (Turban,  1990) 

Idea  Processor :  A  software  productivity  tool  that  allows  the  user  to  organize  and  document 
thoughts  and  ideas.  (Long,  Long,  1993) 

Identity :  Two  propositions  (in  logic)  that  have  the  same  truth  value.  (Gevarter,  1985) 

**If  •  Then’* ;  A  conditional  rule  in  which  a  certain  action  is  taken  only  if  some  condition  is 
satisfied.  (Tiurban,  1990) 

Image  Understanding  (lU) :  Visual  perception  by  a  computer  employing  geometric  modeling 
and  the  A1  techniques  of  knowl^ge  representation  and  cognitive  processing  to  develop 
scene  interpretations  from  image  data  lU  has  dealt  extensively  with  three-dimensional 
objects.  (Gevarter,  1985) 
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Implies :  A  connective  in  logic  that  indicates  that  if  the  first  statement  is  true,  the  statement 
following  is  also  true.  (Gevarter,  1985) 

Individual :  A  nonvariable  element  (or  atom)  in  logic  that  cannot  be  broken  down  further. 
(Gevarter,  1985) 

Induction  :  Logic,  a.  any  form  of  reasoning  in  which  the  conclusion  though  supported  by  the 
premises,  does  not  follow  from  them  necessarily,  b.  the  process  of  estimating  the  validity 
of  observations  of  part  of  a  class  of  facts  as  evidence  for  a  proposition  about  the  whole 
class,  c.  a  conclusion  reached  by  this  process. 

Induction  Algorithm(s) :  Attempt  to  develop  a  procedure  by  which  the  class  of  an  object  can 
be  determined  tom  the  values  of  its  attributes  (inputs).  The  developed  procedure  is 
represented  as  a  decisicm  tree.  Tte  leaves  of  the  tree  are  class  names;  other  nodes  represent 
^ts  on  inputs.  Each  branch  emerging  tom  a  node  represents  a  possible  values  for  the 
input  tested  at  that  node.  Most  often,  induction  algorithms  develop  trees  which  continue  to 
test  inputs  until  the  untested  inputs  provide  no  further  information  to  help  separate  among 
the  classes.  (Dos  Santos,  et  al.,  1992) 

Induction  Support  Systems  (ISS) :  An  interactive  computer  system  designed  to  assist  a 
de^itm  maker  and/or  knowledge  base  developer  in  deriving  classification  rules  fttxn  a 
training  set  of  examples.  An  ISS  inconxuates  decision  aids  intended  to  assist  in  the 
process  of  decision  charmeling.  Decision  channeling  has  been  identified  as  the  general 
property  of  an  interface  architecture  that  serves  to  support  and  shift  the  decision  process. 
Induction  systems  have  been  recognized  as  a  useful  approach  for  converting  data  to 
knowledge.  (Sandman,  1992) 

Inductive  Expert  System(s) :  Developed  using  an  induction  algorithm  on  a  set  of  data 

obtained  tom  past  experiences.  Induction  algorithms  attempt  to  acquire  expert  knowledge 
without  the  dirrct  involvement  of  humans.  Two  major  reasons: 

1.  Human  experts  often  are  scarce  and  expensive. 

2.  Experts  often  find  it  difficult  to  articulate  their  knowledge,  so  knowledge  acquisition 
techniques  which  rely  upon  experts  verbalizing  their  knowledge  can  be  time  consuming  and 
may  not  result  in  the  acquisition  of  expert  knowledge.  (Dos  Santos,  et  al.,  1992) 

Inductive  Reasoning  :  In  logic,  reasoning  tom  the  specific  to  the  general.  (Conditional  or 
antecedent  reasoning.  (Turban,  19^) 

Inexact  (Approximate)  Reasoning  :  Used  when  the  expert  system  has  to  make  decisions 
based  on  partial  or  incomplete  information.  (Turban,  1990) 

Lifer :  i.  to  derive  by  reasoning;  conclude  or  judge  tom  premises  or  evidence,  ii.  (of  facts, 
circumstances,  statements,  etc.)  to  indicate  or  involve  as  a  conclusion. 

Inference :  i)  The  process  of  reaching  a  conclusion  based  on  an  initial  set  of  proposition,  the 
truths  of  which  are  known  or  assumed,  ii)  The  process  of  drawing  a  conclusion  tom 
given  evidence.  To  reach  a  decision  by  reasoning. 

Inference  Engine :  i)  Another  name  given  to  the  control  structure  of  an  Al  problem  solver  in 
which  the  control  is  separate  tom  the  knowledge,  ii)  The  part  of  an  expert  system  that 
controls  the  selection  of  rules  and  their  application  to  data  in  searching  for  a  ^ution  of  a 
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problem.  (Gevarter,  1985)  iii)  The  part  of  an  expert  system  that  actually  peifonns  the 
reasoning  function.  (Turbw,  1990)  iv)  Cmitrols  the  evaluation  of  a  problem  and  evaluates 
the  rules  in  the  knowledge  base  to  define  a  solutitxi.  A  common  control  method  is  to  chain 
through  the  "if-then"  rules  to  foim  the  conclusion.  The  basic  methods  are  top-down 
(forward  chaining),  bottom-up  (backward  chaining)  or  a  combination  of  the  two.  (Daniels, 
1987) 

Inference  Tree :  A  schematic  view  of  the  inference  process  that  shows  the  order  in  which  rules 
are  being  tested.  (Turban,  1990) 

Information  Engineering :  A  term  coined  tt)  emphasize  using  the  rigors  of  engineering 
discipline  in  the  lumdling  of  the  information  resource.  Olmig,  L^ng,  1993) 

Information  Fusion  :  The  process  of  correlating,  analyzing  and  integrating  information 

originating  from  remote  collection  sources  (I  wmild  argue  that  remote  is  not  a  necessary 
coition).  Infonnation  collected  on  tiie  b^efield  is  voluminous  and  overwhelming. 
Efforts  have  been  aimed  at  filtering  the  critical  intelligence  data  from  the  noncritical  dka  and 
at  expediting  tiie  inteltigence  nee^  most  by  commanders.  C^aniels,  1987) 

Information  for  Motivation  :  A  process  fOT  the  development  and  use  of  EIS,  starting  with  the 
determination  of  success  factors  arxi  ending  with  a  motivatitxi  program  based  on  goal 
attainment  (Turban,  1990) 

Information  Overload :  The  circumstance  that  occurs  when  the  volume  of  information  is  so 
great  that  the  dedsuMimaker  cannot  distinguish  relevant  from  irrelevant  information. 

(Long,  Long,  1993) 

Inheritance :  The  process  by  which  one  object  takes  on  or  is  assigned  the  characteristics  of 
another  objea  higher  up  in  a  hierarchy.  (Turban,  1990) 

Instantiation :  i)  Replacing  a  variable  by  an  instance  (an  individual)  that  satisfies  die  system  (or 
satisfies  the  statement  in  which  the  variable  appears).  (Gevarter,  1985)  ii)  The  process  or 
assigning  (or  substituting)  a  specific  value  or  name  to  a  variable  in  a  fir^e  (or  in  a  logic 
eiqnession)  making  it  a  particular  “instance”  of  that  variable.  (Turban,  1990) 

Intelligence :  The  degree  to  which  an  individual  can  successfully  respond  to  new  situation  or 
problems.  It  is  based  on  the  individutd's  knowlnlge  level  and  tiie  abiliQr  to  appropri^ly 
manipulate  and  reformulate  that  knowledge  (and  incoming  data)  as  reqmred  by  the  situation 
or  problem.  (Gevarter,  1985) 

Intdligent  Agents :  Software  creations  that  incorporate  AI  concepts.  These  constructs  will 
maneuver  through  the  information  infrastructure  to  locate  infonnation  relative  to  a  user’s 
requests. 

Intelligent  Assistant :  an  AI  computer  program  (usually  an  expert  system)  that  aids  a  person  in 
the  performance  of  a  task.  (Gevarter,  1985) 

Intelligent  Computer-Aided  Instruction  (ICAI) :  Using  AI  techniques  for  training  or 
teaching  with  a  computer.  (Turban,  1990) 
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Interactive :  Pertaining  to  on-line  and  immediate  communication  between  the  end  user  and 
computer.  (Long,  Long,  1993) 

Interactive  Visual  Decision  Making  (IVDM) :  Graphic  animation  in  which  systems  and 
processes  are  presented  d^amically  to  the  decisionmaker.  It  enables  visualization  of  the 
results  of  different  potential  actions.  (Turban,  1990) 

Interactive  Visual  Simulation  :  A  special  case  of  IVDM  in  which  a  simulation  approach  is 
used  in  the  decisionmaking  process.  (Turban,  1990) 

biteractive  Environment :  A  computational  system  in  which  the  user  interacts  (dialogues)  with 
the  system  (in  real  time)  during  the  process  of  developing  or  running  a  computer  program. 
(Gevarter,  1985) 

Interdepends!  Deciaons :  A  series  of  decisions  that  are  interrelated.  Sequential  decisions 
are  usually  interdependent  (Turban,  1990) 

biterface :  i)  The  system  by  which  the  u%r  interacts  with  the  computer.  In  general,  the  junction 
between  two  components.  (Gevarter,  1985)  ii)  The  portion  of  a  computer  system  that 
interacts  with  the  user,  accepting  ctmimands  frmn  the  computer  keyboard  and  displaying 
the  results  generated  by  other  portions  of  the  computer  system.  (Turban,  1990) 

Intuition :  i)  Immediate  appiehensitm  or  cognition,  ii)  knowledge  or  conviction  gained  by 
intuition,  iii)  The  power  or  faculty  of  attaining  direct  knowledge  or  cognition  without 
evident  ratitmal  thought  or  inference,  iv)  Quick  and  ready  insight 

Invoke :  To  place  into  action  (usually)  by  satisfying  a  preccmditicMi.  (Gevarter,  1985) 

Knowledge :  Understanding,  awareness,  or  familiarity  acquired  through  education  or 
experience.  Anything  that  has  been  learned,  perceived,  discover^  inferred,  or 
understood.  The  ability  to  use  information.  (Turban,  1990) 

Knowledge  Acquisition  :  A  highly  complex  process  and  it  all  comes  down  to  good  human 
communication  skills,  analytic  ability  and  a  lot  of  common  sense.  (Walden,  1992) 

Knowledge  Acquisitioner :  The  person  who  performs  knowledge  acquisition  collects  and 
updates  the  rules  in  the  knowledge  base.  He  or  she  also  ensures  that  the  knowledge  base 
has  correct  information  in  it  and  that  the  rules  work  togeAer  properly.  (Turban,  1990) 

Knottiedge  Bom  :  i)  AI  data  bases  that  are  not  merely  tiles  of  uniform  content,  but  collections 
of  facts,  inferences,  and  procedures  corresponding  to  the  types  of  information  needed  for 
problem  solution.  (Gevarter,  1985)  ii)  The  most  common  method  of  representing 
lax>wledge  is  duough  the  use  of  rules  about  a  specific  dtxnain  of  informatitxi.  These  rules 
include  b^  facts  and  heuristic  rules.  Facts  are  known  rules  concerning  the  domain  of 
iitformation.  Heuristic  rules  are  those  rules  of  good/better  judgment  developed  through 
trial-and-eiror  methods  by  domain  experts  while  solving  problems.  More  recently 
developed  methods  of  representing  kirawledge  are  the  use  of  frames  and  scripts.  Frames 
consist  of  a  package  of  data  with  slots  for  objects  and  relationships.  Scripts  are  framelike 
sj^ctures  representing  a  sequence  of  typical  steps  of  a  particular  function,  ^aniels,  1987) 
iii)  The  foundation  of  a  knowledge-ba^  system  that  contains  facts,  rules,  inferences,  and 
procedures.  (Long,  Long,  1993) 
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Kno^edge  Base  Management :  Management  of  a  knowledge  base  in  teims  of  storing, 
accessing,  and  reasoning  with  the  ^owledge.  (Gevarter,  1985) 

Kno^edge  Based  System  :  A  computer-based  system,  often  associated  with  artificial 

intelligence,  that  helps  users  make  decisions  by  enabling  them  to  interact  with  a  knowledge 
base.  (Long,  Long,  1993) 

Knotiiedge  Engineer  :  i)  A  specialist  in  extr^ting  and  in  encoding  the  knowledge  required 
to  implement  an  expert  system.  (Gevarter,  1985)  ii)  An  AI  specialist  respcmsible  for  tte 
technical  side  of  developing  an  expert  system.  The  knowledge  engineer  works  closely  with 
the  domain  expert  to  capture  the  expert’s  knowledge  in  a  knowledge  base.  (Turt)an,  1990) 

Knowledge  Engineering  :  i)  The  AI  approach  focusing  on  the  use  of  knowledge  (e.g.,  as  in 
expert  systems)  to  solve  problems.  (Gevarter,  1985)  ii)  The  engineering  discipline 
whereby  knowledge  is  integrated  into  computer  systems  in  order  to  solve  complex 
problems  normally  requiring  a  high  level  of  computer  expertise.  (Turban,  19%) 

Knowledge  Interface:  The  mechartical  interface  between  the  expert  program  and  the  individual 
who  is  using  it.  Researcher’s  on  these  systems  are  also  looking  for  ways  to  combine  AI 
techrtiques  with  more  traditional  numerical  approaches  produce  enhanc^  system 
perfonmance.  There  is  growing  recognition  that  the  greatest  power  in  knowledge-based 
expert  systems  may  lie  in  the  melding  of  AI  techniques  and  odrer  computer  science 
methodologies.  (Shortliffe,  1983) 

Knowledge  Refining :  The  ability  of  the  program  to  analyze  its  own  performance,  leam,  and 
improve  itself  for  future  consultation.  (Turban,  1990) 

Knowledge  Representation  (KR) :  The  form  of  the  data  structure  used  to  organize  the 
knowledge  required  for  a  problem.  (Gevarter,  1985) 

Knowledge  Source :  An  expert  system  component  that  deals  with  a  specific  area  or  activity. 
(Gevarter,  1985) 

Knowledge  Sy^em :  Computer  systems  that  embody  knowledge,  include  inexact,  heuristic, 
and  subjective  knowl^ge;  the  results  of  knowledge  engineering.  (Turban,  19%) 

Language  Processor :  Parses  and  interprets  questions  from  the  user  and  formats  the  question 
for  the  inference  en^ne.  When  a  result  is  reached,  the  language  processor  then  formats  the 
information  for  its  display  to  the  user.  (Daniels,  1987) 

Learning :  The  application  of  learning  in  AI  has  evolved  in  three  stages.  1)  an  attempt  to  develop 
systems  that  modified  themselves  to  adapt  to  their  environments.  2)  this  stage  viewed 
leanting  as  a  large  a  complex  process;  a  system  could  not  be  expected  to  "le^"  without 
some  scM  of  knowledge  base  with  which  to  start.  Thus,  small  learning  problems  were 
studied  in  detail,  and  large  amounts  of  knowledge  were  incorporated  into  tiie  learning 
systems.  3)  currently,  the  need  to  acquire  knowledge  for  expert  systems  and  tiie  tiiird 
phase.  There  are  four  views  of  what  learning  is:  i)  a  process  by  which  a  system  improves 
its  performance;  ii)  the  acquisition  of  explicit  knowl^^;  iii)  skill  acquisition;  and  iv) 
theory  formation,  hypothesis  formation  and  inductive  inference.  A  learning  process 
involves  a  person  who  performs  knowledge  acquisition,  obtaining  information  from  the 


143 


envinminent  to  make  improvements  on  a  knowledge  base.  An  inference  engine,  which 
uses  die  knowledge  base  to  solve  problems,  also  provides  feedback  to  the  learning  element 
to  make  adjustments  to  the  knowledge  base.  (Daniels,  1987) 

Least  Commitiiiait :  A  technique  for  coordinating  decision  making  with  the  availability  of 

information,  so  that  problem-solving  decisions  are  not  make  aibitraiily  or  prematurely,  but 
are  postpmied  until  diere  is  enough  information,  ((jevarter,  1985) 

LISP :  List  Processing  Language;  the  basic  AI  programming  language.  (Gevarter,  1985) 

Logical  Operation(s) :  i)  Execution  of  a  single  computer  instruction.  (Gevarter,  1985)  ii) 
Computer  operations  that  make  comparisons  between  numbers  and  between  words,  then 
perfomi  appropriate  functions,  based  on  the  results  of  the  comparison.  (Long,  Long, 

1993) 

Logical  Represoitation  ;  Knowledge  representation  by  a  collection  of  logical  formulas 
(usu^y  in  f!rst-<nder  predicate  logic)  that  provide  description  of  the  world. 

Management  Information  System  :  An  integrated  structure  of  databases  and  information 
flow  throughout  all  levels  and  components  of  an  organization,  whereby  the  collection, 
transfer,  and  presentation  of  informatitm  is  optimized  to  meet  the  needs  of  the  organizatioru 
(Long.  Long,  1993) 

Means-Ends  Analysis :  A  problem-solving  approach  (used  by  GPS)  in  which  problem-solving 
operators  are  chosen  in  an  iterative  fashimi  to  redi^  the  difference  between  the  current 
problem-solving  state  and  the  goal  state.  (Gevarter,  1985) 

Meta-Knowledge :  Knowledge  in  an  expert  system  about  how  the  system  operates  or  reasons. 
More  generally,  knowleidge  about  knowledge.  (Turban,  1990) 

Meta-Rule :  A  higher-level  rule  used  to  reastxi  about  lower-level  rules,  ii)  rules  about  the  use  of 
odier  rules.  Hiey  are  used  to  improve  the  efficiency  of  application  of  rules  in  rule  based 
systems.  (Gevarter,  1985) 

Methods  of  Inference :  Closely  linked  to  the  issue  of  knowledge  representation  is  the 
mechanism  for  devising  a  line  of  reasoning  for  a  given  consultation.  Techniques  for 
hypothesis  generation  and  testing  are  required,  as  are  focusing  techniques  such  as  die 
heuristic  search  mediods  mentioned  above.  Particularly  challenging,  is  the  development  of 
techniques  for  quantifying  and  manipulating  uncertainty.  Althou^  inferences  can 
sometimes  be  based  on  established  techniques  such  as  Bayes'  Theorem  or  decision 
analysis,  utUization  e;q)eit  judgmental  l^wledge  ^ically  leads  to  the  development  of 
alternate  methods  for  symbolically  manipulating  inexact  knowledge.  (Shortliffe,  1983) 

Model  Base :  A  collection  of  preprogrammed  quantitative  models  (e.g.,  statistical,  financial, 
engineering,  optimization)  organized  as  a  single  unit.  (Turban,  19^) 

Model-Based  Reasoning :  Different  from  expert  systems  in  the  sense  that  the  knowledge  is 
not  represented  in  terms  of  rules  or  frames  but  rather  in  the  form  of  a  model..  The  model 
may  be  an  absoraction  of  a  human  exp^  or  a  mathematical  or  other  structured  model  vbich 
can  provide  inoblem/decision  solution  support  Model  based  reasoning  may  be  an 
extension  rtf  managemoit  sciencc/operations  research  techniques  or  it  may  involve  other 
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model  foims  or  abstractions.  The  idea  is  that  rather  than  represent  the  state  of  the  woiid  for 
a  given  domain  in  terms  of  IF  —  THEN  conditional  statements  which  are  logically  related, 
we  form  an  abstracdmi  of  the  problem  domain  and  its  solution  and  provide  the  deasion 
maker  with  the  model  based  support  tool.  (Watkins,  1992) 

Model  Driven :  A  top-down  approach  to  problem  solving  in  which  the  inferences  to  be  verified 
are  based  on  the  domain  model  used  by  dw  problem  solver.  (Gevarter,  1985) 

Modus  Fdnens :  A  mathematical  form  of  argument  in  deductive  logic.  It  has  the  fcnm: 

If  A  is  true,  then  B  is  true. 

A  is  true. 

Therefore,  B  is  true.  (Gevarter,  1985) 

Monotonic  Reasoning :  A  reasoning  system  based  on  the  assumption  that  once  a  fact  is 

determined  it  cannot  be  altered  di^g  the  course  of  the  reasoning  process.  (Turban,  1990) 

Monte  Carlo  Simulation  :  A  mechanism  that  uses  random  numbers  in  order  to  predict  the 
behavior  of  an  event  whose  probabilities  are  known.  (Turban,  1990) 

Natural  Deduction  :  Informal  reasoning.  (Gevarter,  1985) 

Natural  Language :  A  natural  language  is  a  language  spoken  by  humans  on  a  daily  basis,  such 
as  En^sh,  German,  French,  etc.  (Turban,  1990) 

Natural  Language  Interface  (NLI) :  A  system  for  communicating  with  a  computer  by  using 
a  natu^  language,  ((jevarter,  1985) 

Natural  Language  Processing  (NLP) :  i)  Processing  of  naniral  language  (e.g.,  English)  by 
a  computer  to  facilitate  communications  with  the  computer  or  for  other  purposes,  such  as 
langu^  translation.  (Gevarter,  1985)  ii)  An  older  AI  technology  which  has  been 
envisioned  as  a  key  elment  in  DSS.  Natural  language  processing  continues  to  improve  in 
terms  of  parsing  ct^bilities  and  although  far  from  natural  in  a  human  sense  has  had  some 
impressive  successes  in  a  varies  of  applicatitms,  particularly  in  text  recognition  systems. 
(Watkins,  1992)  iii)  An  Al-ba^  user  interface  that  allows  the  user  to  cany  m  a 
conversation  with  a  computer-based  system  in  much  the  same  way  as  he  would  converse 
with  another  human.  (Turban,  1990) 

Natural  Language  Understanding  (NLU) :  Response  by  a  computer  based  on  the  meaning 
of  a  niuural  language  input.  (Gevarter,  1985) 

Negate :  To  change  a  proposition  into  its  opposite.  (Gevarter,  1985) 

Neural  Networks :  i)  (jonsist  of  groups  of  cells  and  the  connections  between  the  cells.  First 
developed  in  an  attempt  to  simulate  die  frincdons  of  the  visual  cortex.  The  cells  are 
auttHKxnous  processing  units  to  which  one  can  attach  some  semantic  meaning.  The 
conirections  between  the  cells  indicate  either  a  positive  or  negative  association  between  the 
cells.  Numerical  weights  are  associated  with  each  connection  to  show  the  strength  of  the 
association.  Cells  are  activate  when  the  weighted  sum  of  the  inputs  exceeds  some 
activation  threshold  designated  for  the  cell.  (Sandman,  1992)  ii)  Algoridims  for  detecting 
patterns  in  large  amounts  of  data.  The  idea  tehind  a  neural  netw^  is  that  for  a  given  set 
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of  inputs  and  a  desired  set  of  ouq}uts  (to  and  from  the  neural  net)  a  mailing  relationship  is 
established  dtat  enables  new  input  data  to  be  properly  classified  or  identified  according  to 
the  output  criteria.  Neural  nets  look  at  tte  relationships  implicit  in  the  data  and  develt^  a 
predictive  model  for  use  with  further  data.  Neural  nets  do  not  provide  criteria  equivaloit  to 
statistical  metiiods  for  evaluating  the  urxlerlying  model.  As  such  developing  an  approfniate 
neural  net  tends  to  be  more  of  an  art  and  requires  a  great  deal  of  data  and  "tinkering"  with 
die  model  to  achieve  a  satisfactory  predictive  model.  Neural  nets  appear  to  have  very  good 
predictive  and  classifications  abilities  in  a  variety  of  domains.  Unl^  expert  systems,  they 
offer  no  explanation  or  provide  insights  into  how  the  end  result  or  solutions  is  achievtsd. 
(Watkins.  1992) 

Nonmonotonic  Logic :  A  logic  in  which  results  are  subject  to  revision  as  more  information  is 
gathered.  (Gevarter,  1985) 

Nonprocedural  Languages  :  The  programmer  specifies  only  the  desired  results  rather  than 
the  detailed  steps  ^  how  to  get  there.  (Turban,  19!W) 

Object  Oriented  Language :  A  programming  language  structured  to  enable  the  interactions 

between  user-defin^  ccxK^ts  that  contain  (^ta  and  operations  to  be  performed  on  the  data. 
(Long,  Long,  1993) 

Object  Oriented  Programming :  i)  A  programming  approach  focused  on  objects  that 

communicate  message  passing.  An  object  is  considered  to  be  a  package  of  information 
and  descriptions  of  procklures  that  can  manipulate  tiiat  information.  (Gevarter,  1985)  ii) 

A  language  for  representing  objects  and  processing  those  representations  by  sending 
messages  and  activating  methods.  (Turban,  1990) 

Open  Architecture :  Refers  to  micros  that  give  users  the  flexibility  to  configure  the  system  with 
a  variety  of  peripheral  equipment  (Long,  Long,  1993) 

Operators ;  Procedures  or  generalized  actions  that  can  be  used  for  changing  situations. 

(Gevarter,  1985) 

Optimization :  Identification  of  the  best  possible  solution.  (Turban,  1990) 

Packet  Switching :  A  data  communications  process  in  which  communications  messages  are 
divided  into  packets  (subsets  of  the  whole  message),  transmitted  independent  of  one 
another  in  a  communication  network,  then  reassembled  at  the  source.  (Long,  Long,  1993) 

Parallel  Processing :  i)  Simultaneous  processing,  as  opposed  to  the  sequential  processing  in  a 
conventional  (von  Neumarm)  type  of  ccxnputer  architecture.  (Gevarter,  1985)  ii)  An 
advanced  computer  processing  technique  tiiat  allows  the  computer  to  pc^orm  mititiple 
processes  at  the  same  time,  in  **parallel.”  (Turban,  1990)  iii)  A  processing  proceed  in 
which  otic  main  processor  examines  the  programming  problem  and  determines  iiriiat 
portions,  if  any,  of  the  problem  can  be  solv^  in  pieces  by  other  subordinate  processors. 
(Umg.  Long,  1993) 

Parser :  A  computer  program  for  analyzing  tiie  syntactical  structure  of  a  text  or  a  speech. 
(Gevarter,  1985) 
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Parsing :  The  process  of  breaking  down  a  char^ter  string  of  natural  language  input  into  its 
component  parts  so  diat  it  can  be  more  readily  analyzed,  interpreted  or  understood. 
(Turban,  ISW) 

Patti :  A  particular  track  through  a  state  graph.  (Gevarter,  1985) 

Pattern  Directed  Invocation  :  The  activation  of  procedures  by  matching  their  antecedent  parts 
to  patterns  present  in  the  global  data  base  (the  system  status).  (Gevarter,  1985) 

Pattrni  Matching :  i)  Matching  patterns  in  a  statement  or  image  against  patterns  in  a  global 
data  base,  templates,  or  models.  (Gevarter,  1985)  ii)  The  technique  of  matching  an 
external  pattern  to  one  stored  within  a  cc»nputer*s  memory,  used  in  inference  engines, 
image  processing,  speech  recognition.  (Turban,  1990) 

Pattern  Recognition :  The  process  of  classifying  data  into  predetermined  categories. 

(Gevarter,  1985) 

Perception  :  An  active  process  in  which  hypotteses  are  formed  about  the  nature  of  the 

environment,  or  sensory  information  is  sought  to  conttrm  or  refute  hypotheses.  (Gevarter, 
1985) 

Personal  AI  Computer :  New,  small,  interactive,  stand-alone  computers  for  use  an  AI 

researcher  in  develqiing  AI  programs.  Usu^y  specifically  designed  to  run  an  AI  language 
such  as  LISP.  (Gevarter,  1985) 

Plan :  A  sequence  of  actions  to  transform  an  initial  situation  into  a  situatitxi  satisfying  the  goal 
conditions.  (Gevarter,  1985) 

Portability :  The  ease  with  which  a  computer  program  developed  in  one  programming 
envirotunent  can  be  transferred  to  another.  (Gevarter,  1985) 

Predicate :  That  part  of  a  proposition  that  makes  an  assertion  (e.g.,  states  a  relation  or  attribute) 
t^ut  individuals.  (Gevarter,  1985) 

Predicate  Logic :  A  modification  of  propositional  logic  to  allow  the  use  of  variables  and 
functions  of  variables.  (Gevarter,  1985) 

Prefix  Notation :  A  list  representation  (used  in  LISP  programming)  in  which  the  connective, 
function,  symbol,  pr^cate  is  given  before  the  arguments.  (Gevarter,  1985) 

Premise :  A  first  proposition  on  which  subsequent  reasoning  rests.  (Gevarter,  1985) 

Principle  of  Choice :  The  criterion  for  making  a  choice  among  alternatives.  (Turban,  1990) 

Problem  Oriented  Language :  A  high  level  language  whose  instruction  set  is  designed  to 

adthess  a  specific  problem  (such  as  a  process  control  or  simulation).  (Long,  I^ng,  1993) 

Problem  Reduction  :  A  problem-solving  approach  in  which  operators  are  used  to  change  a 
single  problem  into  several  sut^roblems  (which  are  usually  easier  to  solve).  (Gevarter, 
1985) 
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Problem  S<riving :  A  process  in  which  one  starts  from  an  initial  state  and  proceeds  to  search 
throughout  a  problem  state  in  order  to  identify  a  desired  goal.  (Turban,  1990) 

Problem  State :  The  condition  of  the  problem  at  a  particular  instant  (Gevarter,  1985) 

Procedural  Knowledge  Representation  :  The  representation  of  knowledge  about  the  world 
by  a  set  of  procedures  —  small  programs  that  know  how  to  do  specific  things  (how  to 
proceed  in  well-specified  situations).  (Gevarter,  1985) 

Procedure  Orirated  Language :  A  high-level  language  whose  general  purpose  instruction  set 
can  be  used  to  produce  a  sequence  of  instructions  to  model  scientific  and  business 
procedures.  (Long,  Long,  1993) 

Production  Rule :  i)  A  modular  knowledge  structure  representing  a  single  chunk  of 

knowledge,  usually  in  if-then  or  antecedent-consequent  form.  Popular  in  expert  systems. 
(Gevarter,  1985)  ii)  A  knowledge  representation  method  in  which  knowledge  is 
formalized  into  “rules”  containing  an  IF  (condition)  part  and  a  THEN  (action)  part. 
(Turban,  1990) 

Programming  Environment :  The  total  programming  setup,  including  the  interface,  the 
languages,  the  editors,  and  other  programming  tools.  (Gevarter,  1985) 

Programming  in  Logic  (PROLOG) :  A  logic-oriented  AI  language  developed  in  France  and 
pqmlar  in  Europe  and  Japan.  (Gevarter,  1985) 

Property  List :  A  knowledge  representation  technique  by  which  the  state  of  the  world  is 

described  by  objects  in  the  werid  via  lists  of  their  pertinent  properties  and  their  associated 
attributes  and  values.  (Gevarter,  1985) 

Proposition  :  A  statement  (in  logic)  that  can  be  true  or  false.  (Gevarter,  1985) 

PropositioiuU  Logic :  An  elementmy  logic  that  uses  argument  forms  to  deduce  tiie  truth  or 
falsehood  of  a  new  proposition  from  known  propositions.  (Gevarter,  1985) 

Prototype :  An  irutial  model  or  system  that  us  used  as  a  base  for  constructing  future  models  or 
systems.  (Gevarter,  1985) 

Pseudoreductitm  :  An  approach  to  solving  the  difficult  problem  case  where  multiple  goals  must 
be  satisfied  simultaneously.  Plans  are  found  to  achieve  each  goal  independently  and  then 
integrated  using  knowledge  of  how  plan  segment  can  be  intertwined  without  destroying 
their  important  effects.  (Gevarter,  1985) 

Real  Hme :  In  synchronization  with  the  actual  occurrence  of  events;  results  are  given  rapidly 
enough  to  be  useful  in  directly  controlling  a  physical  process  or  guiding  a  human  user. 
(Turban,  1990) 

Recurdve  Operations :  Operations  defined  in  terms  of  themselves.  (Gevarter,  1985) 

Reduced  Instruction  Set  Computer  (RISC) :  A  computer  designed  architecture  based  on  a 
limited  instruction  set  (I^ng,  Long,  1993) 
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Rdational  Database :  i)  A  database  whose  records  are  organized  into  tables  that  can  be 

processed  by  either  relational  algebra  or  relational  calculus.  (Turban,  1990)  ii)  A  database 
in  which  data  are  accessed  by  content  rather  than  by  address.  (Long,  Long,  1993) 

Relaxation  Approach  :  An  iterative  problem-solving  approach  in  which  initial  conditions  are 
propagated  utilizing  constraints  until  all  goal  conditions  are  adequately  satisfied.  (Gevaiter, 
1985) 

Relevant  Backtracking  (Dependency-Directed  or  Nonchronological  Backtracking) : 
Backtracking  (during  a  search)  not  to  the  most  recent  choice  point,  but  to  the  most  relevant 
choice  point.  (Clevarter,  1985) 

Represoitation  of  Knowledge:  A  variety  of  methods  for  computer-based  representation  of 

human  knowledge  have  been  devia^  each  of  which  is  directed  at  facilitating  the  associated 
symbolic  reasoning  and  at  permitting  the  codification  and  ^plication  of  "common  sense" 
Imowledge  of  the  domain,  e.g.,  production  rules,  frames,  and  predicate  calculus. 
(Shordiffe,  1983) 

Resolution  :  A  general,  automatic,  syntactic  method  for  determining  if  a  hypothesized 

conclusion  (theorem)  follows  from  a  given  set  of  premises  (axioms).  (Gevarter,  1985) 

Risk  Analysis :  Analysis  of  decision  situations  in  which  results  are  dependent  on  events  whose 
probabilities  of  occurrence  are  assumed  to  be  known.  (Turban,  1990) 

Root  Node :  The  initial  (apex)  node  in  a  tree  representation.  (Gevarter,  1985) 

Rule :  A  formal  way  of  specifying  a  recommendation,  directive,  or  strategy,  expressed  as  IF 
premise  and  THEN  conclusion.  (Turban,  1990) 

Rule  Induction  :  Rules  are  created  by  a  computer  from  examples  of  problems  where  the 
outcome  is  known.  These  rules  are  generalized  to  other  cases.  (Turban,  1990) 

Rule  Interpreter :  The  control  structure  for  a  production  rule  system.  (Gevarter,  1985) 

Rule-Based  System  :  i)  A  form  of  expert  system  in  which  the  procedural  knowledge  is 

encoded  using  “if-then”  rules  (production  rules).  (Gevarter,  1985)  ii)  An  expert  system 
with  a  knowl^ge  base  component  craisisting  of  conditional  “if-tten”  statements  which  are 
generally  "chained"  together  through  some  tqjprqpiiate  method  of  inference.  The  rules, 
once  established  in  the  knowledge  base  are  static,  nrai-adaptive  and  function  idoitically  in 
repetitive  dialogues  for  a  given  problem/decision  domain.  (Watkins,  1992) 

Satisficing :  i)  Develqnng  a  satisfactory,  but  not  necessarily  optimum  solution.  (Gevarter, 

1985)  ii)  A  process  during  which  one  seeds  a  solution  that  will  satisfy  a  set  of  amstraints. 
In  contrast  to  optinuzation,  which  seeks  the  best  possible  solution;  when  one  satisfices,  one 
simply  seeks  a  solution  that  will  woik.  (Good  Enough)  (Turban,  1990) 

Scenario :  A  statement  of  assumptions  and  configurations  concerning  the  operating  environment 
of  a  particular  system  at  a  particular  time.  (Turban,  1990) 

Sdieduling :  Developing  a  time  sequence  for  things  to  be  done.  (Gevarter,  1985) 
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Schema :  A  data  structure  for  knowledge  representation.  Examples  of  schema  are  frames  and 
rules.  (Turban,  1990) 

Scripts  :  Bamelike  structures  for  representing  sequences  of  events.  (Turban,  1990) 

Search  Space :  The  implicit  graph  representing  all  the  possible  states  of  the  system  which  may 
have  to  be  searched  to  find  a  solution.  In  many  cases  the  search  space  is  infinite.  The  term 
is  also  used  for  not-state-space  representations.  (Turban,  1990) 

Semantic :  Of  ot  relating  to  meaning.  (Gevarter,  1985) 

Semantic  Networks :  i)  A  knowledge  representation  method  consisting  of  a  network  of  nodes, 
standing  for  concepts  or  objects,  connected  by  arcs  describing  the  relations  between  nodes. 
(Turban,  1990)  ii)  A  imowledge  representation  for  describing  the  properties  and  relations 
of  objects,  events,  concepts,  situations,  or  actions  by  a  direct^  graph  consisting  of  nodes 
and  labeled  edges  (arcs  connecting  nodes).  (Gevarter,  1985) 

Semantic  Primitives  :  Basic  conceptual  units  in  which  concepts,  ideas,  or  events  can  be 
represented.  (Gevarter,  1985) 

Semi'Structured  Decisions  :  Decisions  in  which  some  aspects  of  the  problem  are  structured 
and  others  are  unstructured.  (Turban,  1990) 

Sensitivity  Analysis :  A  study  of  the  effect  of  a  change  in  one  or  more  input  variables  on  a 
proposed  solution.  (Ti^an,  1990) 

Sensory  System :  Any  system  that  monitors  the  external  environment  for  a  computer.  (Turban, 
1990) 

Sequential  Processing :  The  traditional  computer  processing  technique  of  perfintning  actions 
one  at  a  time,  in  a  sequence.  (Turban,  1990) 

S-Expression  :  A  symbolic  expression.  In  LISP,  a  sequence  of  zero  or  more  atoms  or  S- 
expressions  enclosed  in  parentheses.  (Gevarter,  1985) 

Simulation  :  An  imitation  of  reality.  (Turban,  1990) 

Slot :  An  element  in  a  frame  representatitm  to  be  filled  with  designated  informatirai  about  the 
particular  situation.  (Ctevarter,  1985) 

Software :  A  computer  program.  (Gevarter,  1985) 

Striution  Path  :  A  successful  path  through  a  search  space.  (Cjevarter,  1985) 

Speech  Recognition  :  Recognition  by  a  computer  (primarily  by  pattern  matching)  of  spoken 
words  OT  sentences.  (Gevarter,  1985) 

Speedi  Synthesis :  Developing  spoken  speech  from  text  or  other  representations.  (Gevarter, 
1985) 

Speech  Understanding  :  Speech  perception  by  a  computer.  (Gevarter,  1985) 
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SRI  Vision  Module  :  An  important  object  recognition,  inspection,  orientations,  and  location 
research  vision  system  developed  at  SRI.  This  system  converted  the  scene  into  a  binary 
image  and  extraoed  the  calculated  neetkd  vision  paramet»s  in  teal  time,  as  it  sequentially 
scaiuied  the  image  line  by  line.  (Gevarter,  1985) 

State  Graph  :  A  graph  in  which  the  nodes  represent  the  system  state  and  the  connecting  arcs 
represent  die  operators  which  can  be  to  transform  the  state  horn  which  the  arcs 
emanate  to  the  state  at  which  they  arrive.  (Gevarter,  1985) 

Stereotyped  Situation :  A  generic,  recurrent  situation  such  as  "eating  at  a  restaurant”  or 
"driving  to  work."  (Gevarter,  1985) 

Strategic  Models  :  Planning  models,  usually  for  the  long  run,  that  encompass  the  corporate 
strategies  for  development  and  growth.  (Turban,  1990) 

Subgoals :  Goals  that  must  be  achieved  to  achieve  the  original  goal.  (Gevarter,  1985) 

Subplan  :  A  plan  to  solve  a  portion  of  the  problem.  (Gevarter,  1985) 

Subproblems :  The  set  of  secondary  problems  that  must  be  solved  to  solve  the  original  problem. 
(Gevarter,  1985) 

Syllogism :  A  deductive  argument  in  logic  whose  conclusion  is  supported  by  two  premises. 
(Gevarter,  1985) 

Symbolic :  Relating  to  the  substitution  of  abstract  representation  (symbols)  for  concrete  objects. 
(Gevarter,  1985) 

Symbolic  Concept  Acquisition  :  The  Version  Space  approach  evaluates  the  examples 

incrementally,  and  yields  descriptions  that  will  not  mis-identify  any  of  the  examples.  Top- 
Down  Induction  of  Dedsiem  Trees  (TDIDTl  systems  examine  sets  of  examples,  and  yield 
decision  trees  which  will  classify  the  examples  correctly.  (Sandman,  1992) 

Synchronous  Transmission  :  Transmission  of  data  at  timed  intervals  between  terminals 
and/or  computers.  (Long,  Long,  1993) 

Syntax :  The  order  of  arrangement  (e.g.,  the  grammar)  of  a  language.  (Gevarter,  1985) 

Synthetic  Environment :  A  simulation  that  is  created  using  virtual  reality  technologies. 

Contains  three  components  -  live,  constructive,  and  virtual.  The  live  component  is  defined 
as  operations  with  equipment  in  the  field.  The  constructive  component  is  defined  as 
war  games,  models,  or  other  analytical  teols.  The  virtual  cmnptment  is  defined  as  systems 
and  troops  in  simulators  fighting  on  synthetic  environments.  (Starr,  1993) 

T«nniiial  Node  (Leaf  Node) :  The  final  node  emanating  from  a  branch  in  a  tree  or  graph 
representation.  (Gevarter,  1985) 

Theorem :  A  proposition,  or  statement,  to  be  proved  based  on  a  given  set  of  premises. 

(Gevarter,  1985) 
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Theorem  Proving :  A  problem-solving  approach  in  which  a  hypothesized  conclusion  (theorem) 
is  validated  using  deductive  logic.  (Gevarter,  1985) 

Time  Sharing :  A  cmnputer  environment  in  which  multiple  users  can  use  the  computer  virtually 
simultaneously  via  a  program  that  time-allocates  the  use  of  computer  resources  among  the 
users  in  a  near-optimum  manner.  (Gevarter,  1985) 

Top-Down  Approach :  An  approach  to  problem  solving  that  is  goal-directed  or  expectadon- 
guided  based  on  modes  or  other  knowledge.  Sometimes  referred  to  as  "hypothesize  and 
test"  (Gevarter,  1985) 

Top-Down  Logic :  A  problem-solving  approach  used  in  production  systems,  where  production 
rules  are  employed  to  find  a  solution  path  by  chaining  backward  from  the  goal.  (Gevarter, 
1985) 

Transparent :  A  reference  to  a  procedure  or  activity  that  occurs  automatically.  It  does  not  have 
to  be  considered  in  the  use  or  design  of  a  program  or  an  information  system.  (Long,  Long, 
1993) 

Tree  Structure :  A  graph  in  which  one  node,  the  root,  has  no  predecessor  node,  and  all  other 
nodes  have  exacdy  one  predecessor.  For  a  state-space  representation,  tire  tree  starts  with  a 
toot  node  (representing  the  initial  problem  situation).  Each  of  the  new  states  that  can  be 
produced  firm  this  itutial  state  by  application  of  a  single  operator  is  represented  by  a 
successor  node  of  the  root  node.  E^h  successor  node  branches  in  a  similar  way  until  no 
further  states  can  be  generated  or  a  solution  is  reached.  Operators  are  representi^  by  the 
directed  arcs  fiom  the  nodes  to  their  successor  nodes.  (Gevarter,  1985) 

Truth  Maintenance :  A  method  of  keeping  track  of  beliefs  (and  their  justifications)  developed 
during  problem  solving,  so  that  if  contradictions  occur,  the  incorrect  beliefs  or  lines  of 
reasoning,  and  all  conclusions  resulting  firom  them,  can  be  retracted.  (Gevarter,  1985) 

Truth  Value :  One  of  the  two  possible  values — true  or  false — associated  with  a  proposition  in 
logic.  (Gevarter,  1985) 

Unceitainty :  In  the  context  of  exp^  systems,  uncertainty  refers  to  a  value  that  carmot  be 
detoiruned  during  a  consultation.  Many  expnt  systems  can  accommodate  uncertainty. 

That  is,  they  aliow  the  user  to  indicate  he  does  not  know  the  answer.  (Turban,  19%) 

Uncontrollable  Variations :  Factors  that  affect  the  result  of  a  decision  but  are  not  under  the 
control  of  the  decisioiunaker.  These  can  be  internal  (technology,  policies)  or  external 
Gegal,  climate).  (Turban.  1990) 

Unft'eezing :  The  first  phase  in  the  treatment  of  resistance  to  change,  creating  an  awareness  of 
the  need  for  change.  (Turban,  1990) 

Unificathm :  The  name  fin*  the  procedure  for  carrying  out  instantiations.  In  unification,  the 

attempt  is  to  find  substitutions  for  variables  that  will  make  two  atoms  identical.  (Gevarter, 
1985) 

Unstructured  Decbions :  Complex  decisions  for  which  no  standard  solution  exists.  (Turban, 
1990) 
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User  Interface :  The  component  of  a  computer  system  that  allows  bi-directional  communication 
between  the  system  and  the  user.  (Turban,  1990) 

Variable :  A  quantity  or  function  that  may  assume  any  given  value  or  set  of  values.  (Turban, 
1990) 

Virtual  Image :  Visual,  auditory  and  tactile  stimuli  which  are  transmitted  to  the  senses  such  that 
they  appear  to  originate  from  within  a  three  dimensional  space  surrounding  the  user. 
(Furness,  1992) 

Virtual  Interface  :  A  system  of  transducers,  signal  processors,  computer  hardware  and 

software  that  create  an  interactive  medium  through  which:  1)  informaticm  is  transmitted  to 
the  senses  in  the  form  of  three  dimensional  virtual  images;  2)  psychomotor  and 
physiological  behavior  of  the  user  is  monitored  and  us^  to  manipulate  virtual  images. 
(Furness.  1992) 

Virtual  Reality  :  The  representation  of  a  computer  model  or  database  in  the  form  of  a  system  of 
virtual  images  which  creates  an  interactive  environment  which  can  be  experienced  and/or 
manipulate  by  the  user.  (Furness,  1992) 

Von  Neumann  Architecture  :  The  current  standard  computer  architecture  that  used  sequential 
processing.  (Gevarter,  1985) 

“What  IP*  Analysis :  The  capability  of  “asking”  the  computer  what  the  effect  will  be  of 
changing  some  of  die  input  data.  (Turban,  1990) 

World  Knowledge :  Knowledge  about  the  world  (or  domain  of  interest).  (Gevarter,  1985) 

World  Model :  A  representation  of  the  current  situation.  (Gevarter,  1985) 

Workplace :  A  globally  accessible  database  used  in  expert  systems  for  recording  intermediate, 
partial  results  of  problem  solving.  (Turban,  1990) 
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APPENDIX  B 


HUMAN  SITUATION  ASSESSMENT  MODELS  AND 
INFORMATION  PROCESSING  BIASES^ 


Economic  Rationality  :  Maximum  goal  achievement  widi  respect  to  technical 

production  of  a  single  product,  subject  to  a  production  cost  constraint,  is  the 
typical  desired  end  of  economic  rationality.  It  seeks  to  maximize  the  overall 
worth,  in  an  economic  sense,  of  a  number  of  investments.  This  is  possible  if 
desired  goals  are  well  defined  and  measurable,  the  techniques  employed  to  attain 
these  goals  are  not  limited  in  scope  or  hindered  in  application,  supply  and  demand 
operates  in  a  stable  manner,  and  the  intenelationships  of  supply  and  demand  are 
known  and  available  to  all  —  in  other  words,  if  the  requirements  for  a  “perfectly 
competitive  economy”  are  satisfied.  Using  tlus  model  of  rationality,  it  is  possible 
to  maximize  goal  achievement  should  there  be  any  constraints  plac^  on  tire 
above  requirements.  Some  goals  can  typically  be  achieved  and  this  results  in 
enhanced  economic  progress.  Achievements  of  some  goals  become  the  means 
toward  the  achievement  of  other  societally  desirable  goals.  This  process 
continues,  and  the  continuation  of  economic  progress  itself  becomes  the  top-level 
goal  to  be  achieved.  From  an  ea)nomic  rationality  perspective,  those  items  of 
information  not  providing  a  basis  for  increasing  the  proHt  goals  of  an  orgaruzation 
are  to  be  avoided 

Technical  Rationality :  The  activities  of  an  individual  are  determined  in  such  a  way  as 
to  maximize  the  return,  or  benefit,  to  the  individual  from  the  investment  cost  of 
that  activity.  Most  traditional  engineering  and  orgartizational  analysis  has 
presumed  at  least  implicitly,  tecl^cal  rationality.  Systems  are  presumed  to  be 
desired  such  as  to  achieve  “optimal  attainment”  of  objectives.  The  presence  of 
multidimensional  and  noncommensurate  objectives  will  fiequently  prevent  this 
s(Ht  of  optimization  fiom  being  easily  accomplished  The  need  for  coordination 
and  communication  among  people  in  modem  decentralized  organizations  also 
makes  attaining  technical  rationality  difficult  Implementation  of  technical 
rationality  resitits  in  what  is  called  the  rational  actor  Model.  Most  formal 
decision  analytic  efforts  are  based  on  the  technically  rational  actor  model.  In  this 
model,  the  d^sionmaker  becomes  aware  of  a  problem,  studies  it  carefully 
weighs  alternative  means  to  a  solution,  and  makes  a  choice  or  decision  ba^  on 
an  objective  set  of  values.  This  is  a  normative  substantive  model.  There  may  be 
any  number  of  descriptive  process  realities  that  make  prescriptive  realization 
infeasible.  In  rational  planning  or  decisionmaking,  tiie  following  steps  are 
typically  performed: 


^The  following  Hit  and  diicunion  it  drawn  from  Sage,  1991.  pp.  23S-2S2.  The  reader  it  directed  to  variout  articlet 
piiblithed  by  Kahneman  and  Tvertky,  principally  “Judgement  under  Uncertainty:  Heurittict  and  Biatet”  for  additional 
infomiaiion. 
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1.  The  decisionmaker  is  confronted  with  an  issue  that  can  be  meaningfully 
isolated  from  other  issues. 

2.  Objectives,  which  will  result  in  need  satisfaction,  are  identified. 

3.  Possible  alternative  activities  to  resolve  needs  are  identifred. 

4.  The  impacts  of  action  altnnatives  are  determined 

5.  The  utility  of  each  alternative  is  evaluate  in  terms  of  its  impacts  on 
needs. 

6.  The  utilities  of  all  alternatives  are  compared  and  the  policy  or  activity 
with  the  highest  utility  is  selected  for  action  implementation. 

The  decisionmaker  becomes  aware  of  a  problem,  structures  the  problem  space, 
gathers  information,  identities  the  impacts  of  alternatives,  and  implements  the  best 
^temative  based  on  a  set  of  values.  The  effects  of  alternatives  that  are  proposed 
for  implementation,  including  the  effects  they  have  on  the  environment  in  which 
they  are  to  be  utiliz^  are  determined  in  det^  using  the  technologies  of  systems 
en^neering.  Cost-benefit  analysis  are  detennined,  risk-assessment  is  performed 
statistics  are  used  computer  models  are  construct^  and  other  systems  science 
and  operations  research  methods  are  employed  in  oider  to  ascertain  the  effects  and 
results  of  a  particular  alternative  that  is  being  considered  for  implementation. 

Since  a  complete  identitication  of  all  needs,  alterables,  objectives,  ard  so  on,  is 
not  usually  possible,  one  cannot  be  completely  rational  in  the  purest  sense. 

Satisficing  Or  Bounded  Rationality :  Decisions  are  implemented  based  on  a  minimum 
set  of  requirements  to  provide  a  degree  of  acceptable  achievement  over  the  short 
term.  Tlw  decisionmiioer  does  not  attempt  to  extremize  an  objective  function,  but 
rather  attempts  to  achieve  some  aspiration  level.  The  aspiration  level  may 
possibly  change  due  to  the  difficulty  in  searching  for  a  solution.  It  may  be 
lowered  in  this  case,  or  raised  if  the  goal  or  aspiration  level  is  too  easily  achieved 

This  model  makes  uses  of  the  observation  that  unaided  decisionmakers 
may  not  be  able  to  make  complete  substantive  use  of  the  economic  and  technicaUy 
rational  actor  model  possible.  In  these  situations,  the  concepts  of  bounded 
rationality  and  satisficing  represent  much  more  realistic  substantive  models  of 
ac^  dedsion  rules  and  pr^tices.  According  to  the  satisficing  or  bounded 
rationality  model,  the  decisionmaker  looks  for  a  course  of  actitm  that  is  basically 
good  enough  to  meet  a  minimum  set  of  requirements.  The  goal,  from  an 
organizatioi^  persprotive,  is  “do  not  shake  the  system”  or  “play  it  safe,”  by 
makmg  decisions  primarily  on  the  basis  of  short-term  acceptability  rather  than 
seeking  a  long-term  optimum.  It  has  been  suggested  that  decisionmakers 
compensate  for  their  limited  abilities  by  constructing  a  simplified  representation 
of  the  problem  and  then  behave  rationally  within  the  constraints  imposed  by  this 
simplined  model.  We  may  satisfice  by  finding  either  optimum  solutions  in  a 
simplified  world  or  satisfactory  solutions  in  a  more  realistic  world. 

Satisficing  is  actually  searching  for  a  “good  enough”  choice.  The 
tlmshold  for  satisfaction,  or  aspiration  level,  may  change  according  to  the  ease  or 
difficulty  of  search.  If  many  alternatives  can  be  found,  the  conclusion  is  reached 
that  the  upiration  level  is  too  low  and  needs  to  be  increased.  The  converse  is  true 
if  no  satisfactory  alternatives  can  be  found.  This  may  lead  to  a  unique  solution 
tfarpugfa  iteration.  The  principle  of  bounded  rationality  and  the  resulting 
satisf^ng  model  suggest  the  simple  heuristics  may  well  be  adequate  for  complex 
problem-solving  situations. 
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Social  Rationality ;  Society  functions  as  a  unit  seeking  betterment  for  itself.  All  its 
energy  is  directed  toward  the  realization  of  this  goal.  The  social  system  is 
cohesive  in  that  all  its  activities  reinforce  achievement  of  the  desin^  goal.  Recent 
decisions  are  related  to  those  of  the  past  and  are  projected  into  the  future.  While 
these  actions  and  decisions  are  usually  not  efficient  and  sometimes  not  even 
effective,  the  cohesiveness  of  society  provides  continuity  for  the  system.  The 
roles  and  structure  of  society  are  rei^orced  from  previous  results,  both  good  and 
bad,  lending  credence  to  the  fact  that  a  social  system  is  rather  intriu:table.  It 
maintains  a  conservative  i^pearance  and  avoids  risk.  That  it  ought  to  be  adaptive 
to  change  perhaps  can  be  shown  by  sudden  changes  in  the  morality  or 
consciousness  of  the  members  of  tiie  society  through  a  violent  opposition  to  the 
status  quo. 

Pditical  Rationality :  The  decisionmaking  structure  is  assumed  to  be  influenced  by 

embedded  beliefs,  values,  and  inteipersonal  relationships,  the  interaction  of  which 
define  roles  under  which  actions  and  decisions  are  bas^  The  tluee 
characteristics  of  this  rationality  are  that  all  actors  remain  independent  regardless 
of  the  pressures  to  be  dependent  on  oito  another,  the  work  load  is  distributed 
among  all  members  so  as  to  balance  and  moderate  actions  of  the  group,  and  future 
decisions  ate  chosen  in  such  a  way  that  the  impacts  of  these  decisions  will  act  to 
bind  the  group  further  together  and  increase  participation. 

Legal  Rationality :  A  system  exhibiting  this  form  or  rationality  operates  on  the  basis  of 
rules  that  are  complex,  consistent,  precise,  and  detailed.  As  a  result,  no 
ambiguous  conflict  can  occur.  It  is  effective  in  preventing  disputes  even  though 
the  rues  of  this  system  apply  differently,  to  some  extent,  to  each  person.  The 
prevention  of  disputes  is  accomplished  through  a  “legal**  framework  that  provides 
a  means  for  settlement  of  disputes  that  do  result  and  that  sets  precedents  to  guide 
members  of  society. 

Substantive  Raticnuiiity :  This  is  the  classic,  input-output,  or  means-ends  rationality  of 
ectmomics.  This  form  ar  rationality  is  outcome-oriented  in  that  behavior  is 
considered  acceptable  when  given  goals  are  achieved.  Given  a  set  of  goals, 
rational  behavior  is  determined  by  the  characteristics  of  the  environment  in  which 
it  takes  place.  For  instance,  use  of  the  methods  of  optimum  systems  control  will 
result  in  a  system  tiiat  achieves  a  goal  while  satisfymg  a  set  of  constraint 
equations  that  governs  the  behavior  of  the  physical  system  concerned. 

Procedural  Rationality :  This  is  the  prevalent  rationality  of  descriptive  decisionmaking 
in  which  any  decisionmaking  process  must  necessarily  correspond  to  the 
oquibilities  of  the  user.  It  must  allow  a  person  to  make  use  of  those  knowledge 
components  that  midce  maximum  use  of  that  person*s  abilities  and  minimize  use 
of  those  knowledge  components  concerning  areas  in  which  the  decisionmaker  is 
not  able  to  perform  effectively.  Behavior  is  rational,  in  a  procedural  sense,  when 
a  person  effectively  uses  existing  cognitive  powers  to  choose  actions  in  order  to 
alleviate  some  issue.  It  is  the  process  of  selecting  procedures  for  resolution  of 
issues  that  is  the  basis  for  and  the  justification  of  rationality,  rather  than  the 
outcome  of  the  decisions.  Procedural  rationality  is  the  metiiod  of  searching  for 
information  for  solutions  to  problems. 
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Bureaucratic  Politic^  Incrementalism,  Or  **Muddling>Through*’  Rationality :  Bold 
changes  to  existing  policies  are  avoided  and  decisions  are  based  on  a  rather 
limit^  set  of  alternatives  which  basically  are  minor  perturbations  of  existing 
policies.  Long-range  side  effects  are  not  dealt  with,  but  rather  are  left  to  future 
decisioiunakers  who  ameliorate  these  side  effects  widi  other  incremental  policies. 
Hiis  model  attempts  to  characterize  individual  and  organizational  behavior.  After 
problems  arise  that  require  a  change  of  policy,  policy  makers  typically  consider 
only  a  narrow  range  of  alternatives  differing  a  small  degree  from  the  existing 
policy.  One  alternative  is  selected  and  tiie^  with  unforeseen  consequences  left  to 
be  discovered  and  treated  by  subsequent  incremental  policies.  This  is  a  realistic 
process-oriented  descriptive  model  of  judgment  and  choice. 

This  model  recognizes  the  following  limitations  to  analysis;  It  is  fallible, 
never  rising  to  infallibility,  and  can  be  pocriy  informed,  superficial,  biased,  or 
mendacious.  It  carmot  wholly  resolve  conflicts  of  value  and  interest  Sustained 
analysis  may  be  too  slow  and  too  costly  compared  with  realistic  needs.  The  main 
features  of  this  model  are:  ends  and  means  are  viewed  as  not  distinct 
Cons^uendy,  means-ends  analysis  is  viewtxi  as  often  inappropriate. 

Identification  of  values  and  goals  is  not  distinct  from  the  arialysis  of  alternative 
actions.  Rather,  the  two  processes  are  confounded.  The  test  for  a  good  policy  is 
typically  that  various  decisionmakers,  or  analysts,  agree  on  a  policy  as  suitable 
without  necessarily  agreeing  that  is  the  most  appropriate  means  to  an  end. 

Analysis  is  drastically  limit^  significant  policy  options  are  neglected,  and 
imptxtant  outcomes  are  not  considered.  By  prdce^ng  incrementally  and 
comparing  the  results  of  each  new  policy  with  the  old,  decisionmakm  reduce  or 
eliminate  reliance  on  theory. 

Organizatioiud  Processes  Rationality:  In  the  purest  form  of  the  organization, 

everyone  in  it  is  aware  of  how  it  functions,  because  these  functions  are  spelled  out 
in  a  well-C(Mnmunicated  set  of  standard  operating  procedures.  Decision  to  be 
made  are  structured  around,  and  evaluated  in  terms  of,  these  procedures. 
Information  needs  are  determined  through  discovery  of  how  these  standard 
operadng  policies  or  rules  affected  previous  problems.  Plans  and  decisions  are  the 
rnult  of  interpretation  of  standard  operating  procedures.  Improvements  are 
obtained  by  careful  identifications  of  existing  standard  operating  procedures  and 
associated  orgaruzational  structures  and  determination  of  improvements  in  tiiese 
procedures  and  structures.  The  organizational  process  model  functions  by  relying 
on  standard  operating  procedures,  which  constitute  the  memory  or  intelligence 
bank  of  the  organization.  Only  if  the  standard  operating  procedures  fail  will  the 
organization  attempt  to  develt^  new  standard  pi^edures. 

The  orgaruzational  process  model  may  be  viewed  as  an  extension  of  the 
concept  of  bounded  rationality  to  orgartizations.  There  are  four  main  concepts  of 
the  behavioral  theory  of  the  firm  that  are  suggested  as  descriptive  models  of  actual 
chdce-making  in  orgartizations: 

1.  Quasi-resolution  of  Cor^ict.  Decisionmakers  avoid  conflicts  arising 
form  noncommensurate  and  conflicting  goals.  Major  problems  are  disaggregated 
and  each  subproblem  is  attacked  locally  by  a  department.  An  acceptable  co^ct 
resolution  between  the  efforts  of  ctifferent  departments  is  reached  through 
sequential  attention  to  departmental  goals  and  through  the  formulation  of 
coitions  which  seek  power  and  status.  When  resources  are  scarce  and  there 
must  then  be  unsatisfi^  objectives,  decisions  concerning  allocations  will  be  met 
largely  on  political  grounds. 


157 


2.  Uncertainty  avoidance  is  achieved  by  reacting  to  external  feedback,  by 
emphasizing  short-term  choices,  and  by  advocating  negotiated  futures.  Typically, 
them  will  be  uncertainties  about  the  future,  includmg  those  associated  widi  future 
impacts  of  alternatives  and  future  prefoences.  Generally,  deficient  infmmation- 
processing  heuristics  and  cognitive  biases  are  used  to  avoid  uncertainties. 

3.  Problem  search  is  stimulated  by  encountering  issues,  and  not  before 
issues  are  surfaced.  A  form  of  “satisficing"  is  used  as  a  decision  rule.  Search  in 
tlw  neighborhood  of  the  status  quo  only  is  attempted  and  only  incremental 
solutions  are  considered. 

4.  Organizational  Learning.  Organizations  adapt  on  the  basis  of 
experience.  They  often  pay  consid^ble  attention  to  one  part  of  their 
environment  at  the  expense  of  another. 

The  organizational  process  model  may  be  viewed  as  suggesting  that 
decisions  at  time  t  may  be  forecasted  with  almost  complete  certainty,  fiom 
knowledge  of  decisions  at  time  r  -  T  where  T  is  the  planning  or  forecasting  period. 
Standard  operating  procedures  or  “programs,"  and  location  motivation  and 
experience  or  “programming"  of  management  are  the  critical  determinants  of 
behavior  for  the  organizational  process  model. 

Garbage  Can  Rationality :  An  orgaiuzation  is  also  a  mechanism  for  problem  solving 
and  decisionmaking.  When  tiie  realities  of  ambiguity  are  associated  with 
organizational  problem  solving  and  decisionmal^g,  the  result  is  what  is  termed  a 
garbage  can  nwdel  of  orgaitizational  choice.  In  this  model,  there  are  five 
fundamental  elements: 

•  Issues  or  problems 

•  Organizational  structure 

•  Participants,  actors,  or  agents 

•  Choice  opportuitities  and  actions 

•  Solutions  or  products  of  the  choice  pn^ss. 

The  problems,  solutions,  and  choice  opportuitities  are  assumed  to  be  quasi- 
independent,  exogenous  **streams'*  that  are  linked  in  a  fashion  that  is  ^termined 
by  orgaitizational  structure  constraints.  There  are  several  of  these.  The  most 
important  are  access  structure,  or  the  access  of  problems  to  choice  qipoituitities, 
decision  structure,  or  the  access  of  choice  t^pt^nities  to  solutions,  and  energy 
structure,  which  evolves  in  a  dynamic  fashion  in  terms  of  the  number  of 
problems  or  solutions  that  are  linked  to  choice  opportunities  at  a  particular  time. 

The  participants  in  the  process  can  also  be  regarded  as  variables,  since 
they  “come  and  go”  over  time,  and  devote  varying  amounts  of  time  and  energy  to 
problems,  solutions,  and  choice  opportunities  owing  to  other  competing  demands 
on  tiieir  time.  This  model  views  organizational  decisionmaking  as  resttiting  frenn 
four  variables:  problems,  solutions,  choice  opportuitities,  and  people. 

Decisitms  result  from  the  interaction  of  solutions  looking  for  problems, 
problems  looldng  for  solutions,  decision  oppmtunities,  and  participants  in  the 
problem-solving  process.  The  model  allows  for  these  variables  being  selected 
more  or  less  at  random  fipom  a  garbage  can.  The  interaction  of  tiiese  variables 
provides  the  opportunity  for  d^sionmaking.  Generally,  these  interactions  are  not 
controlled.  R^er,  they  occur  in  an  almost  random  fashion  owing  to  the  vexing 
equivocality  associate  with  problematic  preferences,  unclear  procedures,  and  fluid 
participants.  The  major  reason  for  the  garbage  can  approach  is  the  chronic 
ambigmty  and  considerable  equivocality  that  is  present  in  the  environment. 
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In  a  “garbage  can”  environment,  decisions  generally  occur  through 
rational  i^blem  solving,  through  ignoring  the  problem  until  it  goes  away  or 
resolves  itself,  or  through  having  the  problem  solved,  inadvertently,  by  having 
another  related  problem  solved. 

Three  areas  of  equivocality  are  generally  present  in  a  garbage  can 
environment: 

1.  Problematic  preferences  —  in  that  different  decisionmaking  units  have 
different  objectives,  and  these  generally  evolve  over  time  in  an  imprecise  and 
unpredictable  manner. 

2.  Unclear  procedures  for  making  decisions  —  in  that  responsibility  and 
authtvity  are  usually  separated  and  fragment»l 

3.  Fluid  decision  participation  —  in  that  the  members  of  the  decision¬ 
making  units  change  over  dme,  in  an  often  unpredictable  manner. 

In  the  garbage  can  model,  the  problems,  solutions,  and  choice 
opportunities  are  mixed  together  in  “garbage  cans.”  The  division  of  human  effort 
among  problems,  solutions,  and  choices  is  fuzzy  and  not  fixed  in  any  highly 
organu^  way.  Problems,  solutions,  and  choice  opportunities  may  not  (^esce  in 
the  tight  way  at  the  tight  time  so  as  to  lead  to  a  “rational”  solution  to  the  problem. 

On  of  the  most  potentially  useful  features  of  the  garbage  can  model  is  that 
it  is  a  definitive  approach  for  relating  social  structure  to  cognitive  structure.  It  is  a 
potentially  serviette  oiganizationtd  model  that  can  cope  with  such  potential 
crisis  situations  as  breakdown  in  organizational  communications. 

Andioring  And  Adjustment :  Often  a  person  finds  that  difficulty  in  problem  solving  is 
due  not  to  the  lack  of  data  and  information,  but  rather  to  the  existence  of  excess 
data  imd  information.  In  such  situations,  the  poson  often  resorts  to  heuristics 
which  may  reduce  the  mental  efforts  required  to  arrive  at  a  solution.  In  using  the 
anchoring  and  adjustment  heuristic  when  confronted  with  a  large  amount  of  data, 
the  person  selects  a  particular  datum  as  a  starting  point,  or  anchor,  and  then 
adjusts  that  value  improperly  in  order  to  incorporate  the  rest  of  the  data  such  as  to 
result  in  flawed  information. 

Availability :  The  decisionmaker  uses  only  easily  available  information  and  ignores  not 
easily  available  sources  of  si^iificant  information.  An  event  is  believ^  to  occur 
fiequently  —  that  is,  with  hi^  probability  —  if  it  is  easy  to  recall  similar  events. 

Base  Rate :  The  likelihood  of  occurrence  of  two  events  is  commonly  compared  by 
contrasting  the  number  of  times  die  two  events  occur  and  ignoring  the  rate  of 
occurrence  of  each  event  This  bias  often  occurs  when  the  decisionmaker  has 
concrete  experience  with  one  event  but  only  statistical  or  abstract  information  on 
the  odier.  In  geno^al,  abstract  information  will  be  ignored  at  the  expense  of 
ccHicrete  information.  A  base  rate  determined  primarily  fiom  concrete 
information  may  be  called  a  causal  base  rate,  whereas  that  determined  from 
abstract  information  is  an  incidental  base  rate.  When  information  updates  occur, 
this  indivkluating  information  frequently  is  given  much  more  weight  than  it 
deserves.  It  is  much  easier  for  inttividuating  information  to  override  incidental 
base  rates  than  causal  base  rates. 

Confirmation  Bias :  People  are  more  prone  to  utilize  information  that  is  likely  to 

validate  currently  held  beUefs  than  information  that  might  disconfirm  or  falsify 
these  beliefs. 
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Conservatism :  The  failure  to  revise  estimates  as  much  as  they  should  be  revised,  based 
on  receipt  of  new  significant  information,  is  known  as  conservatism.  This  is 
related  to  data  saturation  and  regression  effects  biases. 

Data  Presoitation  Cmitext :  The  impact  of  summarized  data,  for  example,  may  be 

much  greater  than  that  of  the  same  data  presented  in  detail,  nonsummaii^  form. 
In  addition,  different  scales  may  be  used  to  change  the  impact  of  the  same  data 
considerably. 

Data  Saturation :  people  often  reach  premature  conclusions  on  the  basis  of  too  small  a 
sample  of  information  while  ignoring  the  rest  of  the  data  that  is  received  later  on, 
or  stopping  acquisition  of  data  prematurely. 

Desire  For  Self-Fulfilling  Prophecies :  the  decisionmaker  values  a  certain  outcome, 
interpretation,  or  conclusion  and  acquires  and  analyzes  only  infmmation  that 
supports  this  ctmclusion.  This  is  anotho'  form  of  selective  perception. 

Ease  Of  Recall :  Data  that  can  easily  be  recalled  or  assessed  will  affect  perception  of  the 
likelihood  of  similar  events  occurring  again.  People  typically  weigh  easily 
recalled  data  more  in  decisionmaking  than  those  data  that  cannot  easily  be 
recalled. 

Expectations :  people  often  remember  and  attach  higher  validity  to  information  that 
confirms  their  peviously  held  beliefs  and  expectations  tiian  they  do  to 
disconfirming  information.  Thus,  the  presence  of  large  amounts  of  information 
make  it  easier  for  one  to  selectively  ignore  disconfirming  information  such  as  to 
reach  any  conclusion  and  thereby  prove  anything  that  one  desires. 

Fact-Value  Confusion  :  Strongly  held  values  may  fiequently  be  regarded  and  prosented 
as  facts.  That  type  of  information  is  sought  that  confirms  or  lends  credibility  to 
(Hie’s  views  and  values.  Inftxmation  contradicting  one’s  views  or  values  is 
ignored.  This  is  related  to  wishful  thinking  in  tiiat  both  are  forms  of  selective 
perception. 

Fundamoital  Attribution  Error  (Success/Failure  Error) :  The  decisionmaker 

associates  success  with  personal  inherent  ability  and  associates  failure  with  poor 
luck  in  chance  events.  This  is  related  to  availability  and  representativeness. 

Gamblers*  Fallacy :  The  decisionmaker  falsely  assumes  that  unexpected  occurrence  of  a 
“run”  of  some  events  enhances  the  probability  of  occurrence  of  an  event  that  has 
not  occurred. 

Habit :  Familiarity  with  a  particular  rule  for  solving  a  problem  may  result  in  reutilization 
of  the  same  procedure  and  selection  of  the  same  alternative  when  confronted  with 
a  similar  type  of  problem  and  similar  information.  We  choose  an  alternative 
because  it  1^  previously  been  acceptable  for  a  perceivnl  similar  purpose,  or 
because  of  superstition. 

Hindsight :  Petrie  are  often  unable  to  think  objectively  if  they  receive  information  that 
an  outcome  has  occurred  and  they  are  told  to  ignore  this  information. 
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Dlusion  Of  Control :  A  good  outcome  in  a  chance  situation  may  well  have  resulted  from 
a  poOT  decision,  llie  decisionmaker  may  assume  a  feeling  of  control  over  events 
that  is  not  reasonable. 

niusion  Of  Correlation :  A  mistaken  belief  that  two  events  covaiy  when  they  do  not 
covary  is  known  as  the  illusion  of  correlation. 

Law  Of  Small  Numbers :  People  are  insufficiently  sensitive  to  the  available  quantity 
and  quality  of  evidence.  They  commonly  express  greater  confidence  in 
predictions  based  on  small  samples  of  data  with  nondisconfirming  evulence  than 
m  much  larger  samples  with  minor  disconfirming  evidence.  Sample  size  and 
reliability  fr^uently  have  little  influence  on  conHdence. 

Order  Effects :  The  order  in  which  information  is  presented  affects  information 

retention  in  memory.  Typically,  the  first  piece  of  information  presented  (primacy 
effect)  and  the  last  presented  (recency  effect)  assume  undue  importance  in  the 
mind  of  the  decisionmaker. 

Outcome*Irrelevant  Leming  System  :  Use  of  an  inferior  information  prcxessing  or 

decision  rule  can  lead  to  poor  results,  and  the  decsionmaker  can  believe  that  these 
are  good  because  of  inability  to  evaluate  the  impacts  of  the  choices  not  selected 
and  the  hypotheses  not  test^ 

Overconfidence :  People  generally  ascribe  more  credibility  to  data  than  is  warranted  and 
hence  overestimate  the  probability  of  success  merely  owing  to  the  presence  of  an 
abundance  of  data.  The  greater  the  amount  of  data,  the  more  confident  die  person 
is  in  the  accuracy  of  the  data. 

Redundancy  :  The  more  redundancy  in  the  data,  the  more  confidence  people  often  have 
in  their  predictions,  although  this  overconfidence  is  usually  unwarranted. 

Reference  Effect :  People  normally  perceive  and  evaluate  stimuli  in  accordance  with 
their  present  and  past  experiential  level  for  the  stimuli.  They  sense  a  reference 
level  in  accordance  with  past  experience.  Therefore,  reactions  to  stimuli  are 
interpreted  favorably  or  favorably  in  accordance  with  previous  expectations  and 
expmences.  A  reference  point  defines  an  operating  point  in  the  space  of 
outcomes.  Changes  in  perceptions,  due  to  changes  in  the  reference  point,  are 
called  reference  effects.  These  changes  may  not  be  based  on  proper,  statistically 
relevant  computations. 

Regression  Effect :  The  largest  observed  values  of  observations  are  used  without 
regressing  toward  the  mean  to  consider  the  effects  of  noisy  measurements.  In 
effect,  this  ignores  uncertainties. 

Represoitativeness :  When  making  inference  fiom  data,  too  much  weight  is  given  to 
results  of  small  samples.  As  sample  size  is  increased,  the  results  of  small  samples 
are  taken  to  be  representative  of  the  larger  population.  The  “laws”  of 
representativeness  differ  considerably  from  the  laws  of  probability  and  violations 
of  the  conjunction  rule,  P(AIB)  <  P(A),  are  often  observed. 
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Sdective  Perceptions :  people  often  seek  only  infonnation  that  confimis  their  views  and 
values.  They  disreg^  or  ignore  disconfmning  evidence.  Issues  are  structured  on 
the  basis  of  person^  experience  and  wishful  tlwddng.  There  are  many 
illustrations  of  selective  perception.  One  is  “reading  between  the  lines”  such  as, 
for  example,  to  deny  antecedent  statements  and,  as  a  consequence,  accept  “if  you 
don’t  promote  me,  I  won’t  perform  well”  as  following  inferentially  from  “I  will 
perform  well  if  you  promote  me.” 

Spurious  Cues :  Frequently,  cues  appear  only  by  occurrence  of  a  low-probability  event, 
but  they  are  accepted  by  the  d^sionmakn  as  commonly  occurring. 

Substituticm  Of  Correlation  For  Causation  :  often,  we  assume  that  because  two  events 
are  correlated,  there  must  also  be  some  causative  relation  between  them. 

Causation  must  imply  correlation.  However,  correlation  does  not  infer  any 
necessary  causative  relationships. 

Wishful  Thinking :  The  preference  of  the  decisionmaker  for  particular  outcomes  and 
particular  decisions  can  lead  the  decisionmaker  to  choose  an  alternative  that  the 
decisiomnaker  would  like  to  have  associated  with  a  desirable  outcome.  This 
implies  a  confounding  of  facts  and  values  and  is  a  form  of  selective  perception. 
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